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Before you start ....

= Do not forget to document your configurations

UNMS Il is a flexible system that can be individually adapted to your requirements. Some functions depend
on preparatory work that must be carried out to enable the desired function.

= Think about the task the UNMS Il shall do before staring any confguration

Die UNMS Il von der Grundstruktur her sehr logisch aufgebaut, aber gerade dann, wenn Sie mit IIS arbeiten
mussen, kommt es immer wieder zu seltsamen Ergebnissen, deren Ursache auf eine Fehlkonfigruation im IIS
zuriickzufuhren ist. In einigen Fallen muss man wissen, welches Konfigurationsmenu im IIS dafur zustandig
ist und entsprechend dokumentieren.

= Make 1 - 2 test installations

The basic structure of UNMS Il is very logical, but especially when you have to work with IIS, strange results
occur again and again, the cause of which can be traced back to a misconfiguration in IIS. In some cases, you
have to know which configuration menu in 1IS is responsible for this and document it accordingly.

= Regular performed backups will safe time and nervs
Especially if you are planning a major change, you should create a backup in order to be able to return to the

original state at any time. Otherwise, you could run the risk of a major data loss when running system
changes.

= Check whether your version of UNMS Il supports the desired function.

The scope of functions and possibilities of

UNMS depends on the version. If a function UNMS Administrator X
cannot be carried out, there may be two

reasons for this: | Sorry, the maximum number of services has been reached.

1. your version of UNMS Il cannot perform this

function due to the software licensing.

2. the framework condition for this function is not fulfilled.
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1. Quick Install

Preparation Windows Features — Add the IIS

generex.de

All Apps Documents  Web

Best match

Tum Windows features on or off

Control panel

Search work and web

A UNMS Il uses Microsoft's Internet Information Service (IIS) to to deliver all configured information via a http in a format a
standard web browser can handle. Due to this fact the UNMS 2 installer takes care for this and checks if the IIS is available on
the machine the installation shall be caried out. If the required services and modules are not available, the installation fails. The
following Windows features are necessary for the operation of the UNMS I

Windows 7 Windows 10

= @ | Internetinformationsdienste
[m] | FTP-Server
=100 Webverwaltungstools
[ | ls-Verwaltungsdienst

Internetinformationsdienste
@ [ . FTP-Server
= . Webverwaltungstools

| 15-Verwaltungsdien:
D I5-Verwatingsaanst P | lI5-Verwaltungskonsole

1 ns‘verwaltuwde [ | lI5-Verwaltungsskripts und -tools
0 ). us-ver wakungssiipts und -tools = [ | Kompatibilitat mit der II5 6-Verwaltung

= Kompatibilitat mit der 115 6-Verwaltung 1 | 115 6-Skripttools
D ) 115 6-Skripttools B | 1S 6-Verwaltungskonsole
[ ). IS 6-Verwaktungskonsole — B Kompatibilitat mit Is-Metabasis und IS 6-Konfiguration
. Kompatibikat mit 115-Metabasis und 115 6-Kenfiguration O] | Kompatibilitat mit WM far 115 6
[ | Kompatibiltat mit WMI Fir 115 6 o [® | WWW-Dienste

8 . WWW-Dienste = | | Allgemeine HTTP-Features

= . Anwendungsentwicklungsfeatures [] | HTIP-Fehler
D NET-Erweiterbarkeit D HTTP-Umleitung
D AP E Standarddokument
D ASP.NET ﬂ Statischer Inhalt
D cal [ | Verzeichnis durchsuchen
ISAPI-Erweiterungen ] | WebDAV-Versffentlichung
D ISAPI-Filter = W | Anwendungsentwicklungsfeatures
[0 | Serverseitige Inchude-Dateien [/ | .MET Extensibility 4.8

= [ | Gemeinsam genutzte HTTP-Features Ol | .MET-Enweiterbarkeit 3.5
O | HTTP-Fehler [J | Anwendungsinitialisierung
[ . HTTP-Unlekung O | Asp
[ | Standarddokument [ | &ASP.MET2.5
[4 | Statischer Inhalt ] | ASP.NET4.2
[0 | verzeichnis durchsuchen O | cal
[0 | webDav-Versffentlichung E_ ISAPI-Erweiterungen

® [ | Leistungsfeatures ISAPI-Filter

# D . Sicherheit [] | Serverseitige Include-Dateien

® [/ Systemzustand und Diagnose (] | webSocket-Protokoll

o B Medisnfinbbinnan %

‘Windows Features

Applying changes
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Furthermore, the installation of UNMS |l needs increased system rights, since, among other things, services running in the
background are also installed, which must be available independently of a user or administrator console.

Therefore, the installation can only be initiated if executed from the Windows context menu "As administrator”.:

veredist_x86 25/08,2022 11:06 File folder
Windowslnstaller3_1 25/08,2022 11:06 File folder
B acknowledge 31/08/2018 10:41 PDF File 63 KB
L sety 22 Application 380 KB
Open - R
5 unr = P2 Windows Installer ... 30,743 KB
Run as administrator . . o
B unr $ D6 PDF File 3,678 KB
©) Share with Skype
Open with Sublime Text
% PDF24
The installation dialogue guides through the installation process:
#5) UNMS Il Server Setup — % || 45 UNMS I Server Setup — ®
~
End-User License Agreement -
Welcome to the UNMS 11 Server SBtLlp Please read the following license agreement carefully €
Wizard
GENEREX UNMS I1 .
The Setup Wizard will install UNMS 11 Server on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard. END-USER LICENSE AGREEMENT
IMPORTANT-READ CAREFULLY: This End-User
License Agreement (“EULA") is a legal agreement
between you (either an individual or a single entity) and
Generex GmbH for the Generex software product
identified above, which includes computer software and
may include associated media, printed materials, and v
EII accept the terms in the License Agreement
Back Cancel Print Back Next Cancel
Click next ... ... Accept End-User License agreement ...

ﬂ UNMS Il Server Setup — b4 ‘E UNMS Il Server Setup — b
User Information A Destination Folder 3
Enter the following information to personalize your installation ;-: Click Mext to install to the default folder or dick Change to choose another, E

Full Name: Install UNMS 11 Server to:

IGunnar Hellmig

Organization:

IGENER.BC IC:\Program Files (x86)unmsII}

License Key: Change...

Back Cancel Back Cancel
... Enter the license key... ... Choose destination path ...
Back | Install Cancel
...And click “Install” to finish
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When you start UNMS Il for the first time, you will be greeted with the following screen:

L
k- “ 7
W Cansoe | St hsps 1 [Sustronr B
2 Stes and Semvic
! - g Zonet
Home Status Redundancy LogFile Hob | Aot g o
£)» Home Core System 3 Zoned
i Zones
(] 1
N a A Zomes
S ]
Discoves Services % |zoner
Zones
Setngs for retwask scanneg oy e
- :
selectnetwrk Sutet Ho e
Fom [1 w29 Fem[1 w2 — ] 23
§ zores
[Eearch C5121/141 deviers e oy LM serce ﬂ s
port: 5763 Community: | pub ®)use s mocl Zanet
e Qe p sress i zere?
) - i
ey 8 zees
1P acress Computernase  Locaton - Deves type

S
Something went wrong while connecting

To continue, reload page or wat for the auto)

Use Drag and Drop to mave services o Sites

UNMS Stopped f10

To check whether the UNMS Il has been installed correctly and the IIS service is also running as requested, first press Cancel
on Discover services and then press the small red traffic light in the top left-hand corner to start the UNMS regularly.

T UNMS Adminstrator - (Web Console] oo
[ ie tdt Ve Toos Hep
® LR
Web Conacle | 51 Maps 10 [Stcbrpionr &
% St and S
Home Status Redundancy LogFlie fan gy ups i i::'
£) ® Home Core System § Zones
7 4 zones
W 4 Zonss
F— ~ UNMS Web Console 8 Zones
el 8 Zoner
2one2 d Zonet
1 4 zenes
a
g a4 g
Zomel Zanet Zames
a
o o3 ga
Zones Zanes Zanes
o o b
Zone? P Zowt
~ P >
B s [l
UM Stated 100

If you see the following screen, the UNMS is set up correctly and you can start with the configuration work:

The web interface shows an unconfigured standard layout with 9 predefined zones. Since no devices are stored yet

8

Copyright of the European Union is effective (Copyright EU) (c) 2022 GENEREX SYSTEMS Computervertriebsgesellschaft mbH, Hamburg, Germany,
All rights reservedTEL +49(40)22692910 - EMAIL info@generex.de - WEB www.generex.de (This and all other product datasheets are available for download.)


mailto:info@generex.de
http://www.generex.de/

Note: If the UNMS does not display a web interface at start-up: Check the IIS

The Internet Information Service is a very sensitive (and bitchy) tool within a Windows installation..

1. Check whether the web page management is active:

Datei  Ansicht ?

Version: 2022-10-26

Aktionen

Verbindungen ) )
r Default Web Site Startseite
a Bl Im Explorer offnen
e X e
- fo‘ﬁm" TWCS““‘}ENERD Giker: ~ % Start - (G Alle anzeigen | Gruppieren nach: Bereich Bt cht U e
(2 Anwendungspools —
o & Sites ) ASP.NET a A Ee‘ rbeiten
|| N - . indungen...
Default Web Site < = 2N
@ ] % =g “ \/ D Grundeinstellungen...
NET-Autorisierun...  NET-Benutzer  .NET-FehlersortemeslE]Globalisierung NET- \NET-Rollen P e
Virtuelle Verzeichnisse
q ; 3% 2 anzeigen
= ) # = Website verwalten o)
NET-Vertrauense... Anbieter Anwendungseinst... Computerschliissel SMTP-E-Mail -
. P Starten
] i
ab| B Beenden
Verbindungszeiche... Website durchsuchen
ttp) durchsuchen

Opposite Default Web Site is the item Manage Web Page. This service must be started, otherwise the IIS will not

deliver any web pages to a web browser.

2. Check the bindings

:e Default Web Site Startseite B e —
= [’WE.S"TO”'EQRKS‘;‘;“}SENERD iter: ~ % Start - (5 Alle anzeigen | Gruppieren nach: Bereich BerechigUngeibEs FErEi
v @St I 2 - "ﬁj"”‘e
PCEETES <l_ @ [E Grundeinstellungen...

NET-Auton!

NET-Benutzer NET-Fehlerseiten .NET-Globalisierung .NET-Kof .NET-Rollen

e 2 &
NET-Vertrauense... Anbieter Anwendungseinst.. Computerschlissel

SMTP-E-Mail

Anwendungen anzeigen
Virtuelle Verzeichnisse
anzeigen

Website verwalten ~

B Grarban

hen you open this window, you will find port bindings. Here you must find at least http port 80 with the IP address *, if

you want to use https, correspondingly also port 443:

Sitebindungen

|

3. Restart the IIS service

Datei  Ansicht 7

| Hinzufigen... |

Bearbeiten...

Typ Hostname Port IP-Adresse Bindungsinform...
http 80 *
https 443 *

Durchsuchen

Verbindungen

ug! DESKTOP-BIRT7CSA Startseite

95 DESKTOP-BIRTCSA (GENI
M ; ) « ¥ Start ~ G Alle anzeigen

Gruppieren nach: Bereich

Server verwalten

& Neu starten

b Starten

Anwendungspeols

NET-Autorisierun... .MET-Fehlerseiten

N
\NET-Globalisierung .NET-Kompilierung

B Beenden

Anwendungspools anzeigen

After each change in the IIS itself, you should restart the IIS service so that all your changes are read in and initialised
correctly. Make sure to check again if point 1 has been fulfilled in case of a restart, otherwise you will run into the

same error again.
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Search and import devices

For this configuration step you need the following menu:

iGN Help

B Start UNMS...

Check configuraticn inte

o

§ Redundancy configuration...

Discover senvices...

UMMS Options...

Version: 2022-10-26

When you start the UNMS I for the first time, the Discovery Service starts first. With this service, you can scan your entire
network on an IP basis for any available devices. If you have already pressed Cancel to orientate yourself first and check if the

11S is working properly, open Tools > Discovery services.

Discowver Services =
Settings for network scanning -t Sites
Start Scan [}
Select network: Subnet: Hosts: Zonel
Zonel
From |1 [to|254 | From{1 |t |25 | Clear resdlt Zone3
Zoned
As name for UNMS service [
Search C5121/141 devices Zones
Paort: | 5769 Community: = public (®) use UPS model Zoned
[ 5earch SNMP devices () use 1P address Zone7
Zoned
Recently found services: Zoned
IP address Computer name Location UPS model Device type
Use Drag and Drop to move services to Sites

Cancel

Apply

The Discovery Service automatically finds all devices that can be displayed via SNMP and offers them to you for further

configuration of the UNMS II.
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To find devices, the Discovery Service needs to know where to search for devices within your network.

Enter the network segment that shall be

scanned for devices. This is the third Marrow the IP address range. If you enter
number within your IP address. 100 - 150, at 15-27 in the subnet, UNMS
if you enter 15 - 27, the UNMS 1 will would scan as follows:

scan:

192.168.15.100 - 192.168.15.150
192.168.15.1 - 182.168.15.254 192.168.16.100 - 192.168.16.150
192.168.16.1 - 192.168.16.254 [.]
[.]

Settings for network scanning
. . . Start Scan
Enter the first 2 numbars of Select network: Subnet: FEE

your current IP nefwark. e | 1 | T | 254 | me| 1 |h: |254 | R

In this case: 192.188.

As name for UNMS service

Search C5121/141 devices -
Define if you want to see
Port: m Community:  public (®) use UPS model !
[ 5earch SNMP devi the UPS model name or
£ar evices (D) use IP address the direct IP address. you
may rename the search

result entries later.

Specify whether you Enter the port your If SNMP devices are in use. it
want to search only for devices are configured to. can be necessary to enter the
C3121/C5141 devices SHNMP community the UNMS
or also for any SNMP- Il shall use for queries. If the
capable devices. wrong community is used,

SMMP devices will not answer
to a request.

Step 1: Setting up the network scan

Select network

With the first two octets, define the basic network that is to be scanned. As the number of existing IP addresses can become
very large, the input option is limited. Please enter the first two numbers of your network:

192.168.
17.15.
158.75.

Subnet

Enter the range to be scanned here. This value defines the third octet within the IP address. Unlike Select network, you enter an
address range here. For example, if you want to scan from network segment 100 - 103, enter these two values. The UNMS wiill
then check the following network segments:

192.168.100.xxx
192.168.101.xxx
192.168.102.xxx
192.168.103.xxX

If you just want to scan the 102, you may enter 102 - 102.
Hosts

In large networks, IP address ranges are traditionally divided to avoid uncontrolled proliferation. The type of division varies
greatly. For example, the host range 1-30 is often used for routers and switches, 31-50 for servers, 51-60 for printers, ...

If you do not know the exact IP address, but you know that it can only be within a certain range, enter the start address and the
corresponding end address here. For example, if you define from IP 100- 150, the UNMS will scan the network afterwards as
follows:

192.168.100.100

192.168.100.101
192.168.100.102

[--]

192.168.100.150
192.168.101.100
192.168.101.101
192.168.101.102

[.-]
The last scanned IP address will be 192.168.103.150.
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Note:

When specifying the address ranges, be sure to use the correct default settings, otherwise UNMS may take a very long time, as
each IP address specified is checked exclusively.

As name for UNMS service

As name for UNMS service With this setting, you define whether the UNMS will use the UPS or the IP address for
O uze LIPS madel displaying scan results. This setting has a subordinate role for the scanning process itself, but

it may help you to identify the devices you are looking for.
(®) use IP address

In this manual we use the setting "use IP address" - however, the nhame displayed within the UNMS is freely configurable and
can be changed at any time.

Monitor scan progress

T T T i T

As soon as you press Start, UNMS starts the Discover Services on 192.168.220 to 222 (curr. 220) - Hosts 100 to 254
network scan. In the scan progress will show i
- The network segment the scan is |
Currently in progress IP address Computer name Location UPS model

- Which IP address range is specifically
scanned.

This screenshot, eg, shows the following
information:

- The network from 192.168.220.XXX to
192.168.222.XXX is scanned.

Select al Deselect al Slop scan.. Ok,

- The IP addresses 100 - 254 are

=

checked.

- With (curr.220) the network scan is in the network 192.168.220.XXX

The green indicator bar shows the scanning progress of the current network segment (curr. 220). The green indicator bar shows
the progress over already scanned IP addresses.

The results of the scan are displayed in the list below:

IF address Computer name Locatian PS5 model
[] 192168222107 Generex Hamburg AR COMFORT
[] 192168222110 Centiel LIPS
] 192163222111 TP110-1000
[]192168.222112 Generex HH SHMP UPS-RFC 1628 .
[ 192168222113 BALCS
192162 2221072 RChALLé
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Importing scan results to the UNMS

IP address Computer name Lacation UPS model G
With the next step, the devices found must be 192,16 7 | | Generex Hambuig 4R COMFORT
transferred to UNMS. To do this, simply select L] 182168222110 Centiel P

the desired units by ticking the corresponding :
checkbox.

When you have selected all the devices, press L] 19216822210 Mo LIPS madel defined
1192166222115 SNMP UPS-RFC 1628...
OK. [ 192.168.222.118 Testfeld Holzfeld Powerpack Plug 1 k...
15; a | | [CE+T TSI Media
[]192.168.222.121 NEXTYS DCw20
1192166222126 KANTO-RT-1000 /1D ... X&MTORT 1000
[ 192.168.222.131 Hamburg SNMP UPS-RFC 1628...

M 4an 400590490 Vi AT CLal T Vol aTe

Select all Deselect al Cancel | ak. |

The selected devices are then displayed in the main window of the Discovery Service under Recently found services:

Recently found services:
IP address Computer name Location LIPS model Device type
192,168, 222,103 BCMU-A C5121 compatible
192,168,222, 107 Generex Hamburg AR COMFORT C5121 compatible
192.168.222.111 TP110-1000 C5121 compatible
192.168.222,112 Generex HH SMNMP UPS-RFC 16... (C5121 compatible
192,168, 222,119 CE+T TSI Media C5121 compatible

From now, it is possible to perform a new scan with a different IP address range to search for other devices.

Note:

You do not have to rescan every time you close the Discovery Service. All devices that you have placed in Recently found
services will remain there in the list until you either remove them with Clear Result or distribute them to the appropriate UNMS
services.

Adding found devices to the UNMS monitoring

During installation, UNMS offers 9 so-called "zones " as basic settings. 3 Sites
Found devices, the "services" can be mobef there via drag'n‘drop. =] Fonel
Simply hold down the desired device with the left mouse button and drag %‘ 132.168.222.103
it to the corresponding zone. %‘ 132.168.222.107
=] Zoned
This action removes the device from the Recently found Services list and '%) 192,168,222, 111
adds it to the corresponding zone. '%) 197,168.222,112
When all devices have been distributed, press Apply to confirm your = %r"ﬂ
192,168,222, 119
setup.
%y 192.168.222.132
Customizing ,the Zone* %:I 197,168.722,133
Y Sites and Services The word "Zone 1" sounds like some kind of . %l 192.168.222.143
ack high tech vodoo, but is, unfortunately
_____ g black high tech vodoo, but is, unf ! & zones

______ Q New Service...
=R

only meaningful to a limited extent. Due to
this fact, the UNMS offers the option of adapting the name accordingly for the context and usage.

> Delete

B popeis |

To do this, right-click on the zone and then select the option "Properties” in the context menu.
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A new tab opens which displays the properties of this zone. Change the name of Zone 1 to an appropriately adapted term:

Site Properties

General @ Info

Site name:

| Hauptgebude]|

Site icon coordinates
Left (x): Top (y):

Background image file

| | Browse...

Background images are only possible when the site
contains no services!

Security settings:
Mot available with this license,

Abbrechen

When you have completed your adjustments, tap the heels of your feet together twice , say OZ or click OK - although clicking

OK is more likely to have the desired effect within the UNMS II, Dorothy...

Saving and first UNMS |l start

(=N

14

As soon as you have unnamed all zones, press the disk symbol at the top left to save and then the red
light to end the current state - UNMS is stopped. UNMS will then permanently import the new data and
restart the necessary services.
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UNMS Il — changing the UNMS 1l Screens

Anyway, Dorothy, ... the UNMS Il provides many options for sorting the monitored devices and organize them in well-structured
groups and subgroups. In addition, in addition, it is also possible to use any background image for the monitored services, and
position all icons freely.

This will not only help to organize your services, this function can also be used to to clarify the function of a monitored system
accordingly.

i Help

¥ Start UNMS...
18 Stop UNMS...

Check configuration integrity...
i Redundancy configuration...

Discover services..,
UMMS Options...

First open the UNMS Options under Tools. In this collection of tabs, numerous basic settings can be carried out, including
adjusting the image. Click on the Editor tab to adapt the general basic layout to your ideas:

UNMS Options X

settings for the Basic Web & Emad ) Mok Traps
Interface layout,.

€ Users Logging [¥-] Report G® System
The Tab "Editor” provides d 48 Editor

Map background image file:
7 7 Click browse to choos a
| backgrnd.pngl | ‘ == background image.

Map site icon stripe:

| Defauilt icon stripe set o Choose between different
! - o sets of warning icons.

Preview of the selected
icon set

If you do not want to see

the icon labels, check this [[JHide the site icon labels in the Map Editor
box.
Change font style, font \51&7'00"5;&"95 = |
color, font size of the icons ?
Hint

The site icons in the Map Editor can be moved by pixel
using the accelerator key(s):
SHIFT +[LEFT |RIGHT JUP [DOWN].

1 Take over or cancel your
[ ok || cancel settings.

Changing the Start Screen

. . . . UNMS Administrator X
Select one of the images already included or create your own image that fits the

application scenario.

| File is not inside the UNMS image directory
Please note that the image must be stored in the corresponding image directory :
of the UNMS Il in terms of system rights, otherwise the image can be selected

but ultimately cannot be used..

The UNMS Il does not create copies of image files from other directories,
pictures must be copied manually in PNG format into the UNMS directory.The default directory is:

15
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C:A\UPS\unmsll\www\image

Changing the icon set

In the same directory (C:\UPS\unmsll\www\image) you will also find all pre-defined sets of icons the UNMS Il comes with:

g8 ®s  um

zone_green.gif zone_orange.gif zone_red.gif zone_yellow.gif

It is possible to customise the icons as you wish by creating new icons and renaming the file names accordingly. Since these
are standard gif files, administrators may also use any animated icons to meet internal corporate design guide lines.

Customizing the icon labels

Neben dem lkon-Set an sich kénnen Sie zahlreiche Anpassungen an der Beschriftung der Ikons und dem Hintergrund des
Schriftbildes durchfuhren, um die Lesbarkeit der Beschriftung anzupassen:

Site lcon Settings *
Text settings .
Controls the text pasition of
(ileft (CJRight ()Top (@) Bottom icon labels.
How many pixels should :
the font be indented from | > Offset: Ijh:x [Hide label text Check this box to hide the
the left? label text.

Info: These values are not visible on the map
editor page.

' If you wand a rad text on a
Background color: | Choose ... vellow background, select the
Check this box if no font vellow background colour.
> |:| Transparent

P

hackground is wanted.
Font setlings

Choose ...
FPreview text what vou will

see when the UNMS 11 S ol
restarts.

These settings only take effect after
restarting the UNMS service!

Click QK and the UNMS will take over your changes.
T IL' &—I Click cancel to abort.

Moving and Replacing the icons on the main screens

D%] UMMS Adrministrator - [Site Maps]
File Edit VYiew Tools Help

M| |« a| e da| 7

Web Consecle  Site Maps |

Below the command line you will find the tabs "Web Console" and "Site Maps".

The Web Console is the preview of the UNMS' web-based interface for testing functions. All configured changes will be carried
out after saving / restarting the UNMS.

16
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By default, the web console is active. Switch to the Site Maps and move the icons, rename labels, etc:

Note:

In the site maps you can move the icons as you wish, the UNMS will only apply the settings when you restart the UNMS service
after saving. You can therefore configure the UNMS accordingly while it is working regularly from outside via the Web Console.

Save, exit and restart will permanently apply your settings to the system accordingly and restart the UNMS service.

You can view the success in the administration area of the UNMS |l via the Web Console or via a web browser by calling up the
UNMS Il web view:

& C @ localhost/unms/ * 6O
Start Status Redundanz Logdatei Hilie | Ubel G HE= NEFREDC
(©® start .

@ : /
(-9 Oberlicht

@ Systemsteuerung

@ Beleuchtung =
@ System 2

@ system 1

@ System 3

Beleuchtung

E
-

Advanced graphics adjustments: Setting up sub-screens

17
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For technical reasons, it is not possible to display a zone and services - i.e. monitored devices - together.

Either you have set up further subordinate zones in a major zone, in which the services are then located, or you have set up a
zone at the top level, in which the monitored devices are located directly.

In order to add a sub-screen to the control panel in this case (services are allready moved to the site you want to add a sub
screen), you have to do a little preparatory work:

4.

Temporarily move all services to another zone

To avoid accidentally losing a device, create your own zone and give it a
unique name, e.g. "Transfer" or "Temporary".

Since the zone is deleted afterwards before safing and restarting the
UNMS, this site will neverappear in the current web view of the UNMS II.

After cleaning up the major site, click on Porperties in the Site Explorer
control panel on the right side of the sreen to open the object properties.
Since this zone no longer contains any services, you can now assign
your own background image and thus change the character of this zone:

As soon as you have assigned an image accordingly, you can create
subordinate zones, but not move services into this site.

Create subordinated zones

Now create a new zone in the control panel, but do not assign a
background image! This way, you can later drag the temporarily parked
services into this new subzone and display them accordingly.

Use drag and drop to pull the services into the new sub-zones

18

New Site X
General

Site name:
| Transfer|

Site icon coordinates
Left (x): Top (y):

[ Background image file

‘ | Browse...

Background images are only possible when the site
centains no services!

Security settings:
Not available with this license.

Abbrechen
R —
EI Transfer
; %. 192.1 Mew Service...

%:, 192.1

» Delete

New Site X
General

Site name:
‘ System 47

Site icon coordinates
Left (x): Top {v):

ound image file

Browse...

ossible when the site

Bi ind images are
ntains no services!

Security settings:
Mot available with this license.

Abbrechen
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Move the temporarily parked services to the subordinate zone. You can
then delete the transfer zone that is no longer needed, as it no longer

fulfils any function.

Version: 2022-10-26

Note:

Please note that this option is only available,
if you did not define a background image in step 3.

If you do not want to have the two devices in one mask...

\',f} Sites and Services

Beleuchtung

Oberlicht

Systern 1

System 2

System 3

Systemsteuerung
System 47

-4 192.168.222.
% 192.168.222.

Transfer

m
112

Well, In this case, you simply create two separate subordinated zones and move the services into their own zones accordingly:

i

Systermn 3
Systermsteuerung
- Systern 47_1
.4y 192.168.222.111
- System 47_2
L 192.168.222,112

Adjusting the Icon position within the Sub-Screen

H =¥

Web Console  Site Maps |

fah | “g

(| ?

To do this, click on Site Maps tab in the top left-hand corner to be able to move icons. You will first see the start screen:

= JE g\ CFR[TeXE AT

Web Console  Site Maps |

19
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Now double-click on the "Control Panel" icon - in the screenshot called "Systemsteuerung” - to open the corresponding
subordinate screen. You will notice the two icons - in this case System 47_1 and System 47_2:

Grab them with the left mous button to move them to where you want. After this, click on Save, Exit and Restart.

Access SubScreen via the web console by opening the control panel. The positions of the icons have been adjusted to the
position you want.

Start Status Redundanz Logdatei Hife | Uber  GHE NERE XX
(© @ Start *

@ : /
@ Oberlicht

#-@ Systemsteverung
#-@ Beleuchtung
@ System 2

B1-@ System 1

=@ System 3

Beleuchtung

Adapt fonts in the subscreen

This function becomes interesting if, for example, you have a building plan where different UPS systems are distributed and you
want a division between emergency systems and less important systems. On a cruise ship, for example, this would be different
systems or hierarchically structured sub-distributors.

- The overview holds all available UPS systems and devices to be monitored
- In the system-related page, there are only the systems assigned to a special purpose.

Within a complex power distribution network, it is possible to maintain an overview in this way, as the font size and font
background can be freely defined for the respective subscreen.

How to adapt the sub screen fonts

It is important to understand the schematicals behind this function: Any font change within a zone always affects exclusively the
sub-ordinated sites below this zone.

This results in the following display logic: Site Explorer

< ET &————.

= Control Panel Tools > Options
Air Cond.

Emergency Light

Hydraulic

Systemn Overview

Zoned

7oned

At Tools >Options, you can globally set the typeface, colour, size, etc..
Logically, this is hung up in the Site Explorer under SITES AND SERVICES.
This means, that everything that can be seen underneath takes over the
corresponding settings as a kind of global font setup..

Now, the UNMS offers to overwrite fonts locally for individual zones, but the
changes always take effect for the subordinate zones.
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So, if you click on "Properties” in the Site Explorer for the Control Panel site,
and adjust the font, size, etc., this will affect all subordinated zones, but not
the "Control Panel" site - the superordinate setting coming from "Sites and
Services" will stay valid.

You can now nest this as much as you like and change it "downstairs", as
long as you bear in mind that the respective sub-zone that is to accommodate
the icons has a background image stored and thus cannot hold any services.

Adding additional information

(€)@ System 47_1: 192.168.222.111

@ ~
@ Oberlicht

El-@ Systemsteuerung

EF @ System 47 1

-@ 192.168.222. 111

TP110-1000

b4 System 47_2

t-@ Beleuchtung =

Version: 2022-10-26

Site Explorer

¢/ local changgs
- Control Panel L

Air Cond.

H Emergency Light
gency Lig
Hydraulic Font changes

System Overview

[

[-@ System 2
[-@ System 1
[-@ System 3

Input

» Output

L1 229V 4990Hz

Ext. Information BﬂnEr}'
Device Temp.. 25.3 °C Voltage: 4160V
Time: o 999 Min

Capacity: 100 %

i

L1 230V

50% 100% 150%
| | |
L1 0%

Status Connected Devices

[ ] Device Link

Normal

Log

Logdatei Messdaten

Info

Update: 10.10.2019 15:32:22

If you now take a look at the UPS screen within UNMS, an Info button is offered just below "Log". Each device integrated via
the Discovery Service first provides the UPS model (if used) and its own IP address as basic data. The UNMS Il provides an

option to add as many information as wanted or needed
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Finding a device in the Site Explorer

@

=@ Oberlicht

L) 192 168222 103
E-@ Systemsteuerung
E|O System 47_1

i4b 192.168.222111
--O System 47_2

.0 Ralasshbire

Version: 2022-10-26

The directory tree of the web interface provides you with the information where you can
find the device in Site Explorer.

In this example, the device you are looking for would be found in the control panel, exactly
under System 47_1.

Now open the Site Explorer in the Admin Console on the right-hand side and navigate to
the corresponding Ip address.

Then select the IP address with the right mouse button and select Properties in the context
menu to open the object properties:

E| Systernsteuerung
: System 47_1

System 47_ o
Mew Service...

X Delete

At Service Properties, select the ,INFO” — tab:

Service Properties X
Select Info to add new or
® General (B contract @ Info ﬁ Advanced | complete existing sytem
information
Custom Properties:

MName Value

BlModel | TP110-1000 —] Currently available system

P 192.168.222.111 <} information

: Add: Add new system information
- Femove: Delete existing information
—— SR IS —1 Editt  Edit existing information
OK:.  Save changes
Abb Abort: Withdraw changes
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Add / Edit information

Click Add to insert new information:

Property type:
The UNMS Il supports two different
- P . Info
options for storing information. ® General @ contract & Info D advanced
X Custom Properties:
Plain Text
MName Walue
The information is displayed as text. [ Model TP110-1000
You can store any information: Ei) 192.168.222. 111
- Service telephone numbers Add Custom Property b4
- Mail addresses
- Responsible departments Property Type: | [2] Plain Text V
- Invoice numbers
Property Mame: | Hersteller |
Hyperlink

- L Text to display: | Helmcom Inc, |
An http-link is displayed, which is clickable. For example

- links to sellers' pages
- service forms

- online manuals Cancel

- download sources

CK Abbrechen

When you have made the settings, press OK to add the new entry to the list.

Note:

Wenn Sie Bestandsdaten &ndern méchten wéhlen Sie einfach den entsprechnend Listeneintrag und aus und klicken auf
LEdit..."

Entfernen von Eintragen

Wahlen Sie den Eintrag aus und driicken Sie auf ,Remove*. Der Eintrag wird aus der Liste entfernt.

23

Copyright of the European Union is effective (Copyright EU) (c) 2022 GENEREX SYSTEMS Computervertriebsgesellschaft mbH, Hamburg, Germany,
All rights reservedTEL +49(40)22692910 - EMAIL info@generex.de - WEB www.generex.de (This and all other product datasheets are available for download.)


mailto:info@generex.de
http://www.generex.de/

Version: 2022-10-26

Write changes to the active configuration

UNMS has saved all changes, but not yet transferred it to the active configuration. The changes are displayed as soon as you
have clicked Save, Stop and Start in the administration area at the top left icon row.

| The configured list at service properties... |

Mame Value

[Z] Model TP110-1000

[E]IP 192,168,222, 111

[Z] Hersteller Helmoom Inc.

&2 Link www.generex.de Info

Model TP110-1000
IP 192.168.222 111
Hersteller Helmcom Inc.

Link Generex

.... As seen when clicking Info button

(€) ® System 47_1: 192.168.222.111
<
@ Cnd TP110-1000
[-@ Oberlicht
- Systemsteuerung
E-@ System 47_1 m
b 192168222111
@ System 47_2
(- Beleuchtung =
[+-@ System 2 L :I ;: -
[H-@ System 1 "
- System 3 E E
Input U E— » Output
L1: 228V 4990 Hz L1 230V
Ext. Information Battery —_I|= 50% 100% 150%
Device Temp.. 253 °C Voltage: 4160V L1 0%
Time: o 999 Min
Capacity: 100 %
Status Connected Devices Log
- Device Link Logdatei Messdaten
Normal Info
Update: 10.10.2019 15:32:22

Note

Entered information are not transferred to the corresponding web manager, they are exclusively stored in the UNMS.
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Deposit contract data and service level

The UNMS can be used for many tasks. One of the more interesting functions is the automatic validity check of service levels as
contracts in case of the emergency power supply maintenance and repair work. In case of a detected system failure, the UNMS
provides information about a customer's service contracts, which contractual partner has to be called, the current response time
to solve the problem at latest, etc.

Service Properties x
(2 Info [#] Report A8 Advanced < To add additional contract and
 General @ contract service level data, select
Confract
D State = < Click “edit” to define service
' ' = number, service level and set the
UPS
Model: | Ultramax 17 Baytech 4 |

Enter UPS model, a contract
registration number or serial

Serial No.: | B23347394skdfha32473

Customer

Company: | Helmcaom Inc |

E Address, .. ; Helms Klamm 3 < Click “Address” to define customer
RO_MI data or address data of the device.
ROHAM
MIDDLE EARTH

Add som additional information,

Mare customer data...
< Notes, internal information about

IR

CK Cancel

After saving and restarting the UNMS, entered informations are accessible via web console for this UPS:

Status Connected Devices Log
- Device Link Logdatei Messdaten
Normal o
Update: 10.10.2019 15:32:22

Contract
Contract ID Contract: 12947
Contract Status Active
UPS Model Ultramax 17 Baytech 4
UPS Serial No. 829347394skdfhB832479

Customer Company Helmcom Inc

Helms Klamm 3

Customer Address Egﬁm\l
MIDDLE EARTH
Contact Person John Doe
Contact Phone 123 / 456789
Contact Fax 123 / 456798
Contact E-Mail john_doe@helmsklamm.com
Notes This customer is a litle nervous and tends to interprete a small problem as a giant male function like exploded walls...
Contract Level 4
Contract Start 19.10.2022
Contract End 15.12.2023
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Andern der Grundeinstellungen

Es kommt immer wieder vor, dass sich grundlegende Einstellungen andern. In machen Fallen ist es lediglich die IP-Adresse, in
anderen Fallen andert sich mit der verwendeten SNMP- Karte die komplette Abfragemethodik selber.

In dem Reiter General kdnnen Sie diese grundsatzlichen Daten an die jeweiligen Umstande anpassen.

@ Info [#2] Repart ﬁ Advanced
B General @ contract < |  Select “General” to change basic
Site name:
Zonel
Service I;r?at)_le / Disable monitoring for
Mame: | Mo UPS model defined |
Group: | STANDARD i | E:ujtonlze thAe dzsplay name and
Connection type: ) )
: < Customzie the Request method to fit
C5121/141 compatible (UPSTCP) to the according device /
DMS name or IP address: UPSTCP Port:
| 182,153,272, 115 | | — | <<":| Change the IP addre.ss or .
hostname of the device. Also define
Ok Cancel

Note: Diffferent tabs have different funcions

Basically, each tab can be seen separated (although the entered data are shown together). You should therefore keep an eye
on what shall be shown after all within the web interface ...

Site Name

This item is non-negotiable - it changes when you use the Site Explorer to drag and drop a device into another zone.

Service (On/Off)

If temporarily monitoring is unwanted for a single device, simply remove the tick. The device will then be listed in the UNMS but

displayed as "Disabled" and excluded from the real-time monitoring. Remember, as long as monitoring is disabled, there, no
alarm job will be triggered: It may also harm the character of redundancy based alarm jobs...

Status Connected Devices Log
5 Device Link LogFile DataChart

Disabled Info
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Name / Group

“Name” defines the display name that will be shown when using the UNMS Il Web interface. The name can be freely
customized to allow a quick location overview, function of this device, etc.

"Group" allows to define special redundancy groups within the UNMS, which can then be equipped with a separate configuration
if necessary. Find out more in the chapter "Setting redundancy groups".

Connection type

This setting only needs to be changed if you change the target card completely, e.g. ~ Connection type:

if you replace the UPS and use a card that is not compatible with the CS141: 5121141 compatible (UPSTCP)
Although there are general standards a communication should take place, there are C5121/141 compatible (UPSTCP

no standards that may force manufacturers to really stick to use them. SNME: APC ATS

. . - SMMP: APC smart network
Furthermore, many manufacturers also provide their own products and monitoring SNME: EATOM ATS
solutions on the market, and are naturally keen to sell their own solution the best SMMP: EATOM/Powerware HP
possible.UNMS Il is designed to deal as openly as possible with other systems, SMMP: GE GEDE CP4/IMV Card
devices and SNMP card solutions, but it may be necessary to carry out SNMP: HUAWET HTTPS Card

SMMP; Liebert OC Webcard

manufacturerjspeuflc configurations on the target card itself so that communication SNMP: Masterguard,/Oneac
can be established. SHNMP: MGE Mini L
. ) SMNMP: Relion Inc. f
If in doubt, contact the GENEREX support team: |SMMP: RigllofAros NETMAN ;
SMMP: SOCOMEC Metvison
rt s
support@generex.de SNMP: Tripplite

SHMP: UPS-RFC 1628 compliant

DNS name or IP-Adresse / UPSTCP Port (Community)
IP address and DNS

The UNMS Il supports both DNS resolution of host names and direct entry of IP addresses. The difference between these two
options has far-reaching consequences for the configuration of your network:

- When using a host name, the network must provide a DNS server that can resolve a DNS name to an IP address. If this DNS
server is offline, you will no longer be able to reach the target device via host name. The advantage is that a DHCP server may
update IP address changes automatically.

- When specifying a direct IP address, on the other hand, you must assume that the IP address at the target device has been
statically assigned - if it is dynamically assigned by a DHCP server, it can also change sporadically and, as a consequence, you
need to search for the new one.

For the best setup, please refer to your local system administrator.

Note - Where to store infomration in case of alost IP address

Open the tab Info and store any information locally within the UNMS II. In case of a “communication loss issue", the Info-Button
is still available and alive because these button will be feeded by the UNMS locally and not by the target device.

UPSTCP Port (Community)

The default port to query a CS141 device, is 5769 unless you have changed this manually to suit up the device for your network
policies. Customizing this port must therefore be carried out on both sites: the UNMS 2 and the destined CS141.

The default port to query a CS141 device, is 5769 unless you have changed this manually to suit up the device for your network
policies. Customizing this port must therefore be carried out on both sites: the UNMS 2 and the destined CS141. Some settings
will also change the "TCP Port" by the SNMP community option. According to your CS141 setup, ensure that you will use the
same community on both sites to prevend communication loss on startup.
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Delete obsolete devices

At the tab Site Explorer, look to the right-handed site of the screen: Simply open with the

secondary mouse button the context menu and click "Delete". The UNMS will remove the Systemsteuerul

device and asks you to decide whether all log files shall be kept or not. System 47_|  Mew Service...
Do 192.168)

Since this is an adminstrative process, the changes will take effect after pressing Save, - System 47,4

Stop and Restart the UNMS.
Properties

Add UNMS functions

In general, the download server provides a UNMS Free license for use with a maximum number of 9 devices featuring 2
external devices. There are some other limitations like "Email traps", but for up to 4 or 5 UPS systems within a local network the
UNMS is perfectly suited for monitoring and automated network monitoring and management. Additional modules and functions
are also available, but you need the according registration key to unlock them:

1. Make abackup.

If, contrary to expectations, there are problems with the key file (typing errors, format . .
) . . m Edit View
errors, etc.), you can revert to the last status at any time and, if necessary, reinstall the

UNMS system manually and restore the original system state within some minor mouse

clicks.
2. Vorbereiten der Key-Datei

Restore...

Now, it is time to generate a key file that can easily imported by the UNMS:: Exit

Create a simple txt file and name it unms2key.txt

Within the text file, just write

[Install]

KeyCode=12H1234DE...

Mj unms2 key. bt - Editor

Datei Bearbeiten Format Ansicht 7

[Install]
KeyCode=12H123DE. ..

Keep in mind to use the exact text format and layout, or the key fill will not work after upload. When finished with
typing, select File and click on "save as":

By default, the text editor saves everything as a text file with the Text editor's extension choice [filename].txt. One can
not simply rename the file name into unms2.key, the text editor would add ".txt" to your file name:

unms2.key.txt

If you want to change the file character itself, you need to choose "save as..." and select “all data *.*”
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File name: | Mew Text Document (2) e

Save astype | Text Documents (*txt) ~

Text Documents (*Ht)

And THAN type the file name: unms2.key

Due to the fact, the text editor does not know what a *.key file is, the text editor symbol should not
appear as long as you choos ,open with” and tell windows, that the text editor is the editor of your
choice. Anyway, your key file is now ready to use with the UNMS.

3. Call up the About Screen:
21 tp The About screen "B UNMS Administrator - [Web Console]

At the UNMS adminstration tool, select ,Help“ and . . . m
. e adminstration tool, select ,Help“ an File Edit View Tools
click on ,About UNMS”.

[ | B -1 | = gt | ¥4 % User Manual...

Web Console | Site Maps | About UNMS...

You should see a main window that provides all important information about your copy of the UNMS 2 — software:

About UNMS *

UPS Metwork Management System - Version 2.4
il © 2005-2022 GEMEREX SYSTEMS Computervertriebsgesellschaft mbH. All rights reserved.

Product License:
Currently  used \ FREE EDITION: Max. 9 Services (39 used) Change... < ::| Chanme license keu
program  version Serial Number: [your current UNMS key]

Installed Compenents:

This button will copy the list of

UNMS Administrator - Version 2,4 Build(2.4.03) Copy Info
" UMMS Server Service - Version 2.3 Build(2.3.05) installed mdules to the clipboard for
For this license, > UNMS UPS Net Agent - Version 2. 1 Build(2. 1.06)
available modules UNMS SNMP Agent - Version 2.1 Build(2. 1. 11) System Info

UNMS Web Console - Version 2.2 Build(2.2.02) Shows the operating system info

display

) ) ) ) Acknowledgements, third-party licences
Warning: This computer program is protected by copyright law and

international treaties, Unauthorized reproduction or distribution of this Acknowledgements for individual parts of the programme,
program, or any portion of it, may result in severe cvil and criminal penalties,
and will be prosecuted to the maximum extent possible under the law.
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Click change and upload your new key. The new key should appar at serial number.

international treaties. Unauthorized reproduction or distribution of this
program, or any portion of it, may result in severe dvil and criminal penalties,
and will be prosecuted to the maximum extent possible under the law.

Abo 15 X
UPS Metwork Management System - Version 2.2
Copyright © 2005-2018 Generex GmbH. All rights reserved.. All rights reserved.
Product License: About UNMS e
FREE EDITION: Max. 0 Services (0 used) Chang
Serial Mumber: UMLICENSED UPS MNetwork Management System - Version 2.2
L | UNMS Administrator Copyright © 2005-2019 Generex GmbH. All rights reserved.. Al rights reserved.
Init: Product License:
LINI . .
uni 0 T o ce and the UNMS administrator console have STANDARD EDTTION: Max. 250 Services (24 used) Change...
B: ‘Would you like to restart it now? EEEROEEE - [ T=ner )
Installed Components:
— Nein Copy Info
Warning: This COMPOTET PrograntTs ProwECtey Uy Copyrgniaw ang UNMS UPS Net Agent - Version 2,0 Buid(2.0.
international treaties. Unauthorized reproduction or distribution of this l Acknouledgen UNMS Modbus Aggent ~Version 1.0 Build((l.D.IS}
program, or any portion of it, may result in severe civil and criminal penalties, UNMS OPC Agent - Version 2.0 Build(2.0. 14) System Info
and will be prosecuted to the maximum extent possible under the law. OK ; B o 0 B
UNINS Teleassistance Agent - Version 2.0 Buid(2.0; 16) i
Warning: This computer program is protected by copyright law and T s

Restart the UNMS to enable the new functions provided by the UNMS About screen.
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Tutorial: Add a job with different mail receivers to an event
For this function, there are some preparations necessary to unlock the corresponding configuration menu

A various number of UNMS 2 menus depend on basic settings like a mail server and aan will only appear if the configuration
allows a usage. This special e-mail job therefore can only be configured if the UNMS 2 has previously been allowed to use a
mail server to run mail jobs. If the UNMS mail option is not configured accordingly, the configuration menu for this job is not
accessible.

Due to this fact, first check whether the mail server is configured:

Note:

The UNMS 2 generally uses a persistent configuration to allow making changes to the UNMS without disturbing productive
operation.

However, in order to activate changes, the UNMS must be deliberately stopped and restarted after saving. If your UNMS version
does not support a special function by configuration or version design, you will not find the corresponding menu.

Check / Configure the general mail setup

File Edit View [ELIEH Help

T ¥
Web Console | Sitc| E stop UNMS... First open UNMS Options menu to access the basic configuration dialogue.

Start Status Ri Redundancy cenfiguration...
\9 @ Start Discover services..,
-

). ®

To set up a valid mail server, select the "E-mail" tab in the configuration dialogue:

UNMS Options x
& Users @ Logging [#4] Report G System Choose the tab “E-Mail”
45 Editor £ E-Mail £ E-Mail Traps
] Enable &-tal Cient Enable the build-in E-Mail client and function

Outgoing Server (SMTF)

9 Define the mail server the UNMS Il shall use
Sender E-Mail Address

[#Use Server Authentication

Account User Name ’|—|
Configure user name and password to connect to the server

SMTP part; ST Customize the standard mail port

If authentification is required, enable this function

EJuse secure comnection (1Ls encryption) Is the communication encypred?

T Save settings / Abort configuration work

After the mail test passed successful, click OK to apply the settings and unlock the corresponding configuration menus and
configure the mail job ....

Note:

If the access data change and are incorrect, the e-mail server will simply refuse a mail send request. The UNMS, on the other
hand, needs at least even wrong server setup data to display the according configuration menus for this tutoral job. In short, if
the UNMS does not send as desired after configuration work, youneed to check both settings, the mail server setup at "Options"
and the mail job itself.

Remember: These jobs are only executed if you have clicked Save, Exit and Start to write the active configuration!
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Setting up different mail receiver in case of a power fail

After the mail server has been configured, it is possible to start configuring the mail job itself.

For this configuration, you need to access the "Event Explorer" that can be found on the right-hand side of the administrator
console - Either at the bottom right, where you can choose between Site Explorer (lists all integrated devices) and the Event
Explorer, where the possible executable jobs are located:

When the taskbar is anchored bottom-right: The dynamic site bar at the upper-right:
Site Explorer: Event Explorer: b .
Add / Configure Add | Configure jobs Site Explorer:
devices to events On Mouse Over

the menu opens

U GEMNEREX
‘

B [ site Explorer Event Explorer

Event Explorer:
On Mouse Qver
the menu opens

B eedgaus B

The Event-Explorer Event Explorer

The Event Explorer provides an overview of all available events as well as pre-configured ¢ Events and Jobs

standard jobs that are executed accordingly when one of these events occurs. —' ATS Ereignisse
(] AUX Ereignisse

If there are jobs in subfolders, these can be directly expanded and viewed or edited by 4-(Z] BACS Ereignisse
clicking on the +. -] E-Mail Traps
() Gerate Ereignisse

What this tutorial is talking about:
{_] RAS Manager

At the UPS Events, there is a list of Events a UPS offers — it is possible to add a custom {_] Redundanz Ereignisse
job that will allow to do various tasks. In this case, a customized mail group shall be (] Sensor Ereignisse
informed in case of a power fail. (] Sensor / Site Manager

I Site Monitor
1) System Ereignisse
#{ UPS Events

This task was transferred to the technical department:

There have simply been too many power cuts lately that have caused problems. The company's board of directors, in its
boundless wisdom, has therefore unanimously decided to immediately gather information when this happens again.

The quickest way to do this is to use UNMS 2, as it offers functions such as automatic mail dispatch.

Identify the correct UPS event m1_| SRR TS
[=-{230 UFS Events
The predefined names are mostly self-explaining: UPS Alarm On Battery /‘ upsAlarmCommunicationsLost
(The UPS reports a Problem and is currently running on battery). /‘ upsAlarmGeneralFault
Click + to unfold the and take a look at the alarm events stored right /“ upshAlarmbLowBattery
there: -4 upsAlarmModelUnknown
- Power Fall El/‘ upsAlarmOnBattery
- Power Fail

- Power Restored. Pl

P % Power Restored
These two events are the alarm events you are looking for. -4 upsAlarmOnBypass

&4 upsAlarmOutputOverload

-4 upsAlarmTempBad

E upshlarmTestinProgress

The next step is to create your own email addresses and set up an according job that will send an E-Mail to these reciepients —
Keep in mind that email jobs are only available if the email server has been defined in advance.
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How to add a customized mail job

First, use the right mouse button to open the context menu to this event,

and select “Properties”.

Version: 2022-10-26

: Powver |
A upsilarm
- upsilarmi
A upsAlarmiC
A upsdlarmiC K Delete
[ A upsBlarmT
A upshlarmT

Mew Bvent..,

In the Event Properties, configure what exactly shall be done in case of this event is pending. Currently, the "DEFAULT" job is

executed.

This must be changed...:

Event Properties X

Event

Identifier: State:

A upsAlarmOnBattery =1 Event added

The UPS is drawing power from the batteries
Actions

Display Name: Ewvent Priority:

| Powerfail & 6: Critical ~
Log Message:

[swam 4
Run a job: Delay actions:

DEFALLT ~ l:l seconds
Filters
Match service group:

ANY |

Cancel
= ... Confirm your settings / Withdraw your entries.
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.. describes the event and the current event status

. Display Name and Priority of this event.

. What shall be written to the log file if this event arise?

. The job that shall be executed, and is there a time delay for it?

. Filters: Are there other job execute conditions, too?
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UNMS distinguishes between a list of existing jobs and the
assignment of any system events. In short, the job does not have to
be created each time, but can be dynamically assigned to any number
of events afterwards. Since this job with the mail addresses does not
yet exist, select the <Edit...> input dialogue for "Run a job":

The Job Editor

This will start the job editor module that helps to define jobs.

At jobs, there is a list of all the jobs that have been created so far, whereby
DEFAULT and SYSTEM represent the preset jobs. Click edit to run the job

editor.

Creating the email job

Version: 2022-10-26

Run a job:

Delay actions:

DEFALLT

~ | 0 | seconds

NONE
SYSTEM
DEFALLT

4

</

Job Editor

Jobs:

Add
DEFAULT

Remove

Name: SYSTEM
Actions:
Write to logfile

[[]send E-Mail to contract

Shaow local Alarm box

Alarm box settings ...

Send E-Mail: Edit...
Sendsms: | Edt...|
Run REQMD: | Ed.. |
Run Program: | Edit... "
Cancel

First, click “Add”, to add a new job. Remember to choose a clear and unequivocal name for this job — if a various number of jobs
are available, it will become a little difficult and uncomfortable to find the correct job.

Job Editor
Jobs:

SYSTEM
DEFALILT

Mame:

Add

Custom Mail Redipient

Remove

Custom Mail Recipient

The function “Send E-Mail to contract” enables the mail send function for to a pre-defined mail recipient.

Actions:

Write to logfile

Show local Alarm box
Send E-Mail to contract

Now it is time to add some recipients that shall get an email. To do this, click ,Edit...“ at “Send E-Mail”
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Actions:

Send E-Mail:

Send SMS:
Run RCCMD:

Run Program:

Write to logfile Show local Alarm box

Send E-Mail to contract

| ede. ||

Edit | [l |

L4

E-Mail-Addresses

Receiver (To):

Carbon Copy {CC):

V¥

Blind carbon copy (BCC):

default@daleks, com
techniker @beispiel.de
leiter @bahn. de
donner @wetter.de

drwho @tardis.com
vorstand @beispiel.de

kirk @enterprise.de

Cancel

The UNMS will offer three different methods to send an email:

1. Receiver — The classic Mail recipient — Each recipient in this list will get an email.
2. Carbon Copy (CC) — The UNMS will also send a Copy, but the Receiver will see that this email is written
3. Blind Carbon Copy (BCC) — In general, the same function like CC, but the copy information is hidden to the Receiver.

Add as many mail receiver as wanted and click OK when finished. The Send E-Mail should now look like this:

Send E-Mail: | default@daleks. com, techniker @beispie Edit. .. ||
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Assign the the mail job to an event

Finally, you only have to ensure that the job has been
selected accordingly - otherwise you would have created the
job correctly, but UNMS would not know that it shall be
executed in this context. As already described, UNMS differs
between the job and the events so that you do not have to
create each job individually all the time. It longs out that this
event should run a specific job.

By default, the "Default" job is selected at "Run a Job". The
job you created is configured and saved, but you must now
select it so that it is activated for the Powerfail event.

To do this, simply select the job from the drop-down menu and
click OK to save the setting.

To complete your configuration ...

Currently, all registered mail recipients are designed to be
informed in the event of a power failure.

Version: 2022-10-26

Event Properties
Event
Idenitifier:
A upsilarmOnBathery
The UFS is drawing power from the batteries

State:
S Event added

Actions
Dxsplay Mame:
| Powerfail

_ Event Priarity:
& 6: Crtical

Lo Message:

| $HOST)S(GROUP) $EVENT)

Run a job:

Delay actions:
|oeFawLt

0| seconds

HCMNE
|SYSTEM
DEFALLT

Conversely, there is also an event that indicates the end of the power failure - Power Restored.

To avoid having to re-enter all the mails, simply select the mail job you created again in Power Restored:

- __I UPS erveriis
Sy upsilarmCommunicationsl ot
+ A upsilarmGeneralFault
Event Properties x + A upsilarmlowBatteny
+ A upsilarmiodelUnincen
Ever = A upsilarmOnBattery
Idenbfier: State:
A upsAlarmOnBattery = Ewentremoved
The UPS is draming power from the batteries 4 upsilarmCnBypass
+ b upsilarmDutputOverload
#- & upsilarmTempBad
Achors © . upsilarmTestinProgress
Doigplany o Ewent Prianity:
| Prepue Rieesioresd % 1: Normal W
Log Meszage:
SEVENT) 'ﬂ
Run a job: Delary actiors:
Curshom Mad Recpient v 0| seconds
Fiters
Pabch service groups
ANY w
[ o ] cone

Never forget to save, stop and start:
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The UNMS must read in the new configuration data to make it active. This is done by pressing Save, Stop
and Start again. The UNMS then loads the changes into the active configuration.
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2. Architecture Overview

UNMS Il is an UPS network monitor designed to inform you of emergency power supply systems problems in your network or the
customers network. The UNMS uses network (LAN) connections as default, but allows also connections through MODEM and
GSM Routers (RASMANAGER Analogue and RASMANAGER GSM, requires a Teleservice/Datacenter license) or “Push Email”.
The UNMS server service runs intermittent and checks on UPS devices you specify in a list. When problems are encountered,
the UNMS server service can send notifications out to administrative contacts in a various ways (Email, RCCMD network
message, etc. ). Actual status information, historical logs, and reports can all be accessed via a web-browser (Web Console).

Web Console  Web Console Web G’Dnsole @

IP Network (LAN / WAN) 0
(3
—— T )
UNMS Server ups
UPS
(I
UPS
Figure 1 UNMS Il into a network environment
No. Name Description
@ UNMS The UNMS server service running on this computer with MS web server installation.
Server
@ Site A user defined group of services (e. g. UPS devices). Define a hame for this group and
configure individually group rules for those devices belonging to this group.

@ Service A single service (e. g. UPS device with CS121/CS141 SNMP card or UPSMAN or BACS) that
is monitored by the UNMS server.

@ Web Web consoles provide sharing of management information by many people.
Console

3. System Requirements

The UNMS Il server runs under Windows Server (2003, 2008, 2008 R2, 2012, 2012 R2), Windows VISTA Business or higher,
Windows 7 Professional or higher and Windows 8 Professional/Enterprise

The UNMS Il service runs ideally onto a high performance PC. We recommend to use at least a DualCore CPU with 2 GHz and
8 GB RAM. Further we recommend to use a Windows Server OS than a Windows workstation when monitoring more than 9
devices.

o Important: The installation requires administrator privileges and an installed « Microsoft “Internet Information Server (IIS) » Version 5.0 or higher (IIS
is included into every Windows distribution, but may not be installed by default. The UNMS Il requires the WorldWideWeb-Service component and the IS
Manager Snap-In only).

Web-browser configurations: If you are using the Web Console with any web-browser, then it is required, that your web-browser is supporting XML, Cookies
and JavaScript. Additionally you should allow « PopUps » from the IP address of the PC, where the UNMS Il is running.
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4. Microsoft IIS Installation

Any UNMS requires the installation of Microsoft Internet Information Server 1IS. The Teleservice, Datacenter and OPC Versions
require additional services to install, these additional services will described later. Since every UNMS requires at least a Microsoft
1S Server, the following chapters describe the installations for the supported Windows OS and will continue after this with the
description of the UNMS itself.

4.1 Microsoft 1IS Installation on Windows XP

The support for Windows XP is discontinued after UNMS Il version
2.0.12

If the IIS is not installed on your OS, you will get the following message during the UNMS Il installation.

B UNMS I |

This setup requires Internet Information Server 5.0 or higher. Pleaze install Internet
Infarmation Server from your Windows CO and run thiz setup again.

Figure 2 UNMS Il error message

Click the “Add or Remove Programs” button into the “Control Panel”. Click the “Add/Remove Windows Components” button.
Enable the “Internet Information Services (IIS),

Windows Components Wizard

Windows Components
‘You can add of remove components of Windows =P,

Tao add or remave a component, click the checkboz. & shaded box means that only
part of the companent will be installed. Tao see what's included in a component. click
Details.

Components:

] EPIndexing Service 00ME =]
@ Intemnet Explorer 00ME
4 *'g Internet Informatiol ices [IIS] 135 MB
] EﬂManagement and Monitaring Tools 20MB

[ =2 Messane Nussinn nnme T

Description:  Includes Web and FTF support, along with support for FrontPage,
tranzactions, Active Server Pages, and database connections.

Total disk space required: E8.0 MB Details |
Space available on disk: 1176.8 MB
< Back I Mext » I Cancel |

Figure 3 Windows Components Wizard

but disable the SMTP Service and click the « Next » button.

Internet Information Services (115} |

To add or remove a component, click the check box. & shaded box means that only part
of the companent will be installed. To see what's included in a companent, click Details.

Subcomponents of Internet Information Services [115):

<> Comman Files 10ME &
%, Documentation 35 MB
O s|[:I File Transfer Protocal (FTP) Service 01 MB
O G@ FrontPage 2000 Server Extenzions 42 MBE
i) Internet Information Services Snapln 1.3MB

(| | :5 5SMTP Service 1.1 B
8 ' orld "Wide “Web Service 23 MB ;I

Description:  |nstalls documentation about publishing site content, and *Web and FTP
server administration

Total disk zpace required: 54 .4 ME Detais.. |
Space available on dik: 1106.4 kB
(u] I Cancel |
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Figure 4 Disable SMTP Service

Insert your Windows XP CD and click the “Next” button.
x|

Configuiing Companents
Setup it making the configuialion changes you requested

VA Please wait while Setup configures the components. This may take
several minutes, depending on the components selected

Status: Copying fes...

L]
<Back Hews | [ Cancel |
Figure 5 Configuring components
=

Completing the windows
Components Wizard

Youhave successfully completed the Windovs
Compenents Wizar

To close this wizard, click Finish.

Figure 6 Completion

4.2 Microsoft IIS Installation on Windows 7/8/10

If the 1IS is not installed on your OS, you will get the following message during the UNMS Il installation.

) UNMS T Server Setup = =

Welcome to the UNMS 1I Server Setup
Wizard

[ 15) UNMS I Server Setup . o]

u

You must install IIS version 5 or higher before installing

b onws.

Cancel

Figure 7 UNMS Il error message

Version: 2022-10-26

Click the “Programs” button into the “Control Panel” and click the « Enable/Disable Windows Features » button. Enable the

following features:

39

Copyright of the European Union is effective (Copyright EU) (c) 2022 GENEREX SYSTEMS Computervertriebsgesellschaft mbH, Hamburg, Germany,
All rights reservedTEL +49(40)22692910 - EMAIL info@generex.de - WEB www.generex.de (This and all other product datasheets are available for download.)


mailto:info@generex.de
http://www.generex.de/

Version: 2022-10-26

Internet Explorer 8

[T 1) FTP Server
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Figure 8 Windows Features

Click the « Ok » button to complete the installation and start UNMS Setup again.

4.3 1IS Installation on Windows 2008 Server R2

NOTE : If you want to use the Internet Explorer on this Server for UNMS, then you have to disable the IE Enhanced Security for
Windows Server 2003 and 2008 OS.

Here an example of the configuration Internet Explorer IE Enhanced Security (IE ESC) on Windows Server 2008 R2:

F. Server Manager =] 3]

Fle Acton Vew Help |

4= || #,, Internet Explorer Enhanced Security Configuration x|
=k, Server Manager (WIN-HURLP2QTHNV) Server Manager (WIN-HVRLP2QTHNV)

B 3 Rokes el R | ntemet Explorer Enhanced Security Configuration (IE ESC) reduces the
8% Netwerk Polcy and Access Services exposure of your server to potential attacks from Web-based content.
= ' web server (15) = =) x Enhanced Security Configuration is enabled by

l remove server roles and features
W) Internet Information Services (I k- default for Administraters and Users groups.
& Features
m Disgnostics Product ID: 55041-507-2999935-84238 R
E fift Configuration (Activated)
Task Scheduler '% € onRecommended)
Windows Firewall with Advanced Sel ™ Do not show me this console at lagon
< services i@ com
& WMI Control -
=1 % Local Users and Groups ~) Security Information i Go to Windows Firewall
) Users S Somain: On & configure Updates Users:
& | Groups Firewall 44 Check for New Roles @
Storage = i @  On(Recommended)
Windows Danrioad updates only, D B e T
Updates: using a managed updating b Configure IEESC =
service g & off
Lastchecked  Todayat 11:23 AM
for updates:
More shout Enhanced Security Confiqurat
Lastinstaled  8/26/2011 10:58 AM
e
IE Enhanced On for Administrators
Searity On for Users
Confiauration =l
‘ 1+ | % Lastrefresh: Today at 11:49 AM Configure refresh

Figure 9 Configure IE ESC

Open the “Control Panel” and click the “Turn Windows features on or off” link (below the “Programs” label) to open the “Server
Manager”.
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Add Roles Wizard

EEEE Select Server Roles

Before You Begin

Select one or mare roles to install on this server.
Roles:

Description:

Web Server (IIS) T Active Directory Certificate Services Web Server (ITS) provides a reliable,
. e manageable, and scalzble Web
Role Services [ Active Directory Domain Services application infrastructure.
e — [[] Active Directory Federation Services
anfirmation [] Active Directory Lightweight Directory Services
Progress [] Active Directory Rights Management Services
Resilfs [[] Application Server

[] DHCP Server

] DNS Server

[] Fax Server

[] File Services

] Hyperv

[] Network Policy and Access Services
[_] Print and Document Services

[] Remote Desktop Services

T Win Gyment Services
[ windows Server Update Services

More about server roles

<previous [ wext> | e Cancel

Figure 10 Add Roles Wizard

Open the dialog box “Web Server 11S” and select “Role Services”.

Add Roles Wizard

ﬁ, Select Role Services

Before You Begin

Server Roles

Web Server (II5)

Confirmation

Select the role services to instal for Web Server (I15):
Role services:

= [E web Server
[E Common HTTP Features
= [E Application Development

Description:

Security provides infrastructure for

securing the Web server from users
and requests. II5 supports multiple
authentication methods, Pick an

[] Asp.NET appropriate authentication scheme
Trarres ] .NET Extensibiity based upon therole of the server,

0 ase Filter all incoming requests, rejecting
Results O car without processingrequests that

[T TsAPT Fiters

[] server Side Indudes
| Health and Diagnostics
o)

ity
| Performance

= [E Management Tools

[T 115 Management 5aripts and Tools
[] Management Service
(4 T e compa)

[T 115 6 WMI Compatibiity

=

["] 115 6 Serintina Tools

=

match user defined values, or restrict
requests based on originating address
space.

More about role services

<previous |[ mexts | e Cancel

Figure 11 Role Services

Click the « Ok » button to complete the installation and start the UNMS Setup again.

Version: 2022-10-26

Start the UNMS setup.exe again, if IIS problems are solved, the Setup starts now for the installation of the UNMS software.

4.4 1IS Installation on Windows 2012 Server R2 and Windows 2016 Server

Open the Server Manager and click on “Add Roles and Features”. Click the “Web Server (IIS)” button into the Server Roles

menu and then on “Add Features” or rather “Next”.
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Server [=19] X || [=]a] x |

Ra Add Roles and Features Wizard = [E] =2 Hilfe

Select server roles e Earicpa]

Select one or more roles to install on the selected server.

Roles

Add features that are required for Web Server (I15)?7

[ Application Server
[] DHCP Server
[] DNS Server

The following tools are required to manage this feature, but do not
have to be installed on the same server.

[ Fax Server 4 Web Server (IS)
[] File and Storage Services (1 of 12 installed) 4 Management Tools
[ Hyper-V [Tools] 1S Management Console
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[J Print and Document Services

[ Remote Access
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[l web Server (115
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g Include management tools {if applicable)

Server Essentials Experience

Server Update Services

Figure 12 Add Roles and Features

Click on “WinRM IIS Extension” into the menu Features and then on “Add Features” or rather “Next”.

Server Manager SN | -
[ Add Roles and Features Wizard =1 1]/

DESTINATION SERVER —

Select features e

Select one or more features to install on
Add features that are required for WinRM IIS

Features N
Extension?

s Identity Foundation 3.5

You cannot install WinRM IS Extension unless the following role
s Internal Database services or features are also installed.

erShell (2 of 5 instal
4 Web Server (IIS)

4 Web Server

ctivation Servi

s Search Service .
4 Health and Diagnostics
O s Server Backup
Request Monitor
[] Windows Server Migration Tools X
Tracing
[ wi s Standards-Based Storag|
[] Windows TIFF IFilter
[BRWinRM IS Extension}
[ WINS Server
[ Wireless LAN Service
WoW64 Support (Installed) Include management tools (if applicable)

[ XPS Viewer
<[ "

Figure 13 Add Roles and Features — WinRM IIS Extension

Click on “Application Development” into the menu Role Services/WWeb Server and enable the “ISAPI Extensions” under
Management Tools, the “lIS 6 Management Compatibility” and then on “Install”.

=] X

Server Manager -

DESTINATION SERVER

Select role services o e

Select the role services to install for Web Server (1IS)

Before You Begin

Installation Type Role services Description
Server Selection - . A Internet Server Application
server Reles 4 Application Development Programming Interface (ISAPI)
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Features [ .NET Extensibility 45 dynamic Web content developing
Web Sarver Role (1) ’ co using ISAP| extensions. An ISAPI

. O Application Initialization extension runs when requested just

[] Asp like any other static HTML file or

Confirmation ] ASP.NET 35 dynamic ASP file. Since ISAPI
‘ : applications are compiled code, they
[ AsP.NET45 are processed much faster than ASP
[ cal files or files that call COM+
components.

[] 1SAPI Filters o

[ Server Side Includes
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[] FTP Service
v
<| " [ 1>
<Previous | | Next> | install | [ Cancel
Figure 14 Role Services
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5. License Regulation

UNMS Il licenses are sold as individual license. A valid UNMS license defines the number of Services (IP addresses) of devices
to manage through this UNMS. Eg. If you have purchased a UNMS 50 licenses, than max. 50 Services may be managed at a
time through this UNMS. Do not install the UNMS Il several times using the same license ! UNMS is available also as bundled
version, coming with UPSMAN or RCCMD software. This bundled version is limited to 9-nodes and has restricted SNMP
functionality. See Chapter 5.1 below.

You can update any UNMS Il Software within 2 years free from the GENEREX website www.generex.de. Free update period ends
2 years after installation. After 2 years free updates are no longer possible and you have to purchase a new version.

5.1 UNMS Il 9-User Bundling License

If you have purchased any RCCMD or UPSMAN software, than this licensekey entitles you to use the UNMS Il 9-user bundling
license, fully functional system, but limited for the monitoring up to 9 devices (CS121/CS141, BACS, UPSMAN and up to 3 non
GENEREX SNMP devices). The commercial version adds features like upgrade, updates, configurable and customizable screens,
up to 5000 Services, teleservice for MODEMs, datacenter functions for large UNMS installations with reporting and VPN remote
access.

5.2 UNMS Il Full Version License

The UNMS Il full version is available from 5 up to 5000 objects or Services (IP addresses) and offers several modules to upgrade
your product until the highest “Datacenter” version.

Following we describe all features of a fully licensed UNMS Il commercial version. If you miss features in your version than this
may be due to a lower licensed version.

If you click into the UNMS Il AdminConsole the menu “Help” and “About”, you will get the information which modules are installed
and how many objects/services you can use with your license.

About UNMS
UPS Metwork Management System - Yersion 2.0
[l Copyright @ 2005-2011 Generex GmbH, Al rights reserved.
Product License:

STAMDARD EDITION: Max, 250 Service: change...
Serial Murnber: T25HALK4A - K

Installed Componants:

Generex LMMS Administrator - Yersion 2,0 Build(2,0,15] i Copylnfo
Generex LMMS Server Service - Wersion 2.0 Build(2.0.12)

Generex UMMS UPS Net Agent - Version 2,0 Build{2.0.06)
(Generex UMMS SMMP Agent - Yersion 2.0 Build(2.0.0,2)

System Inf
Generex UNMS Weh Console - Yersion 2.0 Buldi2,0.03) IEEHD

‘Warning: This computer program is protected by copyright law and international
treaties, Lnauthorized reproduction or distribution of this program, or any portion of it,

may result in savere civil and criminal penalties, and will be prasecuted to the maximurn

exkent possible under the law,

Figure 15 About UNMS Infobox— showing that this Version is for up to 250 Nodes

5.3 UNMS Il Full Version with Teleservice Module

The Teleservice Module is an extension for the UNMS which provides telephone line support for analogue modems
(RASMANAGER analog) and GSM Routers, (RASMANAGER GSM). This Module is displayed in the About UNMS infobox as
“UNMS RAS Agent”

UPS Network Management System - Version 2.0
Iuil Copyright © 2005-2011 Generex GmbH. Al rights reserved.
Product License:

STANDARD EDITION: Max. 25 Services
Serial Number: 125HAUX

Installed Components:

Generex UNMS Administrator - Version 2,0 Build(2.0. 16) Copy Info
Generex UNMS Server Service - Version 2.0 Build(2.0. 12)
Generex UNMS UPS Met Agent - Version 2.0 Build{2.0.08)
Generex UNMS SNMP Agent - Version 2.0 Build(2.0.0.3) -
Generex UNVS RAS Agent - Verson 2.0 Buld(2.0.08) ] Sysiem nfo
Generex UNMS Web Console - Version 2.0 Build{2.0.03)

Warning: This computer program is protected by copyright law and international
treaties. Unautherized reproduction or distribution of this program, or any portion ofit,
may result in severe civil and criminal penalties, and will be prosecuted to the maximum
extent possible under the law.
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Figure 16 About UNMS Infobox— Version is for up to 25 Nodes and Teleservice

5.4 UNMS Il Full Version License with OPC Module

The OPC Module is a extension for the UNMS to work as OPC client. This Module is displayed in the About UNMS infobox as
“UNMS OPC Agent”. Please note that OPC is an industrial general purpose protocol — any linkage of OPC informations into UNMS
requires custom development steps.

= UPS MNetwork Management System - Version 2.0
[l Copyright @ 2005-2011 Generex GmbH. All rights reserved.

Product License:

STANDARD EDITION: Max. 100 Services

Serial Number: 29POWU v

Installed Components:
Generex UNMS Server Service - Version 2.0 Build(2.0.12) Copy Info

Generex UNMS UPS Net Agent h'ersmn 2 U BU|Id(2 0.08)
System Info

Generex UNMS Web Console b'ersmn 2.0 Bmld(Z 0.03)

Warning: This computer program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this program, or any portion of it,

may result in severe cvil and criminal penalties, and will be prosecuted to the maximum

extent possible under the law.

Figure 17 About UNMS Infobox— Version is for up to 100 Nodes and OPC

5.5 UNMS Il Full Version License with Teleservice/Datacenter Module

The Datacenter Module is a extension for the UNMS to work as Datacenter manager. This module allows to manage offline
installations through “pushmail” (Email) and through the other connections (Teleservice MODEM, Ethernet, SNMP, OPC server).
Additionally this Datacenter module includes reporting functions and scheduling options to allow an automated monitoring and
alarm forwarding of large installations. This Module is displayed in the About UNMS infobox as “UNMS Datacenter”.

6. Getting Started with UNMS I

Although the UNMS Il comes in some cases pre-configured, there are some settings you have to go through before you can start
monitoring.

Primarily you have to define, which IP addresses and devices you want to monitor and which events have to be regarded as
alarms. The UNMS Il Admin Console simplifies this and other UNMS Il related administrative tasks. It is described in the next
sections.

The UNMS Admin Console is launched automatically after installation has completed. To start it again later, go to the Windows
Start menu and use the Programs/UNMS/Admin Console menu.

7. UNMS Admin Console

o Attention: You need Administrator privileges for using the Admin Console !

The UNMS Il is splitin 2 parts, the UNMS Admin Console, for administrative purposes, and the UNMS web-interface, for remote
Web access. The Admin Console runs a Microsoft Internet Explorer embedded in a Window, called Web Console. The Web
Console view is designed through the Site Maps and its related tools Site Explorer and Event Explorer.

Generally a webbrowser is the graphical interface for all users, who are not working on the UNMS Admin Console and are
working and watching the system as it operates.

The UNMS Admin Console is for configuration of the UNMS Il screens and the embedded MS Internet Explorer shows in the
Web Console page how the changes would look, if viewed with a web-browser from remote.

The UNMS Admin Console is the toolkit for the UNMS II Administrator, when doing changes on the configuration, while the
normal monitoring process is usually run through any web-browser.
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7.1 Discover Services
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After the UNMS Il is started the first time, the Discover Services will be started automatically to help you finding Services (UPS,

BACS, SNMP cards ..) in your local network environment.

Discover Services

r~Settings For network scanning

Select one of the networks:

Start Scan

B

& Sites
Zonel
Zone2

O 192168.222.116
O 192168.222118
O 192168.222119
O 192168.222.121
O 192168.222.124
O 192168.222123
O 192168.222.125
O 192168.222126
O 192168.222128

M1 ann4mn a7 1m0

E8mHz Testfeld

GEMEREX Hamburg G

GEMEREX Hamburg ...

GEMEREX Hamburg G
Testfeld
Serveraum

Testfeld

192.168.222,% x| P from: [100 -ty | 254 Clear result Zone3

i zoned

for UNMS service i zones

¥ Search C5121 devices port; [ 5769 £ e i Zone

& uss UPS Madsl Zones

¥ Search SNMP devices  Community: | public £ 1 1P Addrese Zone?

Discover Services on 192.168.222.* from 100 to 254
IP address || Computer name [ Location [ UPS model =
[ 192.168.222.105 Testfeld SavepowerEVD UPS
[ 192168.222.103 Mestingroom BACS
0 132188.222.112 Testfeld Frotect D
0O 19:2188.222.117 CE+T TSI Brava

[ 192168.222.115 GENEREX HamburaG... POWERMASTER-100

PMC 12 1WA

Mo UPS madsl defined
Continuity 1000

RANTO S 700
EFFEKTA MHD Modulsr
MULTI DIALOG MDT1
VIGD 3000 VA,
UIS10000T-AM
THETYS EVD

Select ol | | Desslect sl

Figure 18 Discover Services

Enter the subnet address, which you want to scan, and enter the IP range (default 1 to 254). If you got additional SNMP devices

into your network environment, enable the box “Search SNMP devices” too and click the “Start Scan” button. If you already know

your IP address and do not want to use Discovery Service, cancel this service.

After the scan is finished, you can allocate the UPS or other objects found in a list and move them to their Zones/Sites with Drag-
and-drop. Use the “SHIFT” and “ARROW” keys to Drag-and-drop several objects at once.

You can choose to use the UPS modelname or the IP address as UNMS site/device name.

Discover Services ﬁ

—Settings For network scanning

Select one of the networks:

|192.168.222.* Vl IF from: IIDD tos |254

Part: |5769
[V Search SMMP devices  Commurnity: Ipublic

[V Search C5121 devices

Skart Scan |
Clear result |

As name for UNMS service
(% use UPS Madel
" use IP address

o <
u
@

Recently found services:

1P address/Name | Location | UFPS Model

| Type

Meetingroom BACS

CE+T T30

Mo UPS odel defi...

192,168,222.118

192,168,222,119 GEMEREX Hambur,,.  Continuity 1000
192,168,222.120 SiteManager I1 Y3
192.168,222.121 GEMEREX Hambur,..  ®ANMTC 5 700
192.168,222,123 Testfeld MULTL DIALOG MD. ..
192.168,222.124 GEMEREX Hambur,..  EFFEKTA MHD Mo...
192, 168,222,125 Serverraum WGD 3000 YA
192,168,222,126 U310000T-RM
192,168, 222,126 Testfeld THETYS EVO
192.168,222,133 BACS
192.168,222,134 Mo UPS model defi..
192,168,222,135 waidhofen SiteMonitor 1T
192.168,222,136 Mo UPS model defi..
192.168,222,137 Rittal Rack SUMTC Q1250
192.168,222,136 Biiro Erik, GXYM GE LANFRO LP 11/,

5121 compatible

£5121 compatible
£5121 compatible
£5121 compatible
25121 compatible
25121 compatible
25121 compatible
25121 compatible
25121 compatible
25121 compatible
5121 compatible
5121 compatible
5121 compatible
5121 compatible
5121 compatible
5121 compatible =

L3

Use Drag and Drop ko move services ko Sites

Figure 19 UPS allocation and moving to Zones/Sites by drag&drop

Zonel
%) Savepower-EV0 URS
ZoneZ
Zone3
Zoned
Zones
Zaoned
Zone?
Zoned
Zoned

Cancel | Apply |

Click the ,Apply* button to confirm your settings and restart the UNMS Il to use your configuration changes.

After having the UNMS Il successfully started, you may continue working with the UNMS 1l Admin Console to complete your

settings or to add Sites and Servicesmanually.
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7.2 Main Screen

The following diagram and table show the main elements of the Admin Console, when starting it the first time. (Here with user
login screen)

" UNMS Administrator - [Web Console] =101 x|
() s e vew mwos nep
Quere| ~n " xE|2
(3) web Console | ap editor | plorer x|
Sites and Services
@ UPS Network Management System
Help | About
Monitoring @
Log file © 1 siteos
Log on to Web Console 2 Baoid
® Site08
Please enter user name and password to log on to UNMS i oo
S | o ©
Password ® Site13
B2 Site14
Thoonl] s et i
® Site17
=B Site 18
= Site1s
® Site20
® Site21
® Site22
> Site23
= Site24
® Site25
" 8% it Expiorer [[&]) Event Exgiorer |
[Cew4s Started 10,0 4
Figure 20 Admin Console — Main Screen
No. Name Description Page
@ Menu Standard application menu.
@ Button Bar Provides shortcut buttons for common tasks and features.
View You can switch between Web Console, in which the integrated Web Browser is displayed, and Site Maps,
@ Selection which allows you to customize the Web Console.
Web Display area of the integrated Web Browser, if in Web Console mode. Error! Bookmark not
@ Console defined.
Map Editor Display area of the Site Maps Editor (not in all Editions), if in editor mode. Error! Bookmark not
defined.
Site Explorer | Hierarchical view of all defined sites and their related services (devices). Error! Bookmark not
@ defined.
Event Hierarchical view of all defined events and their related command handlers. Error! Bookmark not
Explorer defined.

In the following part we explain the configuration options inside the UNMS Admin Console.

7.3 Sites and Services
Sites and Services are managed through the Site Explorer

Site Explorer: The Site Explorer panel is your tool to add, change Sites, add Services, and form several Sites into Groups.
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Figure 21 Admin Console — Site Explorer
Definitons:

Service: A Service is any kind of IP address or hostname, which is typical an UPS or battery system controlled by a CS121/CS141
or BACS Webmanger or any other GENEREX or UNMS compatible device like third party SNMP cards. So a Service is the
managing device itself and is always member of a previously defined Site.

Example for a Service: A Service is a managed device like an UPS SNMP card. For example, a CS121/CS141, a BACS
Webmanager, a SiteMonitor, the UPSMAN Software or any RFC 1628 compliant SNMP device are defined as Services.

Site : A Site is a set of well-known Services, like UPS or IP adresses in a certain location. These locations are called “Sites”
and represent the organisational or physial location of such Services. Any alarm on any Service in this Site will change the Site
status itself. So if any of the Services in this Site has an alarm, the Site itself will display this alarm in the Site Icon.

Example for a Site: You may define the Site “UPS Customer A”. In this Site you have now e. g. 5 Services running with 5 UPS.
This Site may get its individual background and alarm reactions, if formed into a Group.

7.3.1 UNMS Il Group

Group : A Group is a set of Services belonging together, like a several UPS installation in the same network or at the same
customers organisation.. A Group is defining a set of Services, which in case of alarms will be treated identically. So all devices
(UPS, batteries, etc.) will have the same reactions in case of alarms, if they belong to the same Group. Through Groups you can
define different alarm reactions, e. g. if members of the Group belong to different organisations.

Example for a Group: If in a Group defined as “UPS Group” and added to this Group all Services, which have UPS, than you
can define actions, which will apply for all devices in the Group. So an UPS alarm on any of the devices in this group will send an
email to the UPS service center in your organisation, while an alarm in the Group “Batteries” will send an email to the battery
service department in your company.

Through the Site Explorer you configure relationsships of your Services and Sites.

Get into the Site Explorer, click the desired Service button and change the Service Properties. Open the Group dropdown
menu, click on “Edit...” and add the desired group name.

General Event
% @ contract | @ Info |ﬁ Advanced| — .
Site name: A upsGeneralFault @ Event added
Zone2 d Group Editor - =5
Service Groups:
Name: Group: 1
222,209 MI:]
Connection type: STANDARD
ke
€5121 compatible (UPSTCP) v [<Edt...>
DMS name or IP address: Port: Al Mame: UPS Group Berlin
192, 168,222,209 5769
STANDARD -
Schieben_| | Abbrechen
Figure 22 Service/Event Properties — Edit Group
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Repeat this procedure for all Services, that you want to add to a Group. Get into the Event Explorer and add the desired Event
to this new Group. Open the accordant Event Properties of the Event, that you want to add to the new Group. Open the
dropdown menu under “Match service group”, “Edit...” and add the desired Group. This Event is valid only for this Group
exclusively.

7.4 Events and Priorities
Jobs and Event reactions in the UNMS are managed through the Event Explorer.

The UNMS shows the Sites and Services on a graphical screen as icons. Such icons display their status according to the
configured priorities. For example, if one service of the Site runs into as critical defined status while another service of this Site is
still in normal status, then the whole site will be in a critical state and displays this through this higher priorized icon.

To define which events are critical or not, you use the UNMS Admin Console tool Event Explorer.

] ATS Events
{1 AU Events
{1 BACS Events
D Device Events
{1 RAS Manager
-1 Redundancy Events
{:I Sensor Events
D Site Manager

{21 site Manitor
B System Events
|- 4 netConnectionLost
- A nmsackBylser
[ nmsstarted
/‘ nmsStopped
B UPS Events

(-4 UpsCommunicationsLost

- A upsGeneralFault
/‘ upsLowBattery
A upstodelLinknown
/‘ upsCnBatkery
A UpsOnBypass
- A upsOutputOverinad
[l upsTempBad
/‘ upsTestInProgress

Figure 23 Admin Console — Event Explorer
The Event Explorer panel is your tool to add, remove or change Events.

An event may be an already predefined alarm of a Service like at the alarm “ups on battery”. There are many predefined events
found in the Event Explorer for UPS (Uninteruptible Power Supplies), ATS (Automatic Transfer Switches), BACS (Battery Analyse
and Care System), network, alarm contacts, etc., additionally you have also the option to add more events.

7.4 Starting and Stopping the UNMS I

You have to save and restart the UNMS before any of your configurations becomes effective. You can restart the UNMS Il using
the start/stop commands in the UNMS Il Admin Console button bar:

|H | BE -0 e X || ?

‘ ‘ Click to stop UNMS
Click to start UNMS

Figure 24 Admin Console — starting/stopping the UNMS I

Restarting or stopping the UNMS or rebooting your UNMS server computer, is a longer process and may take several minutes,
depending on the size/amount of Sites, Serives you have configured. When you restart the UNMS service, all remote sessions
connected to your monitored devices are logged out, any status and measurement data is interrupted, all Web Console
connections are unavailable until the UNMS Il is restarted.

7.5 Working with the Site Explorer

Locate the Explorer Panel on the right side of the console. If you can’t see the Explorer Panel, use the View/View Site Explorer
menu to show it. Select the first tab marked Site Explorer. The displayed Sites and Services tree shows all sites and their related
services as defined within your UNMS.
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Figure 25 Site Explorer

Single-click on the small box to the left of a site icon (building icon) to expand or collapse that site in the tree.
Left-click on any object name to select that object.

Use the « Delete key » to remove the selected object.

Right-click on a site (building icon) or service icon (gear icon) or name to see the available context menus.

Open a site tree and use the Edit/Insert Service menus or Button Bar buttons to add service objects to the site tree.

7.6 Changing Service Properties

Using the Site Explorer tree, expand the site icon (building icon) that contains the service of interest. Then Right-Click on the
desired service icon (gear icon) and use the “Properties” context menu.

Service Properties General: Enter the service name in the “Name” edit box. This is a nhame to identify your device in the UNMS
I listbox and graphical screen.

Service: Click the Service box to disable the monitoring of this service, if currently unavailable.

Choose a Group for this service. ,STANDARD" is default. Define an individual name for a group to configure group rules for those
devices belonging to this group (see Group configuration later in this manual).

Enter the Service IP address in the “DNS name or IP address” edit box. This can be an IP address or as DNS name.

Choose the “Connection type”. For UPSMAN Software, CS121/CS141, BACS or any other GENEREX device choose
“CS121/CS141 compatible (UPSTCP)” and use the default IP port 5769. Other non-GENEREX devices are found as SNMP
compatibles in the drop-downlist box to choose.

[service properties 5I I
@ Genera | @ Contract | @ info | 4B Advanced | @ General | @ Contract | ) Info | 4B Advanced |
Site name: Site name
[FENERBXHQ Hamburg [GENEREXHG Hamburg
V¥ Service v Service
Name: Group Mame Group:
|GENEREX BACS QU in Hamburg  [STANDARD x| JGENEREX BACS Q01in Hamburg  [STANDARD x|
Connection type: Connection type:
[cs121 compatible (UPSTCP) x| C5121 compatble (UPSTCF) x|
SNMP - APC smart network - Port:
DMS name or IP address: Port: SNMP: EATON/Powerware/HP (.= _
Ja01 gensrex de [ 573 SNMP. GE GEDE CP4/IMV Card 5763
SNMP: Liebert OC Webcard
SNMP: Masterguard/Oneac
SNMP: MGE Mini
SNMP: Riello/Aros NETMAN
SNMP: SOCOMEC Netvison =

Figure 26 Site Explorer — Service Properties — Connection type

For SNMP devices: Choose the appropriate vendor and enter the service community string in the community edit box (community
string is configured on the remote device, as default select “public”). The default community is “public”!

DNS name or IP address: Enter a hostname or IP address of your Service, eg. The IP address of your CS121/CS141 or SNMP
card. At CS121/CS141 the default TCP port is 5769, at SNMP the community string has to be entered in this menu.
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Service Properties Info: For each Service you can provide information as plain text or hyperlink which will be visible on the
UNMS graphical screen as INFO button. You can add, remove or edit text informations for this specific Service, such information
is then displayed on the UNMS Il graphical screen and may help other UNMS |l operators to find additional informations or

instructions for this specific site.

These entries are displayed under the corresponding service

behind an INFO button.

T[N service Properties S
@ General | B Cortract & Info | 1B Advanced | @ Gonersl | @ Contract. T Info | Advanced |
Custom Propettes: Custom Properties
Edit Custom Property x| Name [ Value [
A Hamburg  This SITE got UPS installations in .
Property Type: | [5] Plain Text -
Property Name: | Hambura
Text to display: | SITE got UPS installations in Hamburg
— Add Remove | [ Edit. |
Close Cared Close Cancel

Figure 27 Site Explorer — Service Properties — Info

You can add further information for every service. If you click

the “More customer data...” button, you can add an email address,

which will receive an email, if you enable the function “Send mail to contract” into the Job Editor.

@ General (3 Contract I@ Info' B Ad\ranced'
Contract
’V\D: State:
—UPS
Model:  [UPS1

Serial No.: [123456789

r~ Customer
Company: |GENEREX
Address... Brunnenkoppel 3. 22041 HH ;I
More customer data

FT o comtomercats zl

r~ Customer

Contact PErsun:I E. Schulz

Phone:| 55555

Fax:l Eanani

E-Mail:l someone @somewhere. com

~Mote

Support Department

0K | Cancel

Figure 28 Site Explorer — Service Properties — Contract

You can add additional information for every service as text or
service.

Service Properties Report: In this menu you can generate automatic and manual reports of the logged UPS data. Enter a start
date and a start time and select the desired interval. In addition you can enter email recipients into the box “Send report to:”. If

you click the “Generate report now” button, you can generate

rather hyperlink. These entries will be displayed below the accordant

a report at anytime.

I Service Properties | & |
% General @ Contract
@ Info ﬁ Advanced
Report settings

() Once a week

Recipients

Send report to:

Start date: 10.10.2013 «
@ Once a month

Generate report automatically

someone @somewhere.com -

Start ime: 12:03:37 =
() Once a year

Show report

[ Add ] [ Change ] [ Delete ]

Generate report now

[ oK ] [ Abbrechen ]
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Figure 29 Site Explorer — Service Properties — Report

Service Properties Advanced - Remote Monitor: This is an option if you do not want to use the HTTP default web-link of this
Service. At GENEREX devices, the like the CS121/CS141, the “landing” HTTP page is predefined. At non-GENEREX devices
the Webserver can not show the standard UPS layout. To change this you may enter here a different web-page to connect directly

to the Webserver page of this Service.

% General | a Contract
@ Info | [#7] Report | ﬁ Advanced

Remote Monitor
Enter a custom web address to this services home page:

[]Use this page instead of the standard service page

Data Logging
[#] write measured UPS values every 10 Minutes

Copy logfile ...

TCP Communication Parameters
Timeout [ms]: 15000 Retries: 4

[#]Enable Legacy mode for C5121 with Firmware 3.x

Event Filter
[T Let the UNMS generate the 'upsGeneralFault' events

Figure 30 Site Explorer — Advanced — Remote Monitor — configured URL to Webserver-page of an APC Smartnetwork SNMP
Card

The moment a URL is configured in the Remote Monitor, a doubleclick on this Service in the UNMS will open the Webpage of
this device directly, skipping the default display of a UPSVIEW or other UNMS standard graphical screens.

Service Properties - Advanced - Data Logging : Enable this option to activate a local log file in the UNMS server for this
Service and define the interval for updating values (in minutes). It creates a local logdfile for this Service in the UNMS. Through
this option you may built up large databases for your Services monitored by the UNMS, without the restriction of local flashrom
limitations of SNMP cards.

Please note that you have to restart the UNMS to start logging functions.

If this option is enabled you will see in the UNMS interface a new button “Data charts”. Click on this button to see the lodfile of this
Service grafically in the UNMS.

For old devices there is an option to enable the Legacy Mode. Open the properties of a device, go to Advanced and enable the
Legacy Mode for supporting devices with older firmware (3.x).

@ (2 HW131: Testraumsicherung

SLC 1000 LINK

L1

Battery: 39V Temp:21.0 °C

Time: 20Min
Capacity: 100%

@ rormal Data chartz Log file

Figure 31 Data charts button
When Data Logging is enabled, you can use the charts for inspecting the data and get a long term history of this Service.
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Home LogFile Signout 1 Help | About = NHERIEDC
(€) @ HW131: Testraumsicherung » *
Select time point .
© Fram Testraumsicherung
B o e e | et vettge @)
o0:00 - 223 Input Voltags (2)
@ Framnow 198 Input Voltage (3)
Select time range Input Frequency (1)
' the last hour 174 Input Fraquancy (2)
 the last day
149 Input Frequency (3)
@ the last wreek
€ the last marth 124 Output Voltage
" the last year ‘Output Prequancy (1)
99 mu. @
Select data types i <
¥ Input Voltage 74 Output ®
¥ Input Frequency F(l)
¥ Cutput Voltage 50 AR ™ ~ R
Load (2)
¥ Output Freguency 28
¥ Load : Load (3)
R tory Votags 0 : i e
¥ Temperature (USV) Fri Sat Sun Mon Tue Wed Thu Fri
Temperaturs (U
[V Battery Capacity ‘:;:"‘I 17/ l)ﬂ s
min. avg. Battery Capacity
Refresh

Figure 32 Data chart
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Service Properties - Advanced - Copy logfile: From the UNMS Il you may also export the data into a CSV file. Goto copy the

data of the local logdfile of this Service via ,Copy lodfile...“ to any other directory.

~ [ - " - . - w ' -

1 (treftime,INVOLT:3,INFREQ:3,0UTPUT_VOLT,OUTFREQ:3,0UTPOWER:3,BATTVOLT, TEMPDEG, BATTCAP
2 (T379273501)14.02.2012 14:01:41,227.70:-9999.00:-9999.00,50.00:-9999.00:-9999.00,,0.00:-9999.00:-9999.01
3 |1329224576,14.02.2012 14:02:56,227.70:-9999.00:-9999.00,50.00:-9999.00:-8999.00,,0.00:-3999.00:-9999.01

Figure 30 DatalLog as CSV File — Time Reference Variable

The first variable into the CSV file “tref” (time reference) serves as basis point of time (01.01.1970) for the determination of the

current time.

Service Properties

| @ General | @ contract | @ Info | ﬁ Advanced

Remote Monitor
Enter & custom web address to this services home page:

Data Loggin

alues every 1 Minutes

Copy logfile ...

Communication Parameters

Timeout [ms]: 2000 Retries:

Ewent Filter

[TLet the UMMS generate the 'upsGeneralFault’ events

Seperate Sensor Manager events from other events

OK ][ Cancel ]

Figure 33 Advanced

Service Properties - Advanced Communication Parameters: To change the timeout default for SNMP network communication. If you
have a slow network connection or SNMP device with longer timeouts, this may causes constantly alarms because of slow responses to
SNMP requests. You may change these parameters to make the UNMS Il more tolerant at this Service (IP address) to avoid such false

communication error messages. NOTE: This is only function in Services using SNMP as Connection type.

Check “Let the UNMS generate the ‘upsGeneralFault’ events” if it is not required to distinguish between different alarm triggers —

Then UNMS will generate an ‘upsGeneralFault’ for each alarm.

“Separate Sensor Manager events from other events” is a feature only for customized UNMS software with SENSORMANAGER,

not active in most standard UNMS.
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7.7 Working with the Event Explorer
The Event Explorer is your tool for the configuration of events and reactions of the UNMS Il monitored Sites and Services.

Locate the Explorer panel on the right side of the console. If you can’t see the Explorer panel, use the View/View Event
Explorer menu to show it. Select the second tab marked Event Explorer. The displayed Events and Commands tree shows all
events and their related alarms and priorities as defined within your UNMS.

Event Explorer
-t Events and Jobs -
-] 5Y5 Events
E1-{1 UPS Events
E|/‘ upsCommunicationsLost
: "}'g Communication Lost

A upsGenel e Site,

'3‘ Gene

[NEw Service. ..
S Norm

[ A upsMode

[ 4 UpsOnBa X Delete

(-4 upsOnBy
[2
[
[

- Ap upsOutDL Properties
-4 upsTempBad

- 4 upsTestinProgress |
@3 Site Explorer Event Explorer
4

Figure 34 Event Explorer

Single-click on the small box to the left of a group icon (file icon) to expand or collapse this event group in the tree.
Left-click on any object name to select that object.

Use the « Delete key » to remove the selected object.

Right-click on a group (file icon) or event icon (colored box icon) or name to see the available context menus.

Open an events tree and use the Edit/Insert Event menus or Button Bar buttons to add event objects to the tree.

7.8 Changing Event Properties

Using the Event Explorer tree, expand the events icon (file icon) that contains the desired alarm. Then Right-Click on the alarm
icon (colored box icon) and use the « Properties » context menu to add/change jobs as reaction on this event.

ew Event K 5
et Event
fariies = Identifier: State:
[ & upsonBattery =l [o mventagied =] | A upsongattery =] [ eventadded =]

The UPS is drawing power from the batteries The UPS is crawing power from the batteries

- Action: - Action
Display Name: Event Priority: Display Name: Event Priority:
=] | & 6 Critical =

Log Message: Z Log Message:

S(EVENT) © 2: Warning [EEvem | Eventhame
Run a job: ® 3 Minor Run a job: Delay actions: Event Time
DEFALLT =] | @ 4 Major [oeranLT =] | 0 seconds Site Name

& 5:Severe
" H Host Name

; ® & Critical , )
Fiter Filter Service Name
Match service group: Match service aroup: Group Name

ANY d AN ad User Name

User Comment
I = .IEII"fﬂf"ﬁﬁﬁ?aﬁll

Figure 35 Event Properties — New Event — Event Priorities

Event Properties Event Identifier: Choose the Event Identifier you want to customize or to add to your event managed items.
Open the Identifier drop-down list box and e. g. select the event “upsOnBattery”. Default Event Priority is ,,0: Info“.

The UNMS Il provides the following events, where most of these Events are not activated by default :

Event

ATS Events (Automatic Transferswitch)
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atsSourceBFailure

atsGeneralFault

atsRedundancylost

atsOutputOverload

atsSourcesAsynchronous

atsStaticSwitchAFailure

atsStaticSwitchBFailure

atsOnStaticSwitchA

atsOnStaticSwitchB

atsOnManualBypassA

atsOnManualBypassB

atSourceAFailure

AUX Events (Auxiliary Contacts at AUX port)

auxPortl

auxPort2

auxPort3

auxPort4

comPin01

comPin06

comPin08

BACS Events (Battery Events when using BACS)

bacsCommunicationLost

bacsVoltageLow

bacsTemperatureHigh

bacsTemperatureLow

bacsResistorHigh

bacsResistorLow

bacsEqualizingError

bacsVoltageWarnHigh

bacsVoltageWarnLow

bacsTemperatureWarnHigh

bacsTemperatureWarnLow

bacsSystemFailure

bacsResistorWarnHigh

bacsResistorWarnLow

bacsStateCharging

bacsStateDischarging

bacs StateDischargingStopped

bacsStateFloatCharging

bacsVoltageFailure

bacsTemperatureFailure
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bacsResistorFailure

bacsGeneralAlarm

bacsVoltageDiffHigh

bacsBatteryBreakerOpen

bacsVoltageHigh

Device Events (Common Device Events)

devCommon

devWarning

devCritical

RAS Manager (Teleservice RASMANAGER Events)

rasOutConnecting

rasOutConnected

rasOutFailure

rasinConnected

rasOutAutoConnected

Redundanz Ereignisse

grpOnBattery

grpAutonomy20Min

grpAutonomy15Min

grpAutonomy10Min

grpAutonomy5Min

grpRedundancylost

grpRedundancyO5Pc

Sensor Events

sensorHighl

sensorHigh2

sensorHigh3

sensorHigh4

sensorHigh5

sensorHigh6

sensorHigh7

sensorHigh8

sensorLowl

sensorLow?2

sensorLow3

sensorLow4

sensorLow5

sensorLow6

sensorLow?

sensorLow8

SiteManager Events (Sitemanager multiple Alarms)
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sman2Analoginput01

sman2Analoginput02

sman2Analoglinput03

sman2Analoglinput04

sman2Analoglinput05

sman2Analoglnput06

sman2Analoginput07

sman2Analoginput08

sman2DigitalOuput01

sman2DigitalOuput02

sman2DigitalOuput03

sman2DigitalOuput04

sman2DigitalOuput05

sman2DigitalOuput06

sman2DigitalOuput07

sman2DigitalOuput08

sman2loMarker01

sman2loMarker02

sman2loMarker03

sman2loMarker04

sman2loMarker05

sman2loMarker06

sman2loMarker07

sman2loMarker08

SiteMonitor Events (Sitemonitor Digital Alarms)

smon2Digitallnput01

smon2Digitallnput64

smon2loMarker01

smon2loMarker16

System Events (UNMS system alarms and
notifications)

nmsStarted

nmsStopped

nmsAckByUser

nmsCmdByUser

nmsErrStates

netConnectionlLost

netParseError

UPS Events (UPS alarms and events)

upsModelUnknown

upsBatteryBad

upsBypassBad
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upsOutputOffAsRequested

upsOffAsRequested

upsChargerFailed

upsOutputOff

upsSystemOff

upsFanFailure

upsFuseFailure

upsGeneralFault

upsDiagnosticTestFailed

upsOnBattery

upsCommunicationLost

upsAwaitingPower

upsShutdownPending

upsShutdownlmminent

upsTestinProgress

upsBatteryCharged

upsDieselOnLoad

upsDieselAvailable

upsEssentialBusBad

upsGenEssentialBusBreakerClosed

upsLowBattery

upsinputBreakerClosed

upsBypassBreakerClosed

upsEssentialBusBreakerClosed

upsDCDCConverterOn

upsManualBypassClosed

upsEssentialBusOverload

upsOutputBreakerClosed

upsSecondsOnBattery

upsEstimatedMinutesRemaining

upsDepletedBattery

upsTempBad

upsinputBad

upsOutputBad

upsOutputOverload

upsOnBypass

Version: 2022-10-26

Event Properties Actions Display Name. Enter the name for this event in the Display Name edit box. This Name will be
displayed to identify your configured job in the UNMS Il logfilesEvent Properties Event Priority: Choose the event priority from
the Event Priority drop-down list for this new name and the corresponding event. This defines the colour of the icon in the UNMS

Il graphical screen.
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Event Properties Log Message: You can customize the message that is printed in the event log. Default is “$(EVENT)", which
is writing only the standard event name into the logfile. You may add now more log entries by choosing these from the drop-down
list (see fig. 24).

Event Properties Run a job: Choose the job to execute from the Run a job dropdown list and add a desired delay (if the event
is still present after this time the job will be initiated) in seconds into Delay actions:. To create a new kind of job or change an
existing one, select <New...> or <Edit...> from the Run command dropdown list (see chapter 7.9 Changing Job Properties).

Event Properties Filters/Match service group: Select a specific service group to match this event. Select “ANY” to match all
target services.

Some events like ,upsEstimatedMinutesRemaining“ provide the functionality to define a threshold (Evaluate condition). The actions will
be executed if this threshold is reached.

New Event

- Ewent
Identifier: Stake:

|/‘ UpsEstimatediinutesRemain = | |I‘J Event added =

An estimate of the time ko battery charge depletion under the
present load conditions if the wtility power is off and remains off,

[~ Actions

Display Marme: Ewvent Priarity:

& & Critical |
Lag Message:
| H(EVENT) j
Run a job: Delay actions:
IDEFAULT j I 0 seconds

[ Filters

Makch service group: Ewaluate condition:
AN jl el == 7| 5

Figure 36 Event Properties — New Event — Evaluate condition

In Figure 31 the Event Identifier is ,upsEstimatedMinutesRemaining“. Actions described below (set color to “Critical’, log
Message $(Event), run a job “Default”) and “ANY” Group member will use these settings if the value
LupsEstimatedMinutesRemaining® is less than 5 (Minutes).

7.9 Changing Job Properties

You can change Job Properties within the Event Properties dialog. Choose the job name you want to change from the Jobs list or click
the Add button to add a new customized job.

-
Event Properties k_ ﬂ

Event
Identifier: State:

b upsLowBattery & Event added

The remaining battery run-time is low

Actions

Display Mame: Event Priority:

Low Battery @ ©: Critical -
Log Message:

S(EVENT) j
Run a job: Delay actions:

DEFAULT hd 0 seconds
NONE
|SYSTEM

<Edit...>

ANY -

Figure 37 Event Properties — New Event — Run a Job — create or edit a new Job
Check the Write to log file box, if this event should be written to the UNMS Event Log file (default is on).
Check the Show local Alarm box if this event should be displayed in the local Alarm Box of the UNMS server.

To send an email when this Event occurs, click the “...” button behind the “Send Email” row and enter the accordant email recipients.
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-Mail-Addresses | x|l|dd

List of recipients:

Mame:

[~ Actian:

Send E

Run BC

Run B

operator@somewhere.com
users@somewhere,com
upsservice@somewhere., com|

Figure 38 Email-Addresses — List of Recipients

oK

Cancel
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Note: To enable Send Email, you must first configure the outgoing mail server in the Email page under the Tools/UNMS Options menu.

Run RCCMD: This is a shutdown and messaging tool to remotely shutdown computers or send messages. To run RCCMD, when an event
occurs, click the “..." button on the left of the Run RCCMD edit box. In the following dialog you can enter the RCCMD arguments for 1 IP

address or RCCMD hostname.

IP address or host name: Port:
192,168,222, 100] 5003

[Fuse ssL

@ Send Shutdown command

() Send message

Message:

[Fluse ssL

IP address or host name:

192,168.222,100

() Send Shutdown command

@ Send message

Message: | Shutdown due to battery low level 1|

Figure 39 RCCMD Configuration

If you want to send several RCCMD signals to several RCCMD clients, it is required, that you edit an accordant amount of

identical events and jobs.

Job Editor
Jobs:
SYSTEM Add
DEFAULT [—J
Powerfail_2 -

Event
Identifier: State:
A UpsOnBattery @ Eventadded
The UPS is drawing power from the batteries
Actions
Display Name: Event Priority:
Powerfal_3 @ 6 Critical -
Log Message:
S(EVENT) ol
Run a job: Delay actions:
[ I
Filters
Match service group:
ANY -

Figure 40 RCCMD Configuration for several RCCMD Clients

Name:

Actions:

Send E-Mail:

Send 5MS:

Run RCCMD:

Run Program:

Powerfail_3

[¥] wurite to logfile
[ 5end E-Mail to contract

Send SHUTDOWN to 192.168.200.99

Show local Alarm box

Remove

Ll L e e

B e g
b4 sman2DigitalOutput
b4 sman2DigitalOutput
[ Site Moniter
L System Events
A& netConnectionlLast
A nmsAckByUser
A nmsStarted
A nmsStopped
0 UPS Events.
- upsCommunication:
Ab upsGeneralFault
A upsLowBattery
A& upsModelUnknown
(% upsOnBattery

-y Powerfail

=g Power restored

S Powerfail 2
-y Powerfail 3

& UpsOnBypass
A upsOutputOverload
A upsTempBad

- A 1insTestinDranress

As aresult on your RCCMD clients a messagebox will appear (see below) or a shutdown will be executed. For more details about RCCMD
functionality, please use the RCCMD user manual.
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smanZAnaloglnput0S =

&

16.04.2010 15:20:02: SiteM anager 11/¥3: 222 176
sman2loMarker02

16.04.2010 15:20:02: SiteManager 11/¥3: 222 176
sman2DigitalOutput02

16.04.2010 15:20:32: SiteManager 11/¥3: 222 176
sman2Analogl nput0S

y About
16.04.2010 15:22:03: SiteManager |1/v3: 222.176:

sman2Analoglnput0S j Evit

16.04.2010 15:23:35: SiteManager 11/¥3: 222 176
sman2Analogl nput0S 0K

Figure 41 UNMS Alarms Message Box

To run multiple RCCMD shutdowns or messages or to use broadcast, use the listbox or reopen the RCCMD configuration to add more
RCCMD clients.

To run an external program when an event occurs, click the ‘..." button on the left of the Run Program edit box. In the following
dialog you can enter the program name and zero or more program arguments.

External Program |

Program:

x

I notepad.exe

Arguments:
| $(HOST)

el L

Initial Directory:
I b \UPS\unmsII

L

oK I Cancel |

Figure 42 External Program

Tutorial: How to add a different email address to an event
Before you start- UNMS 2 preparations to unlock the options for creating mail jobs.

This job can only be configured if the UNMS has been informed in advance of a mail server over which the mail traffic is allowed
to run. If the UNMS 2 mail option is not configured accordingly, the configuration menu for this job is not accessible - they
depend on each other. Therefore, it is recommended to first have a look at the UNMS 2 mail setting.

Note:

The UNMS 2 works with a temporary configuration and can simultaneously hold the data changed from inside - therefore the
system can run in the background with the current configuration, however, to save your changes you must first save and then
restart the UNMS 2.

Due to this fact, the changes do not take effect until you save, exit, and restart. "Just saving" will not activate the changes you
make.

Configure / Check mail settings

File Edit View Help

| & & | First, open the options menu for the mail settings: To find this menu in the upper
s e tab, click on tools and open the UNMS Options ...

Web Console | Site |

Start Status Rs Redundancy configuration...
\(:)C)) Start Discover services...

) UNMS Options...

Ja @ .
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The configuration dialog will provide the main tab for mail settings:

UMNIMS Options
B Users a Logging [+~] Report G System
A5 Editor & E-mal &3 E-Mail Traps
[ Enable E-Mai Clent
Outgong Server (SMTP) [ fr, 7 ous
Sender E-Mail Address l PR al
A use server authentication
Account User Name | wet o wen Ly |
Account Passwerd | sEEsRLEELERS |
SMTP port: | 25 Send test E-Mail
B use secure connection (TLS encryption)
[ concel

x

LT 2 B R

Choose the main tab “E-mail”
Enable / Disable basic mail functions
Enter the mail server

Enter the sending mail address

Toggle user authentication on/off

Enter a valid user name

Enter a valid account password

Choose the SMTP port and
test mail settings

Encryption method

Save settings / abort

Version: 2022-10-26

After validating the mail server access data, click OK to apply the settings and close the configuration dialog.

Note:

As a consequence of wrong credentials, the mail server will reject mails initiated by the UNMS 2 - The UNMS 2, on the other
hand, only requires the valid input of mail data in order to unlock the job configuration menus. If it is not possible to send an
email after configuration work, you need to check both: The job configuration as well as the mail configuration.

If everything is configurated correctly: Have you pressed save, stop and restart?
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Setting up a deviating mail address

The e-mail address will be configured as a job inside the so-called Event Explorer. Depending on the setting, this Explorer can
be found either as a side-scrolling menu in the upper right area or as a fixed main tab in the lower right area of the Administrator
Console:

Open Site Open Event 4 | > Open Site Explorer
Explorer Explorer '?
v v -
B Site Explorer 4] Event Explorer GENEREX E’
100 + B
With the explorer bar fixed in the lower To apen, move the mouse & & Open Event Explorer
right corner, click on the corresponding over the corresponding
tab. symbol.

The Event-Explorer

The Event Explorer provides a general overview about all available events as well as Event Explorer
preconfigured standard jobs that are executed accordingly. & Events and Jobs
In case of sub folders, they can be unfolded by clicking on the small +. () ATS Ereignisse
(L] AUX Ereignisse
What this tutorial describes: +-(_] BACS Ereigniss

-] E-Mail Traps

() Gerate Ereignisse

{_] RAS Manager
The UPS events can be found in the appropriate folder and subfolders, labeled as "UPS (] Redundanz Ereignisse
Events". (] Sensor Ereignisse
(] Sensor / Site Manager
[_) Site Monitor

The task that was transferred to the technique department: 7 System Ereignisse
+ L] UPS Events

If a UPS event is active, an e-mail should be sent to a different e-mail address than the
standard mail notifications.

There have just been too many power outages lately that were causing problems. The
Board of the company, in its boundless wisdom, has therefore unanimously decided to seek immediate information when this
happens again.

The fastest way to do this is to use UNMS 2. The UNMS 2 provides functions to send such an e-mail automatically.
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I Y ELE LIS
223 UPS Events

; -4 upsAlarmCommunicationsLost
existing UPS alarms: [#-4 upshlarmGeneralFault

-4 upsAlarmLowBattery

k-4 upsAlarmModelUnknown
E|/‘ upsilarmOnBattery

How to find the correct UPS Alarm

Press + to expand the UPS Event folder and take a look at the list of the

Search for upsAlarmOnBattery and click on +. You will find two events:

- Power Fail

- Power restored. : “'}’g Power Fail
These two events are similar to the corresponding operating states of the ':'t Powser Restored
UPS. [ upsAlarmOnBypass

(-4 upshlarmQutputOverload
- upsAlarmTempBad

A upsAlarmTestinProgress

[ VTR NI LRI RIeT Y

How to add a customized mail job 9"'/;";psmarmonaattw
iy
L5 Power
- A upsdlarmi]
-, A upsdlarmi Mewr Event..,

First open the context menu E
[l upsdlarmi
B
[
[

of the Powerfail event by clicking with the right mouse button. Select the menu

) ] - A upsilarmi ¥ Delete
item Properties.

- Ay upsdlarmT
- A upsdlarmT

The Event Properties provide the configuration dialog to configure what will be done if this event is active:

Event Properties
Event
Idenkifier: State:
A upshlarmOrBattery % Event acded > ... describes the event and the current event
The LIPS is draving powet From the batteries status
Actions
Display Name: Event Prioriky:
Powerfail @ 6: Critical - = ... name of the even and priority indicator
Log Message:
$(EVENT) | => ... what can be seen as log entry
Run 4 job; Delay actions:;
[oeFar B 0 seconds = ... which job shall be executed?
Fiters
Makch service group:
e M = Filter settings

cancel | =¥ Save configuration / withdraw settings
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To customize the e-mail address, open the drop-down menu at
Run a Job and select <edit ...>.

With edit, a new configuration dialog for the according job will be
opened:

Job Editor [=£3-]
Jabs: = Available Jobs
L) = Add a job
L = Remove a job
Name: DEFALILT =>» Name of the job
Actions:
Fwrite tologile (V] Show local Alarm box =» Additional Actions according to the jobs.
[ Send E-Mail to contract
Send E-tail: Edk... =» Add email recipients
Send SMS: EdE... =>» Add Cell Phone /smart phone /handy contacts
Run RCCHD: Edk.. = Run an RCCMD job
R Program: Edt... =>» Start a local computer program or script

Version: 2022-10-26

Run a job: Delay actions:
DEFALLT | 0 | seconds
MOME

SYSTEM

DEFALLT

| canel | » Save configuration / withdraw settings

First add a new job. Do not forget to rename it — if you have many jobs and need to change them, it may be difficult to find them.

lob Editor oy
Jobs:
SYSTEM Add
DEFALILT
Femove
Mame: Custom Mail Redpient
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Enable Send E-Mail to contract to activate the mail function for this job:

Actions:

Wirite to logfile

Send E-Mail to contract

With the next configuration step, UNMS 2 wants to know the mail addresses of the recipients.

Show local Alarm box

At Send E-Mail, click on edit to open the mail configuration dialog:

| dI’\
edit i
W

Actions:
Write to logfile Show local Alarm box
Send E-Mail to contract
Send E-Mail: |
Send SMS: L
E-Mail-Addresses
Run RCCMD:

Receiver (To):

Carbon Copy (CC):

Blind carbon copy (BCC):

R T |: default@daleks.com
techniker @beispiel de
leiter @bahn.de
donner @wetter.de

drwho@tardis. com
vorstand @beispiel.de

kirk @enterprise.de

Cancel

The UNMS 2 provides up to three different methods for sending e-mails:

4. Receiver — The classic mail receiver

5. Carbon Copy (CC) — The Receiver (to) will see that the UNMS send a copy to another recipient.

Version: 2022-10-26

6. Blind Carbon Copy (BCC) — This is a blind copy, which means, neither the Receiver nor the Carbon Copy Receiver
will see that the UNMS 2 will send a copy to this mail recipient.

Feel free to enter as many email addresses as you need. Click OK to save your mail addresses. The UNMS 2 will add these

mail addresses to the job configuration:

Send E-Mail;

default@daleks. com, techniker @beispic Edit. .. ||

Finally, make sure that your newly created job has been selected correctly - otherwise this job has been created successfully,
but the UNMS 2 will not handle the new job as expected.
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The UNMS 2 differs between jobs and
different events. This will allow an
number jobs by selecting them at Run

As a default setting, ,Run a
new custom mail job is configured
the event Powerfail.

To select the job, open the according
your new custom mail job.

With clicking OK, the UNMS 2 will

Event Properties
Event
Identifier:
Ab upshlarmOnBattery
The UPS is drawing power from the batteries

Actions

Drsplay Mame:

Powerfail

Log Message:
${HOST)S{GROUR) S(EVENT)

Run a job:

E.B.I.LT -

MONE

|SYSTEM
DEFALLT

<Edit... >

State:
< Event added

Event Priofity:
% & Critical ~

Delay actions:
0| seconds

66
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events to provide re-using jobs for
administrator to optimize the
ajob...

Job“shows the default job — the
and saved, but not yet selected for

drop-down menu and navigate to

save your settings.
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For the sake of completeness...

Currently, all registered mail recipients would receive a warning, but no main power restored message. therefore it is advisable
to place the same mail job at the so-called counter event.

Due to the fact the UNMS 2 separates all jobs and events, the job is selectable for the according counter event.:

A upsAlarmCommunicationslost

- -_l UPS enwmwiis
+
b upshlarmGeneralfault
+
+

Event Propenies X A upsilarmLowBatteny
A upsAlarmodelUnkncwn
Evenit
Identifier: State:
A upsAlarmOnBattery = Eventremoved

The LIPS is drawing power from the batteries

+ wpsAlarmOnBypass
+- A vpshlarmDutputOverioad
- upsilarmTempBad

# A vpshlarmTestinProgress

Actions
Dy Wasme: Ewvenit Pricsiity:
| [Prerae: Rlessiored @ 1 Nommal a
!.Qghu:m:

S{EVENT) ]
Rum a job: Delay actions:

Custonm Mad Recpent w 0| seconds
Filters

Mabch service group:
ANY w

Do not forget to activate the configuration:

W | g ﬁ | to make your changes active the UNMS needs to take over the new configuration files. To do this, just
press save, stop and start
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7.9.1 Configure RCCMD Server Jobs

Using the Event Explorer tree, expand an events icon (file icon), that contains the alarm of interest. Then Right-Click on any of
the alarm icons (colored box icon) and use the Properties context menu to open the Event Properties dialog.
Select “<Edit...>” under Run job to open the “Job Editor” dialog (see below)...

Now select a Job or create a ,[New job]“ in the Event Properties for the desired Events that should trigger the RCCMD command.

Event Properties Event Properties
~Event [ Ewent
Identifier: State: Identifier: State:
[ % upstrBattery =] = Eventaddes <] [ # upsonsattery =] [= Evertodied =]
The LIPS is drawing power from the batteries The LIPS is drawing power from the batteries
~Action: [ Actions
Display Name: Evant Priority: Display Marne: Evant Priarity:
IUPSO”BattEW I @ 6: Critical | IUPSO"BattEW ® 6: Critical =l
Log Message: Log Message:
| $(EVENT) j | S(EVENT) j
b Delay actions: Fun a job: Delay actions:
- 0 seconds 0 seconds
[ Filters Filker
Match service group: Match service group:
I ANY - AN -
o e

Figure 43 Event Properties — Run a job
To configure a RCCMD command directly, click the ,....“ button behind Run RCCMD.

You can enter the accordant IP addresses/host names and the port. Furthermore, you can enable SSL. The functions ,Send
Shutdown command” and ,Send message” are at hand.

Job Editor [
Jobs:
[ et |
Remove
RCCMD configuration &J
IP address(es) or host name(s): Port:
Dame: 2EELET 182,168,200, 1 - 5003
Actions: 192,168.200.2
cuons: 192.168,200.3
Write to logfile Show local Alarm box 192,168.200.4 ["]use 550

[] send E-Mail to contract

Send E-Mail: J
Send SMS: J
@ Send Shutdown command
Run RCCMD: @ -
() 5end meszage
Run Program: J Message:

Figure 44 Job Editor — Run RCCMD — RCCMD configuration

8. Customizing UNMS

o Note: The Site Maps function is not available in all editions. In addition Site Maps views are not live views ! You have to save and restart the
UNMS to see the changes in the UNMS webserver !

8.1 Working with Site Maps

Locate the View Selection on the top of the console. Select the second tab marked Site Maps. The displayed editor screen shows the
background and the layout of all site icons as they will be displayed later in a Web Console.
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i UNMS Administrator - [Site Maps] H=E
| Fle Edt View Took Help

| &8 «a|%xF (M2

o comolo [EEEETRR] 1

Europe

&8 Panburg
] Generex Headuarter
5 Gonerex warehouse

g

4 opc700s0c

J w0a
7 stemontom
1 steswtchs
4 onlne -umo
4 150 oispay
[ stemanager mjva
3 Setettritor 1
 Restaurant Taan

™

) BACSin Cansd 3t CaNUS
e
Tarnto
-
o | B @]
onms searted

[tioo i

Figure 45 Site Maps — Europe Card

Name Description

Editor Tab Click on the Site Maps tab to switch to the editor mode.

View Selection | Click the Sites button to switch to the main screen.
Click the Services button to switch to the services list.

OO 0O

Screen Here you can layout the site icons by drag-and drop operations, add new sites and change
Designer existing site properties.

1 Left-click on any object icon to select that object.

1 Use the Delete key to remove the selected object.

1 Right-click on a site icon to see the available context menus.

1 Double-click on a site icon to switch to the service list view mode.

For how to set Site Maps properties, see Setting Editor Options.

8.2 Sub-Screen Editing

The UNMS Il provides to create several sub-menus, e. g. a screen as main page and several other screens as sub-screens. Please do the
following to edit such sub-screens.To build a sub-screen use the “Edit menu” and click “New Site...”.

Enter the name into the “Site name” box.
Check the box Background image file. In this example the “Europe.png” file was selected with the “Browse...” button, which
is integrated in the UNMS II.

T < |
General I

"Hi UNMS Administrator - [Site Maps]

Site name:
J File | Edit Yiew Took Help Ieurope
J & | e New Item... Alt+H |
~Sike icon coordinates

i Left () Top (v

e Service, .. I ] 163

BiEv)Evenk. . i Background image file
7% Delete (o]

I EUrOpE.png Browse. .. I

M Find. .. Chrl+F Background images are only possible when the site
contains no services!

Line up Icons

B! Propetties... Al+Enter G | FliEHEm

Figure 46 Site Maps — New Site — Background image file

Build a new site on the sub-screen eg. “europe” with the function “New Site...”. In this example the sub-screen “Hamburg” is following. A
graphic file type PNG with the desired background has to be copied into the directory C:\UPS\unmsli\www\image\. The size of the PNG
file depends on the resolution of your display. To have a perfect screen you may resize you pictures.

On the sub-screen “Generex Headquarter” the sub-screens “HW121, HW131, BACS” were built.
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Behind this sub-screens determine services. In this section you can build the objects (e. g. UPS) via the Site Explorer with the
“New Service” function.

T UNMS Administrator - [Web Console]
| Fe e vew Took heb

I Rk
Web Console | st 1os |

Home LogFile Sianout 1 Help 1 Avout ¢
(©)® Generex Headquarter

I ~
General | ) 1nfo |

1 Site name:
:)nr & [ Hamturg

Siaicon cordnates
Left (x): Top i)
425 B2z

W Backaround imege fi=

hhmaps2.png Brose:

Background images are only possble when the site
contains o services!

Abbrechen

Figure 47 Site Properties — New Site — Web Console View

The status of the services will be displayed via the icons on every sub-screen. The colours of the status will be combined displayed on the
overlaying sections, so that an ANY alarm in the screen of “HW131” will be displayed on the section “europe” with ared LED.

Save your settings and restart the UNMS 1.

13:58: CS121 HW131 - THETYS EVO

Home Redundancy LogFile T
€)@ CS121 HW131 *
Status  Service Group  IP Address  Alarm
4000 Std. Panel 10/120kVA  STANDARD 192 168 222.214 Normal
%Amsnn AR 16 STANDARD 192 168 222 241 Norma!
(B0 APOTRANS It STANDARD 192 168 222 181 Communication Lost
AROGOT-5 STANDARD 192 168222221 Normal
% ATLAS $Q protocol STANDARD 192 168 222 172 Normal
CE+T TSl Bravo STANDARD 192 168.222.117  Normal

Figure 48 Web-Browser — LogFile

o Advice: It is required to create all Sites at first and to select the desired background pictures. As far as a Service is defined, it is not possible to
change the background anymore!

9. UNMS Options

Note that the Site and following page are not available in all Editions.

uws options |
& Esitor | 3 erail | € users | B Logaing | < system |

Map background image file:

Erowse...
Map site icon stripe:
[Default icon stripe set |

-~ an

'{it UNMS Administrator - [Web Console]
| Bl Edt view [ Took  Help 1

W B Start LS, I Hide the site icon labels in the Map Editor

Stop UMMS...
Web Console | Site ¥ 5o

using the accelerator key(s):

Hin:
Chreck confaur ettt . The site icons in the Map Editor can be moved by pixel
SHIFT+{LEFT[RIGHT|LP|DOWN].

Home Redund Redundancy configuration...

@ e) H Discower services...
ome

Figure 49 UNMS Options

9.1 UNMS Options - Editor

In the UNMS Options you may change backgrounds, configure Email, setup login and passwords, configure Logging options and setup
UNMS System settings

Use the Browse... button to locate a background image for the Web Console main screen. Note that the image must be in the UNMS
image directory. Not in all Editions: Choose the stripe set for the site icons in the Web Console from the Map site icon stripe drop-down
list.
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Select the Hide the site icon labels box to hide the icon text labels in the Map Editor view.

Press the OK button to save your changes.

9.2 UNMS Options - Email

To send out Emails from the UNMS you have to setup an email account and configure it in the Email menue:

Click the Enable Email Client box to activate the Email Client for the UNMS.

Set the Outgoing Server (SMTP) to the IP address of your Email server.

Set the Sender Email Address to an Email address that is valid at the server above.
Click the Use Authentication box if the server from above requires user authentication.

Enter the authentication user name and related password in the appropriated edit boxes.

Version: 2022-10-26

Enable the feature Use secure connection (TLS encryption), if you want to use email encryption and adjust the SMTP port accordingly,

if necessary.

Figure 50 UNMS Options - Email

LINMS Option

4 Editor | = EMail

Enable E-Mail Client

Outgoing Server (SMTR) mail.generex.de
Sender E-Mail Address  erik@generex.de
Use Server Authentication

Account User Name  erik

Account Password =~ wesesss

SMTP port: 25

[ Use secure connection (TLS encryption)

ﬁ Users | @ Logging I @ System

9.3 UNMS Options — Email Traps

The Email Trap feature provides the transfer of the device data via POP protocol to the UNMS Il service. You can configure the
connection type, like the other ones (UPSTCP, SNMP, RAS), into the AdminConsole. This function is available into the Data
Center/TeleService Edition (optional software extension for the UNMS 1) only.

This agent can assimilate incoming data (incoming email traffic) only in contrast to the other agents, but might be the optimal
fitting for relevant o security customers and remote monitoring.

For the usage of the Email Traps are the following conditions required:

1

= = =4 =9

Email transfer protocol: POP

Email box/user is an email account for all devices, which will be monitored via Email Trap

Email data type: JSON data as attachment must be accredited

Configuration mail server: Global email configuration must be equipped (see chapter 9.2)
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UNMS Options

ﬁ Users I @ Logging I @ System |
4 Editar I =] E-Mail =1 E-Mail Traps {experimental)

the UNMS and is NOT available For other E-Mail

& UNMS E-Mail Trap account is managed exclusivly by
clients,

Accaunt settings

Incoming Server (POP3): mail. generex.de

Account User Marne: I mailtrap

Account Password:

Advanced settings, .. Check settings |

el |

Figure 52 UNMS Options — Email Traps — Account settings

Enter the accordant incoming server (POP3), the user name and the password. Click the “Advanced settings...” button for further
settings, which are required for your mail server.

E-Mail Traps - Advanced Settings

—Configuration
Poll interval: I g minukes
POP3 port: ]

i~ Security

¥ Use secure connection (TLS)
W nccept expived certificates

[V Accept self signed certificates

oK I Cancel

Figure 53 UNMS Options — Email Traps — Advanced Settings

Click the “Check settings” button to check the connection to your mail server. You should get the message “Connection to POP3
server successful” after a couple of seconds.

Now add some devices, which should be monitored via Email Trap:

Service Properties

@ Gereral | B Contract | @ InFol p Advancedl

Site name;
I Zone? Q01 EmailTraps
v Service
Marne: Group:
| qot | STANDARD v |

Connection type:

RASManager compatible
SHMP: APC smart network
SHMP: EATOMN{Powernware/HP
SMMP: GE GEDE CP4)IMY Card
SMMP: Liebert OC Webcard
SMMP: MasterguardyOneac
SMMP MGE Mini

SHMP: Rigllofdros METMAN

SHIMP: SOCCI;MEC Metvisan :I Lc'all

SMMP: UPS -RFC 1628 compliant

Figure 54 UNMS Options — Email Traps — Service Properties
Select the connection type “E-Mail Traps” and enter the accordant MAC address of the CS121/CS141.

Caution: If you choose SNMP, be sure your device utilizes SNMPv2. SNMPv3 is NOT supported.
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@ General | ] Contractl 3} Infol 1B Advancedl
Site name:

I Zone? Q01 EmailTraps

v Service

Mame: Qroup:
| ot STANDARD < |

Connection bype:

MAC-address of device!
00-03-05-15-00-53

Figure 55 UNMS Options — Email Traps — Service Properties — MAC address

The interval of the “UNMS Il Heartbeat” will be defined at the CS121/CS141. The “UNMS Il Heartbeat” is a regularly sent email,
which transfers the status of the device. If the email will not be received, the UNMS Il will trigger a warning. If no alarms will occur,
the UNMS Il heartbeat email will send the latest measuring values regularly.

Every grafical UPS/device screen contains a timestamp, which displays the last incoming Email Trap or UNMS |l Heartbeat.

‘- - el
b Akwm 0501 2012 1340 CSIZ1I HW13] - APOSTAR AR 106

dome Redundanmcy LogFils
&)+ mail trap tests: Mail Trap Agent 246

States

(M) | mat proc success OuisChan LogFie

Lads wodate 22 12 2041 1237 30
Figure 56 UNMS Options — Email Traps — Screen with timestamp
Every alarm triggers beside the regular UNMS |l Heartbeat a further one, which will be sent immediately. This means, that the
display is always up to date at alarm states, but will be updated in normal operation just in higher intervals (see timestamp).

Advice: A direct connection via web-browser, like at networks, is not possible, this button L\—D is not at present into this display.
If you want to log the measuring values, it is required to enable the datalog function into the UNMS Il (see chapter 7.6).

9.4 UNMS Options — Users

With user management you can restrict and audit user capabilities and actions. There are three predefined users: admin, operator and
guest. The predefined passwords are equal to the user name, for example ‘admin’ for the admin user.

To disable access control, click the Anonymous Access box (not recommended). Click the New button to add a new user account. Click
the Properties button to change an existing user account. Click the Delete button to delete an existing user account (Note that the
predefined user admin can not be deleted).
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= . - — — .
B Edtor | SEMal | S EMalTraps | [Ty ——
& Uses | (@ Logaing | [7] Report | < System |
~User
[ Anenymous Access " ld—
No user name or password is required to access UNMS Lo ez admin
resources.
Description: System Administrator
Authenticated Access
Automatic Logoff after | minutes. Email address:
User Group Role Desariptior|
Group
admin Adminis... Administrator System Ad| Member of: lﬁ
operator Operat... Operator Operator K B § Administrators
guest Users User Gast Kontc|
IV SetPassword ——————————————————————
Hew Password: | esssssssss
<[ i, — b Corfirm password: [ eesesseees]
Add. Remove Properties.
(o< ] [(Abtreden | ok Cancel

Figure 57 UNMS Options — Users — User Properties

Note on groups: The users group defines the access level as follows:
1  Administrators: Full access to all UNMS capabilities.
1  Operators: Full access from Web-Console, but no access to Administrator Console.
1 Users: Read-only access from Web Console

In UNMS Options -> Users you may set an automatic Logout. After that time the user has to reenter the password. Please be
aware that the operation will only work correctly with a web browser. In the administration console you may configure still devices
and events after logout.

9.4.1 UNMS Options — Secure Settings

o Advice: The Secure settings function and the following menu are available with the TeleService Modul only.

The Administrator can control or rather allocate the access authorization of the Sites to groups via Secure settings. The sub
sites inherit the authorization of the Site automatically. You can see in the following example, that a group ,Hamburg® was created,
which should be authorized for the group members Hamburg and Administrators.

4 b |Site Explorer

-1 Sites and Services

BACS
i
Abmelden | Hilie | Ubet 4= REREDC 5121
Email Traps
L Facillty Management
+ Foreign Devices
- . =] Hamburg
Site Properties %] EI-- Mord
General |® Info | % Egté
Site name: EI” Sud
[ B e
o [l
[~ Site jcon coordinates Zanet
Zane?
Left (x): Top iy L[] zones
643 362

¥ Backaroundimage File

I % LPND Brawse, .

Background images are only possible when the site:
caontains no services!

[ Security settings:

The fallawing groups Administrators o
have access to this 1 Everyone

site:
Hamburg
O operators =l

Figure 58 UNMS Options — Users — Secure Settings

Thereby it is secured, that the group Hamburg (and Administrators) get access to the Site Hamburg and its sub-sites “Nord” and
“Sud” only. The other Sites BACS, CS121/CS141, Email Traps, Facility Management and Foreign Devices, as you can see in the
above example, are not apparent for the group Hamburg.
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UNMS Web Console

[ A —_—

s v kersate

Start Redundan: Logdatei
£ %) UNMS Web Console

Anmelden
Foigande Daten i die Anmeidung verenden
Bonuizor Harbug
Kennwart ases --
Goraisan Avtrachen Hamburg

Figure 59 UNMS Web Console — Login Group Hamburg — Start Screen

9.5 UNMS Options — Logging

Under Event log file schedule you can save log files for different periods of time. They can contain Event logs for a day, a week, a month
or a specific amount of memory. If you want to save several days, weeks etc. you have to change the Number of old logs to keep

accordingly.

Uk options =
A Edtor | 3 el | 8 users B Loaging | <5 system |

Event log fils schedul

© Daily
1 igeldy
 Manthly

{* Hihen file size reaches:} 5 MB
Mumber of old Iogs to keep: 3

r~Data log file schedule
" Daily

1 igeldy

© Monthly

1% wehen file size reaches: 5 MB
Mumber of old logs to keep: 3

Figure 60 UNMS Options — Logging

Under Data log file schedule you can save log files for different periods of time. They can contain Data logs for a day, a week, a month
or a specific amount of memory. If you want to save several days, weeks etc. you have to change the Number of old logs to keep

accordingly.

9.6 UNMS Options — System
On the System page it is possible to modify the TCP port, the refresh rate, check interval and the service lost delay by clicking the box.
unis options x|
Ay Editor | = EmaiII [ 44 Usersl @ Logging S System |
& For following advanced settings it is strongly
recommended to use the provided system defaults,

Hiodify web server TCF port —‘
Mew web server port a0

Modify web client refresh rake
Mew refresh rate [sec] 20

’—r Madify service check interval

Mew chieckinterval [sec] |10

Modify service lost delay
Mew lost delay [sec] o

Click the "Madify" check box ta modify configuration
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Figure 61 UNMS Options — System

10. Configuration Backup and Restore/Software Update

To allow UNMS updates and for not to loose your configurations we strongly recommend to save a UNMS backup file whenever
you make changes. With this backup file you may at anytime remove and reinstall or update your UNMS software and load the
configuration later afterwards again.

In the “UNMS Administrator” Program open the “File” menu and choose the “Backup...” item to open the “Backup files” Dialog.
In the field for “Backup to” enter a Name for your Backup (In this example we used “newBackup”).
Click the <Backup> button to save a backup of the configuration under this name.

Backup files X
—Existing Backups

[CHUPStunmsTIibackup

w2-100409-0001 ﬂl
Hi UNMS Administratol
J File Edit  ‘iew T

J B sz cnlts

UNMS Administrator
'l Reckare Backup ko: (] new backup )
e Configuration successfully copied to "new backup”
| Exit Backup I Cancel | o

Figure 62 UNMS Backup — Backup files

In the “UNMS Administrator” Program open the “File” menu and choose the “Restore...” item to open the “Restore files”
Dialog.

Select the name of the Backup that you to restore from the list of available Backups (In this example we used “new Backup”). Click
the <Restore> button to restore the selected backup of the configuration.

The following message request your confirmation to use the backup as the current configuration. Click the <Yes> button to restore
the configuration from above.

Please note that you must restart the UNMS before this configuration changes (the backup) take place.

Restore files E

r—Existing Backups
F:'I,UPS'I,unmsII'I,baclv.lp

Delete |

wZ-100409-0001

[m UNMS Admlnlstratu

J File Edit ‘Wiew T
J Bl cave chies
Backuy
a Restore from: [0 Lo
.- Are you sure ko replace the current configuration Files?
Restore I Cancel |
Exit i

Figure 63 UNMS Restore — Restore files

If you want to update the UNMS Il version, it is required to deinstall the old version, install the current UNMS Il version and to use the
»,Restore* function for the usage of the desired configuration.

11. UNMS Redundancy Configuration

The UNMS redundancy configuration is an optional feature of the UNMS and requires and additional license upgrade. If you do not use the
Redundancy UNMS Version, you may skip this chapter and continue with the following Chapter 12. UNMS redundany is useful if you should
have devices/sites which are working in a redundant mode, eg. a 2 UPS which are having their own SNMP or CS121/CS141/BACS
manager, but working in parallel and redundant. If one of these 2 UPS would stop working, running on battery, etc. (any EVENT is possible)
you may not want to execute shutdowns or major alarms. In such a situation it may be useful to define that only minor alarms / jobs are
started if the other UPS is still running fine. For such a configuration you may use the Redundancy configuration described in the following
chapter.

Open the Redundancy configuration via “Tools” into the Administrator Console. The configured services/devices in your UNMS wiill
appear in a list box.
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Redundancy configuration

Available services: Services selested for the Redundancy Group:

e [ service [ Site [ Service |

zores @, sorveos | [ 8 20
Zorea ) sorieos st &
Zores @ sasices 3|

zoree ) soreos

ner o =

zores sorvces

Zones @) saiss <]

i UNMS Administrator - [Web Console]
| Fie Edk view [ Tooks Heb
|E& €| « Boatums.

& stop UNMS. .

Corfigure redindant s=ryice.
Redundancy levels 1 =)

web Console | sis
Chreck configuration =g

Home Redund

©)® Redur s oprons

==

Figure 64 UNMS Redundancy Configuration

Mark a service and click the ,Configure service...“ button to get into the Service redundancy configuration.

Choose now the Services in your configuration where you have a parallel redundancy situation and move these to the windows “Services
selected for the Redundancy Group” and choose the redundancy level.

Click on “Configure redundant service” to configure the Events on these devices that may have an effect on the system they are backing
up. Typical risks are overload situations on a single Service which would not be seen as long as the system runs in parallel and the load is
distributed between the other UPS in the group. But if one or more Redundancy Group members should fail, than it could be possible than
ALL the load has to be burdened by the remaining UPS — which could be too much. To avoid this situation you may want to configure an
“redundancy lost alarm” in case the load in the group would exceed that amount a single device could supply.

For this setup you have to define the redundancy level of this Redundancy Group.

In the following we describe as an example the configuration for a setup of 2 UPS which are in parallel and redundant. In case one of the 2
UPS load increases more than 50% and overload condition could make also the second UPS fail. To avoid this situation is may be important
to watch the load on both UPS and trigger an alarm if the load should increase on one of the 2 of more then 50%.

Since there are just 2 UPS in the Redundancy Group, the redundancy level can be only “1”. One of the 2 UPS may fail and the remaining
one is capable to supply the load. (“0” would mean “no redundancy” — this would be identical as if you configure a single Service, no
redundancy at all).

By choosing 2 UPS as the Redundancy Group the redundancy lost alarm threshold is automatically set to 50% on each. If you choose 3,
the UNMS automatically lowers the level to 33.33% of the redundancy level is 1. At a higher redundancy level the load level would
automatically increase. So, the automatic alarm threshold load parameter is set be the UNMS through the number of Services in the
Redundancy Group and the redundancy level.

All events will appear into the left section as Available events, which have been previously configured into the Event Explorer or are default.
Alike the example with individual Service LOAD you may configure other Events. Enter the true power of the UPS into ,,Nominal Ouput
Power (in kVA) “. Therefore, the UNMS Il is able to calculate by itself, if a shutdown is really required, in case the load is increasing. The
more parallel redundant systems you define, the more the load value for a single device will decrease. E.qg. if you have 3 UPS in parallel
redundancy, than the load per single UPS would be 33.33%, etc.

[Redundant service configuration

[New Event
Avalable events: Events selected to trigger redundancy lost:

- Event
Events I e I statet
b >
[ Armssearted AupscrBatrery | [o eventaded ]
| Abrmsstopped
A er =] fromthe batteries
At nlost
A upstiodelUninoun = || arputonamy 15t
| AupsLowgattery | A arpiAutonomy torin
| AbupsTempBad << /% arpautonomy0Stin Event Pt
| Abupsoutputoverioad v Sendbey,
7 4% ar [o oo K|
et i
A upsTestinprogress HEVENT) 3
Run a job Delay actions:
DEFALLT 2 0 seconds
Match service group:
Norinal cutput power 500 s
EQ -
Cancel Cancel

Figure 65 UNMS Redundancy Configuration — Redundant Service Configuration

In the EVENTS you will find now new events, the Redundancy Events. The following special Redundancy Events events are available:

1 grpOnBattery — The redundancy is lost, both UPSs are actually running on battery.

1  grpAutonomy20Min — The redundancy is lost. The UPS in the redundancy Group with the lowest autonomy time is the one
that determines if this event is TRUE. If during a battery operation any of redundancy Group members are reading an
autonomy time of less than 20 minutes, the defined job will be executed.

77

Copyright of the European Union is effective (Copyright EU) (c) 2022 GENEREX SYSTEMS Computervertriebsgesellschaft mbH, Hamburg, Germany,
All rights reservedTEL +49(40)22692910 - EMAIL info@generex.de - WEB www.generex.de (This and all other product datasheets are available for download.)


mailto:info@generex.de
http://www.generex.de/

Version: 2022-10-26

1 grpRedundancyLost — The redundancy is lost. This is a warning and should tell you that actually the load of the redundant
system is too high for the configured redundancy level. If in this situation one of the group members would fail, the remaining
Services could be in an overload situation. This event is designed to warn the user of such a situation.

1  grpRedundancy05Pc — The redundancy is lost. This job will be executed, if the overall load is more than 95% on every single
phase. Only 5% load reserve is avaiblabe now. This is an option for a a « Pre-Warning » of the above described

« grpRedundancyLost » event.

"Tii UNMS Administrator - [Web Console]

| Fle Edt ew Tools Help

IE 2 AR Y

web Consale | Site Maps |

Home Redundancy LegFile
(€)® Redundancy

Phase 1 Phase 2

46 kA, 57 kWA

Phase 3

64 KA

Load Overview

Total power:
Mumnber of UPE:
Redundant UPS!
Redundant power.

Current load
Reserve power:

Reserve power Phase 1

Reserve power Phase 2:
Reserve power Phase 3:

Sign out | Help 1 About

SO0 kYA
2
1
250 kWA

0 kA
250 kA

37 kWA
27 kA
19 kA

Figure 66 UNMS Redundancy Screen of 2 UPS, showing the reserve power on each phase.
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ax

11.1 Example Shutdown of a computer with Ry redundancy
(21 AUX Events
A powerfail, which will trigger a RCCMD shutdown signal to a remote client in a '§ e e redundant group
consisting of two UPS, will be desribed in the following example. This shutdown & wsumes will only be sent, when
both UPS are in battery mode. After both device are registered and configured |2 i oo in  the  redundancy
configuration (see chapter 11), a new event has to be made in the folder L __ % EEIEIIET Redundancy  Events.
Choose ,grpAlarmOnBattery’, a display-name, a high event priority and if O St required a delay for the
event. Now create a RCCMD job, by choosing <Edit...> in the drop-down syt menu ,Run a job’, here
choose a name for the job and set the the IP address of the receiver for the RCCMD shutdown.
Job Editor I@‘ Event Properties £ Figure 67 UNMS
Jobs: Event Redundanz- Job fiir RCCMD
SYSTEM Add Identifier: State: H
-?—E?JUOIBT A grpAlarmOnBattery o Event added ShutdOWn n der Gruppe
The Redundancy is lost: The remaining UPS are drawing power
from the batteries
Actions
Mame: RCCMD SHUTDOWN GROUP
Display Name: Ewvent Priority:
Actions: RCCMD Shutdown Gruppe
‘Wirite to logfile Show local Alarm box
DS e - Log Message:
e Ell contras SEEVENT) ﬂ
Send E-Mail: J Run a job: Delay actions: 12 . U N M S S M S
«Edit...>» - 0 seconds - . -
Send s¥5: E Configuration with
. Bend 168,200, . Filters
Run RCCMD:  Bend SHUTDOWN to 192,168,200, 115 J ot s g GS M MOd em
Run Program: J ANY -
The UNMS version 2.1.13 provides
\ the option to configure a SMS job.

Open the Event Properties of a desired Event. Click the “Edit” (1.) button.

Event Properties =
Event
Identifier: State:
b bacsGeneralAlarm < Event added
A general fault in the BACS has been detected
Actions
Display Name: Event Priority:
BACS general alarm L° e =
Log Message:
$(EVENT) »
Run a job: Delay actions:
LE [(Edt... > vI 0 seconds
Filters
Match service group:
ANY v
[ ok ][ cose

Figure 68 UNMS Event Properties — Send SMS

Click the “Add” button, enter a desired name for this job, e.g. “Send SMS” and click the 2. button.
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Job Editor R
Jobs:
\
SYSTEM Add
DEFAULT ;J
SendsMS |

Remove

Mame: Send SMS

Actions:
[¥] write to logfle  [¥] Show local Alarm box

["] send E-Mail to contract

Send E-Mail: 2
Send SMS: 2.[1
Run RCCMD: E
Run Program: J
ok [ cancel |

Figure 69 UNMS Event Properties — Send SMS Job

Enter the accordant COM port, where the GSM modem is connected and enter the baud rate. Enter the receiver telephone
number (up to 7) into the “Phone numbers:” field.

SMS configuration -ul

(@) Connect via serial port |
Port: COoM1 -

Baud: G800 -

() Connect via TCP/IP

Hostname:

Port: a

Phone

numbers:

[ OK ] ’ Cancel

Figure 70 UNMS Event Properties — SMS Configuration

13. UNMS Configuration of RASMANAGER

Development and support of the RASMANAGER were completely discontinued. Due to this fact this chapter describes
functions that affect older versions of the program. Please note, the RASMANAGER is not compatible to Windows
VISTA and subsequent operating systems.

The UNMS RASMANAGER configuration is for the use of RASMAN_A - analogue Modem Dial-in/Dial-Out and requires a
« Teleservice » license. If you do not use the RASMAN_A , you may skip this chapter and continue with the following Chapter 13.

To work with RASMANAGER you have to purchase the « UNMS TELESERVICE MODULE » as license upgrade for your existing
UNMS license. Please note, that any UNMS optional module is only working with commercial versions of the UNMS, not with any
free UNMS license.

To integrate RASMANAGER devices in the UNMS monitoring, you have to setup the RASMANAGER first. How to setup a
RASMANAGER is described in the CS121/CS141 user manual, following an abstract of this manual.

You may skip this chapter, if your RASMANGER has been already installed.

The configuration of RASMANAGER / UNMS is found in the menu under « Configuration ».
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Figure 71 UNMS RAS Configuration

Please note, that this function requires a RASMANAGER license key which is optional for CS121/CS141 and BACS systems (only
included per default in a RASMANAGER).

Configure/Select the accordant UPS model in your RASMANGER and define the parameter of the LAN interface for the connection
at the customers network.

The usage of the LAN interface is optional and is not required for the modem connection. If no customers network is present, you
can accomplish the following settings from a notebook via cross-cable. Assign the IP address 10.10.10.11 for your notebook.

For setting up a CS121/CS141 or BACS system, please refer to the user manual of these devices. We describe here only
the RASMANAGER related parts.

For the configuration of the connection settings of the modem operation, please get into the ,RAS Configuration* menu.

13.1 RAS Client Settings

Mo RAS Manager anglog = Modgm First Time Init A TAFADOEDXISI0Z4S 1201050008 W)
RAS Manager Pfies Number: Modsm Init String: AT
BAS Ol Settings
Act as Chient: Usernarme: Jurst
PRP Operation Timeout (sec): Fassword: |
Hurmiber 10 Diad: Confirm Password: [ennanes
Numiber of Connection Attempls: Inactivity Timeout [sec):
Destnation Address:
BAS Sefver Setlings
ACT &5 Sorver Unerman: UFSUser
Ernabde Callback: Pagswordt [ |esssess
Server P Address: Z hs 5% Confirm pas: [ensners
f
/ [/ [
! / /
[ /oo

1 2 3 43
Figure 72 RAS Manager Settings 1
At first enable the ,RAS Client” (1). The client is the module, which will establish the connection to the UNMS Il workstation.

Enter the number of the modem (2) of the UNMS Il with Teleservice Module. Please note, that in some telephone system a prefix
number (e.g. 0) is may be required to get an outside line.

Enter the IP address of the RAS server for incoming calls from the UNMS. This IP adress will be active the moment a UNMS dials
into the RASMANGER. It will be a different IP adress than the one this device would have if running in your LAN. This IP adress
has to accessible from the UNMS via MODEM and therefore has to be configured also on the UNMS side as ,Destination Address*”
(3). This address will be defined later into the UNMS Teleservice Module and should be set to ALL RASManagers monitored by

this UNMS.

Itis required to set a ,Username* (4), which has to be different for every single RASManger (e.g. UPS1, UPS2 etc.). The Password
(5) may be identical, but the username MUST be different and later configured in the UNMS Teleservice Module.
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Figure 73 RAS Manager Settings 2

Enable the ,RAS Server® (1). The server receives incoming calls from the UNMS Il workstation. If you do not want to allow that
UNMS dials in (only dial out for alarms), you may deactivate the server. In this case the RAS server will trigger alarms to the
UNMS Il workstation only, but UNMS can not dial back to check the actual situation.

It is required to enter a ,Server IP Address* (2) at the different RASManagers to be able to differentiate the connections (e.g.
UPS1=192.168.10.11, UPS2 = 192.168.10.12 etc.).

You can use the same ,Password” (4) for all RASManagers.

To finish the RAS configuration successful, it is required to set the ,COM2 Mode* to ,RAS* into the ,COM2 & AUX* menu. You
can use the default values for the baud rate and the parity.

COM2 Mode: | Ras |

COM2 Baud Rate: |384UU 'I
COM2 Parity: INone vl

Figure 74 COM2 Settings — RAS

13.2 Configuration of the Events for Modem “Dial-Out”
The operator can define via ,Event Configuration®, for which alarm a message should be triggered to the UNMS Il workstation.

To trigger a UNMS dialout message at an overload, it is required to select the function ,Send RAS Notification” (1) into the event
,Overload®.

Job Editor
Funcaon: Sand RAS Nottcaton - Ve C immediatedy, once
Mg |[zenast | © Seneauledin [0 seconds
€ Evary [0 seconds
& m
e mont Acbors wil only be executed if
i aner |0 seconds & repeat il ConmBon 13 S0l Wub SN
SPeCed Seconds!
€ aner /0 SHCONGS 00 batlery
e o seconds remaining time
G
/ /
1 2 3

Figure 75 Job Editor

You can enter any text into the window ,Message® (2). In this example this text will be transferred to the UNMS only if the event
« Overload » is active for more than 60 seconds.

To finish the configuration of the RASManager, it is required to save your settings via the menu ,Save Configuration®, ,Save, Exit
& Reboot”. After the RASManager has rebooted (status LED is flashing green), put the DIP-Switch into the position ,On“ to
integrate it now into your network and to leave the configuration mode and reboot it again. (Unplug the power supply for about 3
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seconds. ) After the RASMANAGER has rebooted you see a green flashing LED and you can continue now to configure your
UNMS TELESERVICE settings.

13.3 Configuration of the UNMS Il Workstation for incoming Dial Connections (Windows XP,
SP2)

Il The support for Windows XP was dropped since UNMS Il version 2.0.12 !!!
If your UNMS runs on a Windows XP, some settings have to be made on the XP system to make RAS service available.

The Windows internal RAS server is used for the receiving of incoming connections of UPS. Get into the network connection via
the control panel and click the ,Create New Connection® button.
e omectiom et

Welcome to the New Connection
Wizar

T wizand hekps yous
* Cennect b the intemel.

* Connactto s pevals retwoth, uch 8k youl wokglace
rebvor.

To conliue, cick New.

e |

Figure 76 Connection Wizard

Click the ,Next* button and select the ,Set up an advanced connection® option.

New Connection Wizard

Metwork Connection Type
‘what do pou want to da?

" Connect to the Intemet

Connect to the Internet 30 you can browse the 'wWeb and read email.

" Connect to the network at my workplace
Connect to a business network [using dialup or ¥PH] so pou can wark. from home,
a field office, or anather location.

* Set up an advanced connection

Connect directly to another computer using vour seial, parallel, or infrared port, o
set up this computer o that other computers can connect ta it.

< Back I Mext > I Cancel

Figure 77 Connection Wizard — New Connection Type

Select the ,Accept incoming connections®.

Advanced Connection Options
“wihich type of connection do you want to get up?

Select the connection type you want

{+ Accept incoming connections
Allovw other computers to connect ta thiz computer through the Intemnet, a phone
line:, or a direct cable connection

" Connect directly to another computer
Caonnect to another computer using your serial, parallel, or infrared port

< Back I Nest » I Cancel

Figure 78 Connection Wizard — Advanced Connection Options

Select the desired modem out of the device list.
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2= Incoming Connections Properties

General |Users Metworking

Incoming connections:

Allow incoming connections on these devices.
Devicas:

ta Data F

[ % Direct Parallel [LPTT)

“irtual private network,

[] Allows cthers ta make private connections to my computer
b tunneling through the Intermet or other network,

Show icon in notification area when connected

ok ] [ Cancel

Figure 79 Incoming Connection Properties

Enable the option ,Do not allow VPN connections®.

[New Connection Wizard

Incoming Virtual Private Network [YPN) Connection
Another computer can connect to yours through a VP connection

Yirtual private connections to your computer through the Internet are possible only if
your computer has a known name or IP address on the [nternet.

IF you allow ¥PN connections, the system will modify the Windows Firewall settings to
allow your computer ta send and receive VPN packets.

Do you want ta allow vitual private connections to this computer?

1 Allow virtual private connections

" Do nat allow virtual private connections

< Back I Next » I Cancel

Figure 80 Incoming Virtual Private Network (VPN) Connection

Version: 2022-10-26

For the determination of the incoming calls, it is required to create an own user for every UPS. Click the ,Add" button.

—1

New Connection Wizard

User Permissions
“f'ou can specify the users who can connect ko this computer,

Select the check box next to each user wha should be allowed a connection to this

computer. Mote that other factore, such as a disabled user account. may affect a user's
ahility to connect.

Users allowed to connect:
W L# Administrator

[ % Guest

O Q Helpazsistant [Remote Desktop Help Assistant Account]
DQ IUSR_GX205 (Intemet Guest Account]

1 Q IWwiakd_GF208 [Launch IS Process Account]

DF SUPPORT_388345a0 [CH=Microsoft Eﬂrpnratinn,L=F!edmnnd,5=w'ashi?
4 »

Add I Remave Properties |

Figure 81 User Permissions

The ,Username” and ,Password” have to be the same ones as for the RAS client of the RASManager.

< Back. I Mext > I Cancel
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newuser 2|

|zl name: |LI|-'::u|

Full narne: IUF@ at custonner
Pashword; qu.

D:lrlirm password: |0"u|

[ £ _I Cancel

Figure 82 New User

Now it is required to enter the IP addresses, which will be assigned from the server during the dial-in. Enter the ,Destination
Address*” as starting address, e.g. 192.168.199.1 (1).

If you have set only one modem for dial-ins, it is enough to set an address range till 192.168.199.2 (2), but it is possible to set a
wider range (192.168.199.30). In this case, it would be possible, if you are using several modems, to receive 30 connections at
the same time.

Incoming TCP/IP Properties ﬂil

~ Metwork access |

[ Allow callers to access my local area network,

— TCP/IP address azsignment
" Azsign TCPAP addiesses automatically using DHCP

% Specify TCPAP addresses

Ea | 194 . 168 . 193 . 1
Ta: 194 168 . 193 . 30
Total: |30

[ Allow caling computer to specify its own IP address

oK I Cancel

Figure 83 Incoming TCP/IP Properties

13.4 Configuration of the UNMS Il Workstation for incoming Dial Connections (Windows Server
2003)

If your UNMS runs on a Windows Server 2003, some settings have to be made on the W2003 system to make RAS service
available.

The Windows internal RAS server is used for the receiving of incoming connections of UPS. Get into the Routing and Remote
Access menu via the Administrative Tools. Enable the Routing via the context menu.
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5 Routing and Remote Access -3l x|
File Action Wiew Help
outing and Remate Acce: Routing and Remote Access
Server Skatus I—‘

« = |2
—
=2
Configure and Enable Routing and Remate Access 1g and Remote Access

DisabIE Reuting|and Rempte A66ess ess provides secure remote access to
All Tasks 3 ) .
access to configure the following:

Delete Etween two private networks.
Refresh \

- rk (WPN) gateway.
Froperties ks server,
Help laticn (MAT).

+ [AN routing.

* A basic firewall.

To add a Routing and Remote Access server, on the Action menu,
click Add Server.

For more information about setting up Routing and Remote Access
zerver, deployment scenarios, and troubleshooting, see Help.

Ll

|Opens the properties dialog box For the current selection,

Figure 84 Routing and Remote Access

3 Rot and Remote Access =] |

[P R outing and Remote Access Server Setup Wizard

« 10
= Routng

Ser:
This wizard helps you sek up your server so that you can =]

Gz
connect to other networks and allow connections from
temote clints,

Welcome to the Routing and Remote
Access Server Setup Wizard

To continue, click Next

Ll

Figure 85 Routing and Remote Access Server Setup Wizard

Select the « Remote access (dial-up or VPN) « option.

Configuration
ou can enable any of the following combinations of ervices, of you can %
customize this server.

Allows remote clients to connect to this zerver through either a dial-up connection or a
secure Yirtual Private Network [WPM] Internet connection,

€ Metwork address translation [NAT]
Allow internal clients to connect ta the Intemmet uging one public IP address.

 Wirtual Private Metwork [VPN] access and MAT
Allow remote clients to connect to this server through the Internet and local clients to
connect ta the Intemet using a single public IP address.

= Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

" Custom configuration
Select any combination of the features available in Routing and Remote Access

For maore information about these options, see Routing and Remote Access Help.

< Back I Next > I Cancel

Figure 86 Routing and Remote Access Server Setup Wizard Configuration

Select « VPN ».
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Routing and Remote Access Server Setup Wizard

Remote Access
You can zet up this server ta receive both dial-up and VPN connections,

Wi

AWPN gerver [also called a %PH gateway] can receive conhections fram
remate clignts through the Internet.

™ Dialup

A dial-up remate access server can receive connections directiy fram
remote clients through dial-up media, such as a modem

< Back I MNeut > I Cancel

Figure 87 Routing and Remote Access Server Setup Wizard Configuration, VPN

Select the network interface.

and Remote Access Server Setup Wizard

VPN Connection .
Ta enable WPM clients to connect to this server, at least one network, interface %
must be connected to the Internet.

Select the netwark interface that connects this server to the Inkermet.

Metwork, interfaces:

Mame ‘ Description | IP &ddress
Local Area Connection BCME703 Gigabit Ether.. 192168222155
Wiware Metwork Adapte..  WMuwsare Virtual Ethemet, 192168.133.1
Widware Metwork Adapte...  YMware Vinual Ethemet...  192.168.2451

¥ Enable security on the selected interface by setting up static packet fikers.

Static packet fiters allow only ¥PM traffic to gain access to this server through the
selected interface

For more information about network interfaces. ses Fouting and Bemate Access Help

< Back I Mext > I Cancel |

Figure 88 Routing and Remote Access Server Setup Wizard Configuration, VPN Connection

Routing and Remote Access Server Setup Wizard

Network Selection
“Pou can assigh remote YPN clients to the netwarl: that you want them to use.

WPM clients must be assigned to one network for addressing, dial-in access, and other
purpoges. Select the appropriate network connection from the list below,

Metwark interfaces

Mame ‘ Description ‘ IF Address

Whware Network ddapte...  Whware Virtual Ethermet... 19216882451

< Back I Next > I Cancel I

Figure 89 Routing and Remote Access Server Setup Wizard Configuration, Network Selection

Select « From a specified range of addresses ».
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Routing and Remote Access Server Setup Wizard

IP Address Assignment .
“You can select the method for assigning |P addresses to remate clisnts. &I

Haw do you want P addresses to be assigned ta remate clisnts?

" Automatically

If you uss a DHCF server to assign addresses, confiim that it is configured propely
If you da not use a DHCP server, this server wil generate the addresses.

¥ Erom a specied range of addiesses

<Back [ News | Camdl |

Figure 90 Routing and Remote Access Server Setup Wizard IP Address Assignment

Enter the desired IP range.
e |

Type a starting | address and either an ending IP addiess or the number of
addresses in the range,

Start IP address: 192 .168.133. 1
End IP address: 192 168193, 30
Humber of addiesses: 3n

Cancel

Figure 91 New Address Range

Select “No”, if you do not use a RADIUS server.

Managing Multiple Remote Access Servers
Conrection requests can be authenticated locally or forwarded to a Remote
Authentication Diakln User Service [RADIUS) server for authentication.

Although Routing and Remote Access can authenticate connection requests, laige
networks that include multipls remate access servers often use a RADIUS server far
central authentication.

1F you are using a RADIUS server on your netwark, you can set up this server ta forward
authentication requests to the RADIUS server.

Do you want to set up this server to work with a RADIUS server?

& Mg, use Routing and Remote Access to authenticate connection requests

" Yes, set up this server to work with a RADIUS server

< Back I Meat > I Cancel

Figure 92 Routing and Remote Access Server Setup Wizard IP — Multiple RAS

g and Remote Access Server Setup Wizard

Gompleting the Routing and Remote
Access Server Setup Wizard

“rou have successfully configured this server as a remote
ACCEsS Server

Summary:

R&S clients are assigned to the following network, for ;I
addressing: Local Area Connection 3.

Client connections are accepted and authenticated using:
remote access policies for this server.

[ |

For more information about managing remote access servers,
seal) :

To close this wizard, click Finish

< Back I Finish I Cancel

Figure 93 Routing and Remote Access Server Setup Wizard Completion
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Now you server is enabled as remote access server.

Version: 2022-10-26

Itis required to configure the authentification method « Unencrypted password (PAP) ». Click with your right mouse button (context
menu) on your server into the « Routing and RAS » menu. Select « Properties » and click the « Authentication Methods... »

button.

Figure 94 Local Properties

Figure 95 Authentication Methods

GX206 (local) Properties 21

General  Security | P I PRP I Loggingl

The authentication provider validates credentials for remote access clients
and demand-dial routers.

Authentication provider:

W, thentication

Configure... |

t Authentication Methods... I

The accounting provider maintains a log of connection requests and
sEssions.

Accounting provider:

Windows Accounting j Lonfigure... |

The custom IPSec policy specifies a pre-shared key for L2TP connections.
The Routing and Remate Access service should be started to set this
option.

[ Allow custom IPSec policy for L2ZTF connection

Fre-shared Key:

QK I Cancel Lpply

Authentication Methods 2lx|

The server authenticates remote systems by using the selected methods in
the arder shown below.

™ Extensible authentication protocol [EAPE

EAP Methods. .. |

I~ Microsoft encrypted authentication version 2 [M5-CHAP +2]
™ Microsoft encrypted authentication (MS-CHAP)

™ Encrypted authentication [CHAP)

™ Shiva Password Authentication Protocol [SPAP)

G? Unenciypted password [F'AF'D

" Unauthenticated acce:

[~ Allow remote spstems to connect without authentication

oK I Cancel

Please note, that all other authentification methods have to be disabled!
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outing and Remote Access

File  Action ‘iew Help

=10lx|

« = [[m 2 m

Server Status
Ta) 32206 (local)
B Remote Access Clients
E Ports
E-E 1P Routing
B General
E Static Routes
L CHCP Relay Agent
B 1aMP
% Remote Access Policies
D Remote Access Logging

1 12

and Remote Access

) Welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to
private networks.

Use Routing and remote access to configure the following:
* A secure connection between two private networks.

* A Virtual Private Network (WVEN) gateway.
+ A Dial-up remote access server.

+ Network address translation (NAT).

* LAN routing.

+ A basic firewall.

To add a Routing and Remote Access server, on the Action menu,
click Add Server.

For more information about setting up Routing and Remote Access
server, deployment scenarios, and troubleshooting, see Help.

L]

‘Dnne

Figure 96 Routing and Remote Access GX206 (|

local)

Version: 2022-10-26

It is required to create a new remote access policy. Right-click on Remote Access Policy and select « New Remote Access

Policy ».

3 Rout g and Remote Access

File  Action ¥ew Help

=lolx|

- = |

‘E__‘ Routing and Remote Access

Server Status
- GX206 (local)

E Ports
E1-E} IF Rauting
: B Generd
E Skatic Routes
L DHCP Relay Agent

Lo E IGMP

D Remoke Access Lo

- H, Remote Access Clients (03

MNew Remate Access Palicy
Hew 13
Wi 3

Refresh
Expaort List. ..

Help

4 Iﬂl

Remote Access Pol 5

“£§' Connections ta Microsoft Routing and Remote ... 1
Connact\ons to ather access servers 2

|D|sp\ays Help for the current selection,

Figure 97 Routing and Remote New Remote Access Policy

Select « Set up a custom policy » and enter the desired name.

New Remote Access Policy

Policy Configuration Methad
The wizard can create a typical policy. o you can creale a custom policy

How do you want to set up this palicy?

" Use the wizard to set up 2 ypical policy for 2 commen seenaria

&+ Setup a custom policy

Type a name that describes this policy,

Folicy name:  [INMS Diakin

Example: Authenticate all VPN connections.

Select Attribute
rd U select attribute

alx
Select the type: of attibute to add, and then click the Add buttan
Attribute types:
Hame | Deseription -
Authertication-Type  Speciies the authertication scheme that is U
Called-Statiore|d Specifies the phone number disled by the us:

Caling Statiorrld
Client-Friendly-Hams
ClientIP-Address
Clientendor
Day-bnd-Time-Rstiic.
Framed-Protocal
M5-RAS Vendor
NAS-Identifier
NAS-IP-Address

"

Specifies the phone number from which the ¢
Specifies the friendly nams for the RADILIS ¢
Specifies the IP sddress of the RADILIS lier
Specifies the manutacturer of the FADILS pi
Specifies the time periods and days of wesk
Specifies the protacel that is used
Description not yet defined

Specifies the stiing that identifies the NAS th,
Specifies the IP sddress of the NAS where t
Specifies the type of physical port that is use:
Specifies the type of service that the user ha—

Service 1ype
Tunnel-Typs

\:t‘mﬂwe.mm ins

Specifies the tunneling protocols used.
Gracifias b Wtfindrmns aroons that bhe iser b2
| ,

< Back | Hext> |

Concel |

Figure 98 New Remote Access Policy Wizard — Select Attribute

Select the attribute « NAS Port-Type, Async (Modem) ».
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New Remote Access Policy Wizard x|

Palicy Conditions
To be authenticated, connection requests must maktch the conditions you speciy.

NAS-Port-Type

Gp Avalable types Selected iypes:

8C | ADSL-CAP - Aspmmetri a Add »»
ADSL-DMT —Asymmatj =

r

Fo
<< Remove ul

5.3 Fan

HDLC Clr Charel

IDSL 15D Dighal 5u

SO Async V110

SN 4 vnc\/120_|;|
y

¢Back | Mews | concel |

Figure 99 New Remote Access Policy Wizard — NAS Port-Type

Mew Remote Access Policy Wizard

Policy Conditions
Ta be authenticated, connection requests must match the conditions pou specify.

Specify the conditions that cannection requests must match to be granted or denied
ACCESE.

Policy conditions:

Edit Bemaove |

< Back | Mext > Cancel

Figure 100 New Remote Access Policy Wizard — Policy Conditions

Specify the conditions via the « Add » button and select « Grant remote access permission ».

New Remote Access Policy Wizard x|

Permissions 2
A remate access policy can either grant or deny access to users who match the \J
specified conditions.

If a connection request matches the specified conditions:

" Deny remote access permission

< Back I Hest » I Cancel

Figure 101 New Remote Access Policy Wizard — Permissions

Click the « Finish » button to complete your configuration.
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New Remote Access Policy

)

rd

Completing the New Remote
Access Policy Wizard

You have successfully completed the Mew Remote Access
Palicy "wizard. You created the following policy:

LINMS Dial-n

Conditions:
MaAS-Port-Type matches "Async [Modem]”

The policy was zet up manually

To close this wizard, click Finish.

Cancel

Figure 102 New Remote Access Policy Wizard — Completion

Version: 2022-10-26

After the set up of the custom policy « UNMS Dial-In », it is required to configure the « Unencrypted authentication (PAP, SPAP) ».
Click the « RAS policy » button into the « Routing and RAS » menu and click with your right mouse button (context menu) on
« UNMS Dial-In ». Select « Properties », click the « Edit Profile » button and open the tap « Authentification ».

Teleservice Properties

Setlings |

Specify the condtions that connection requests must match

Policy conditions
e Fort T ype maich

agd. | Edi. Remave

If connection requests match the conditions specilied in this poicy, the

sssosiated profie will be applisd ta the cannestion

Edit Profile._. [}

Unless individual accsss permissions ars specified in the user piofil, this

policy contrals access to the network

If a connection request matches the speciiied conditions:
" Denw remole access permission

% Grant remote access parmission

Edit Dial-in Profile

Diakin Constraints I IP
Authentication Encryption

21

™ Encrypted authertication (CHAP)

(¥ Lnencrypled authentication (FAP. SPAP] )

[~ Microsoft Encrypted Suthentication version 2 [MS-CHAP +2)
™ Usercan change password aften it has expied
[ Microsoft Encrypted Authentication [MS-CHAP)

™| Wser can change password sfter it has expiied

21|

Hultlink.
Advanced

Select the authentication methods you want to allow far this connection,

Unauthenticated ac:

methad,

r Allog clients to connect without negotiating an authentication

0K | Cawel |

Sapl |

e |

Figure 103 Teleservice Properties — Edit Dial-in Profile

Please note, that all other authentification methods have to be disabled !

12.5 UNMS Teleservice - Create a Modem Connection

Create a new service and select as connection type ,RASManager compatible®.

i
@ General | @ contract I 3} Infa I B advanced I

Site name:

I Hamburg

s ﬁgrvic

Mame:

Group:

| Hamburg

Copnf jon bype:

| STANDARD v |

IRASMana her compatible j

BAS properties ... |

oK I Abbrechen
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Figure 104 Service Properties

Click the ,RAS properties...“ button for the configuration of the parameters. At first, it is required to create a modem connection
via the ,Configure RAS...“ button.

RAS propetties il
RASsourcer ———————————————————— RS pollinterval:

Select phonebook entry: Stark time: |17"=50=14j'
ITESt d Interval: ID hours

Delete | I 0 minutes

1

—RAS network settings:

DMS name or IP address: Port:
I 192,165,551 5769

—RAS dial settings:

¥ Disconnect I 5 minutes after manual dialing

oK Cancel

Figure 105 RAS Properties

The Windows PPP configuration will start now. For the usage of the Windows Configuration we refer to Microsoft user manual or
help. We describe in the following only the most important configuration issues which you have to configure to a Modem
connection..

Create a new ,Local Area Connection* via the button ,New".

s Network Connections

Choose a netwark. connection:

Connegct... l ’ Cahcel ] [ MHew... ] [ Froperties

Figure 106 Network Connections

Select the option ,,Connect to the network at my workplace®.

ew Connection Wizard

Metwork Connection Type
What do you want to do?

" Connect to the Internet

Connect to the Intermet so you can browse the Web and read email

# Connect to the network at my workplace
Connect to a buginess network [uzing dial-up or WPM) 20 pou can work from home,
4 field office. or anather lacation.

" Set up an advanced connection

Connect directly to anather computer uging pour enial, parallel, or infrared part, ar
set up this computer so that other computers can connect to it.

< Back I MNext > I Cancel

Figure 107 New Connection Wizard — Network Connection Type

Select the desired modem out of the device list. The MODEM on your UNMS has to installed already. The supported Modem by
UNMS is the type DEVELO/Microlink or compatibles.
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Network Setup Wizard

Select your Internet connection.

Select pour Intemet connection from the following list.

The wizard has lected "Local Area C ion" as the ian that is

most likely to be conect.

Connections
ke 11 Humberside Fire and Reseue Service [EWA2719) Best Data Dala Fan A
Fe 10 Bank of Butterfield (EWA1923PR) Best Data Data Fax
[

kS

Leam more about how to determing vour Interhet connection.

<Back |[_ Wew> | [ Cancel

Figure 108 Network Setup Wizard

Enter an unique name, no other RASMANAGER device in your UNMS should have the same name.

New Connection Wizard

Connection Name
Spesiy a name for this connection to your warkplace.

Type a name for this connection in the following boz

Company Hams

: il

For example, you could type the name of your warkplace of the name of a erver you
will connet (o

< Back I Next > I Cancel

Figure 109 New Connection Wizard — Connection Name

Enter the accordant telephone number of the RASManager. This is the telefonnumber the UNMS has to dial to reach this

RASMANAGERs Modem. If any prefix is necessary for your Telefonesystem, please add this or configure this in your MODEM
configuration.

New Connection Wizard

Phone Humber to Dial
“What is the phone number you will use to make this connection?

Type the phane number below

Phone number:

: 0412346789

*fiou might need to include a"'1" or the area code. or bath. If you are not sure
waou need the extra numbers, dial the phone number on your telephane. If pou
hear a modem sound, the number dialed is comect.

< Back I Nest > I Cancel

Figure 110 New Connection Wizard — Phone Number to Dial

Click the ,Properties” button to configure the network settings.

4 Network Connections

Choose a netwark. connection:

[ Connect... ] [ I:anc:el ] [ INew.. ] [ Properties

Figure 111 Network Connections — Choose a hetwork connection

Click on the ,Networking” button to configure the network settings for this MODEM PPP connection.

94

Copyright of the European Union is effective (Copyright EU) (c) 2022 GENEREX SYSTEMS Computervertriebsgesellschaft mbH, Hamburg, Germany,
All rights reservedTEL +49(40)22692910 - EMAIL info@generex.de - WEB www.generex.de (This and all other product datasheets are available for download.)


mailto:info@generex.de
http://www.generex.de/

General ‘Dpliﬂns Security INatwmkmgI Advanced

General | Options | Security | Networking

Connect using;

—
Type of dial-up server | am caling:
‘@ Modem - Best Data Data Fax Modem [COM3] ‘

B 04 Nottingham City Hospital NHS Trust (Ewa... [2 ][]

| FFPF: ‘windows 35/38/MT 4/2000, Internet

Phare number

Phone number:
000111111

This connection uses the following items:

= 305 Packet Scheduler
[ /= File and Printer Gharing for Microsaft Metworks

‘ [ Alternates ]

(8 Client for Microseft Metwarks
[] Use dialing rules

Seftings

2

Install...

Deescription

Traremission Control Protocal/Intermet Pratocol. The default
wide area network protocol that provides communication

acrass diverse interconnected networks.
Show icon in natification area when cannected

Figure 112 Network Connections — Networking - Advanced
And on the Networking page on the ,Properties” button.
Click on ,Advanced ...."
Disable ,Use default gateway on remote network®.
General

General |DNS | wiNg

“You can get IF seltings assigned automatically if your network
supports this capabilty. Othervise, you need to ask your netwark
administralar for the appropriate IF settings. natwork

() Obain an IF address
) Use the fallowing IF address

PPP link.

[

(%) Obtain DMS server addiess automatically
() Use the following DNS server addresses:

This checkbo anly applies whern vou are connected to 3 local
network and a disl-up network simukianeously, ‘when checked, data
that cannot be sent on the local netwark is forwarded ta the diskup

]—Lse default gateway on remate nefwork

Use IP header compression

L 7]
L]
.

Figure 113 Internet Protocol Properties — Advanced TCP/IP Settings
Click the ,Connect” button to.

03 o
.= Network Connections

Choase a network connection:

[ ]

[_Comect. ] [ cancel | [ Mew.. | [ Propeties

Figure 114 Network Connections - Connect

Version: 2022-10-26

Test your connection by dialling it manually. Enter the username (1) and the password (2), which you defined into the RAS
Configuration of your RASMANAGER for the ,RAS Server”. Windows offers to save and remember these settings and use it for

the following users, please activate this function (3) Select the option ,Anyone who uses this computer (4). Finally click the
»Connection® (5) button to dial out to your RASMANGER and establish a connection.
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Figure 115 Network Connections - Dial

Connect 04 Nottingham City Hospital NHS Tr... @@

e [ ]
o e —

I Save this user name and password for the following users: i"

Password:

(O Me only

(3) Angone who uses this computer e

Diat 01159936597 v

[oa

Jjt—earcet - PropenesH{—wee— T °

Version: 2022-10-26

If all settings were defined properly, the following icon will appear into the task bar in the lower right side.

Click the right mouse button onto this icon, select ,disconnect, to disconnect manually created connection (Click the ,Cancel”
button) and check this later with your UNMS Teleservice.

%s Network Connections

Choose a network connection;

[]

;IIL g@ 23::_b Eonicl... [ Cancel ]’ MHew... ][F‘roperties

Figure 116 Connection Icon - Network Connections — Cancel manually createc

Now enter and the ,RAS dial settings”. Enter the accordant IP address of the k

To avoid manually executed modem connections for a longer time, you shc

between 5 and 10 minutes.

@ General | @ contract | & info | /B advanced |

n
ler server.

g ,Disconnect function and set a time

Site name:

Bremen

Service

Mame:

Group:
DE-BREUSVOO1XP

Connection type:

’F‘.ASManager compatible

RAS properties ...

STAMDARD

-

Figure 117 RAS Properties - Settings

You have successfully setup your RASMANAGER and UNMS Teleservice. Restart the UNMS now and connect via MODEM to

your RASMANAGER.
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RAS properties _J

RAS source: []ras poll interval:
Select phonebook entry: Start ime:  14:00:44 -

| GENEREX VPN

Interval: 0 | hours

[ Configure RAS... ] D 0 | minutes

RAS network settings:

DMS name or IP address:
10.49,122,73

RAS dial settings:

Disconnect 15 minutes after manual dialing

Figure 118 RAS Properties - Settings

To test incoming alarm calls we recommend to create an alarm on the RASMANAGER side and watch if the connection gets
established and if the UNMS picks up the call and displays the alarm.

If this works, your installation of RASMANAGER and configuration of UNMS TELESERVICE is finished and you may add in the
same way more RASMANAGERs to your UNMS Teleservice, until the number of licenses reached. To extend your UNMS to
more RASMANAGERSs, please purchase and upgrade of your exisiting TELESERVICE license.

14. UNMS - Web Console

A UNMS is mainly monitored from remote by using a Webbrowser. A Webbrowser is described in this manual as a Web Console. The
Webconsole shows the actual status information, historical logs and all reports can be accessed and inspected. This allows you to access
your management information from different computers of different customers or facilities in your network. By using multiple Web Consoles,
you can encourages sharing of management information by many people.

You can login from any workstation that is running TCP/IP and is connected to your network (e.g. over the Internet, DSL, leased line, LAN,
VPN, etc.).

The Web Console has the following requirements:

You must enable JavaScript in your browser.
Your browser must support the XML standard.
You should allow Cookies from the UNMS server system.

You should allow Popup Windows from the UNMS server.

= == =2 -4 -a

The Web Console will operate best with recent versions of the Microsoft Internet Explorer and the Mozilla
Firefox browsers.

Using your Web browser from any system, enter the address for the UNMS start page as follows: "http://a.b.c.d/lunms” where a.b.c.d is
the IP address or DNS name of your UNMS server system. The Web Console will be executed inside your Web browser.

Web Console — Notification Area: Whenever a critical event occurs then the UNMS will bring up a notification box with an audible alarm
on every connected Web Console. You can click the Speaker icon to mute the sound for this notification.
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*

Figure 119 Web Console — Notification Area

Version
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Web Console — Main Screen: You can view the Main Screen by using the Home button.The following diagram and table shows the
main elements of a Web Console

Web Console - Viewing a Site: You can view a particular site from the Main Screen. The following diagram and table shows the site
elements of a Web Console.

"Hi UNMS Administrator - [Web Console]

| Fle Edt vew Tooks Help

|E|Eg|ed|* X (n]%

Web Console | site Maps |

(€©)® Home *
34

Europe

LogFile Signout | Help | About = NIEFRRIEDC

UNMS Started

Figure 120 Web Console — Main Screen

Click on an icon to view it's details (see also: Viewing a Service)..

No. Name Description
Alarm Bar Displays new alarms graphically (red blinking) and acoustically (beep). To mute click on the loudspeaker symbol. Any
incoming new alarm will remove the previous displayed alarm.
Menu Bar Navigation to the main/home page of your UNMS. Also for viewing LogFile, Sign Out, Help and About box with UNMS
version and module information
Navigation navigate backward/forward between the UNMS last screens
Bar
@ Site The name of the current site
@ Main Frame | Graphical view of sites and services. The contents depends on the current UNMS location.
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Web Console - Viewing a Service : You can view the status of a particular service from the Site View or the Logfile View. The following
diagram and table shows the typical service elements of a UPS in a Web Console. Services (UPS, BACS, SITEMANAGERS,
SENSORMANAGERS, CS121/CS141, ATS Automatic Transfer Switches etc.) may have individual screens. The UNMS will display the
graphic for this device — depending on the manufacturer of the device — in different styles. For details about such individual device screens
please refer to the user manual of this UPS or other product.

“hif UNMS Administratar - [Web Console]
| Fle Ede e Toos Hep

AL AR Y

vieb Console | St viaps | q4b
@ Alarm: 22.04.2010 14:3%: Hamburg : 200.238
Home LogFile Signout | Help | Abolt G rNERREYC
\'@@ HW131: Testraumsicherung \D *

1 2

SLC 1000 LINK

L1230y d98Hz (p . L1 a7 s amoHz

Time: 12Min
Capacity: 100%

L1
Baftens: 39V Temp:210 °C 100%
a0%

4 5 6
@ Hormal Data charts Loy file

IUNMS Started

Figure 121 Web Console — Site View

Name Description

Location | The location/name of this service within the UNMS.

Bar
Link Direct link to the web-interface of the CS121/CS141 of this UPS. With this
Button button you leave the UNMS and open a separate browser windows to

reach the device internal webserver directly.

Service Schematic view of the service status and values. Here the display of a
Panel standard UPS single phase.

Service Displays the service status. The LED shows the event priority color and
Status the event messages text that you have defined for the actual service
status. Green is signaling that the device is OK, yellow is showing a
warning, red is showing that there is an alarm present.

Related to the service type you have defined, you are able to click the

LED or the text to navigate to the web-page of this service (e.g.
CS121/CS141 Web Adapter).

®O O 0|

Data Click on this button for the display of the UPS values into a chart. To
charts activate this function you have to enable the UNMS logging for this device
— see page 26.

Log file Click on this button to show all text log files of this device since it became
a member of the UNMS system.

When UNMS is running you may connect to every Service by a doubleclick on the Icon (marked as « 2 » in figure 99) to see the
UPSVIEW screen for this device. If you want to leave the UNMS an get directly redirected to the inbuilt Webserver of this
Service, than click the > Button — this will open a webbrowser directly to your Service where a new login may be requested.

Sign out | Help | About
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Generally the colors signify the alarm levels. Green means « in use and OK », Yellow means « not in use, standby and OK »,
Red means « Alarm, not ready »

Web Console - Viewing the LogFile: You can view the Lodfile by using the Logfile button. The following diagram and table shows the
logfile elements of a Web Console.

{2 UNMS web Console - Windows Internet Explorer [_ O[]
@‘ ) v [] bepeocahostjunmsi Zl#2 /] x| Jeooge P

Datei Bearbeiten Ansicht Favoren Extras 7

S0 e @Unms web Console | | M - B - o v hsere - (iEaras + 7
Home LogFile Sighout 1 Help | About  GHE MNHERIEDC
(€)@ LogFile -
Filter from [DD.MMYYYY  at[00:00 x|  Pprioriy | =] message |
1 To [DDMMYYYY at[00:00 x|  see  [HWI31 seruice  [222.244
Event log file | Current File ¥ Lines (20 ¥ Refresh | | Exportas ¢gv ﬂelimﬂzrm
New

Results 1 -4of 4

Prio  Time Site  Service Message
5042010150907 HWI31 222244 upsGeneralFault
16042010 150567  HWI31 222244 upsGeneralFault
BO4I0I0143190  HWIST 722244 upsGeneralFaul
1B042010 141218 HWI31 222244 upsGeneralFaul

Figure 122 Web Console — LogFile View

No Name Description
Filter Bar Here you can choose between various filter options to spare you from having to read through the
complete history.

Click on the Show button to apply your filter options to the current logfile view.

Historical A table that contains all historical event information’s. You can browse the table by clicking on the
@ Log Previous, Next or New button above of this table.

Click on a service name to view the service data (see Viewing a Service).

15. Monitoring Extension

If you want to extend your UNMS |l for further UPS, it is required to upgrade your license. Click into the UNMS Il Administrator Console the
+Help/About UNMS* button and click the ,Change” button in the new window.

o Advice: The upgrade is valid for the extension of objects/devices. The upgrade is not valid, if you want to add UNMS Modules (e. g. TeleService).
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*Fin UNMS Administrator - [Web Console] 9 =1 3
| Fle Edt vew Took Hep

& [ @ [% X ] ®

Wieb Console | Sice Maps | 4 1 [ Ste Explorer x|

2 - & sites and Services

= £ i : =] aniburg
Generex Headauarter
Generex Warehouse
& o

Home LogFile Sign out | Help 1 Aboul G NERREC
@@ Generex Headquarter *

=

[ sivemoniartt
SiveSwitche
Onilne - NUMD
LED Display
SiteManager jv3
Sigteponitor 1T
SiteManager 1f+3
Restaurart TaiTan
Tatento

—_—
About UNMS
B2 UPS Netyork Management System - Version 2,0
[l Copyright @ 2005-2010 Generex GmbH, All ights raserved,
Product License:

STANDARD EDITION: Maxc, 250 Services ! Change. I
Serial Number: 12GENUNIGMIIS

Tnstalled Components:

[Generex INMS Administrator - Version 2,0 Buld(2.0.00) Copy Info
Generex INMS Server Service - Version 2,0 Buld(Z,0.00)

[Generex INMS LIPS Nek Agent - version 2,0 Euild(2.0,00)

(Generex UNMIS SMP Agent - Version 2.0 Build(2.0.0.1)
[Generes: LINMS Wb Consale - Version 2.0 Buld(2.0.00) Sz i

“Warning: This computer program is protected by copyright law and international
treaties, Unauthorized reproduction or distribution of this program, or any portion of it,

may resultin severe civil and criminal penalties, and willbe prosecuted to the maximum

extent possiils under the law,

Figure 123 About UNMS — Monitoring Extension
Select the accordant path to the UNMS Il Key File, import it and restart the UNMS 1.

Import UNMS license file

Lok in: [ 15 image B O

File name: j Dpen
Files of typs: [UNMS Key Files [key) | Cancel

Figure 124 Monitoring Extension — Import UNMS license file

16. Getting Technical Support

You can view the Support Page by using the Help menu from the status bar. The following diagram and table shows the help elements of
a Web Console.

{Z'UNMS Web Console - Windows Internet Explorer [_[O] <]

@1»_; ~ [ hetpiflocahostjunmsi =l [#2 |l x| [co0ae P~

Datei Bearbeiten Ansicht Favoriten  Extras 7

S8 @ US Web Console T - B - - b Sele » (GEdras -
B Alaco 010 12:06: Harl rd
Heme LogFile Sign out 1 Help 1 About. G MNHEFREDC
@@ SiteManager Il/v3: 222.164 @ *

UNMS Il

2 Documentation (pdf)

3 contact Support

Figure 125 Help Menu
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No. Name Description
@ Menu Click on the Help button to view the help page.
@ User Click on the View documentation button to open this User Manual.
Manual Note that this manual is delivered in the common Adobe PDF format. If you do not have the Adobe's

Acrobat Reader installed yet, you can download a free version from the Adobe website at
"http://www.adobe.com"”.

@ Support Click on the Contact support to send an email to the technical support.
Email

17. Troubleshooting

17.1 Problems at Execution of the Setup

If the setup does not start or you receive the following message,

Opening setup.exe il

‘ou have chosen to open

[*] setup.exe
whichis a: Binary File
from: . LLY@ISHIELD, UPS\CD, MG, DRIVER S UMMSIT en-US unms 1T

Wwiould you like ko save this file?

Save File

Figure 126 Opening setup.exe

it is required that you open the “start.htm” via the context menu, click the “Open with” button and select the Internet Explorer.

17.2 Problems during Installation

If you get the following error message during the installation, it is required to reinstall the IIS.

Failed while processing WebSites.....
15 UNMS I Server Setup @

': Failed while processing WebSites. (-2147024893 )
.

Figure 127 UNMS Il Server Setup Error

17.3 The Service “Network Lost” Event is notified too fast

If the network connection to one or more monitored devices/services is lost periodically due problems with this devices or your network,
then you may want to define a grace period for the notification of this event.:

1 Open the Administrator Console and choose ‘UNMS Options’ from the ‘Tools’ menu. Then choose the ‘System’
page tab in this dialog.

1 Select the ‘Modify service lost delay’ box and enter your delay for the notification of the ‘Network lost’ event in
seconds in the edit field (The default value for this delay is ‘0’ seconds).

1 Hit the ‘OK’ button and restart the UNMS server.

17.4 A running Skype Program claims the UNMS Web Port

The UNMS Web Server may not start correctly if Skype is installed on this computer and has started before the UNMS Web Server (e.g.
after the installation of the UNMS). This problem may occur when you allow Skype to claim the standard HTTP-Port (TCP-Port 80) for
communication.

If you encounter such problem, use the following steps for a solution:
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1 Open Skype and configure it so that it not uses the standard HTTP-Port (TCP-Port 80) for its communication.
Please refer to the Skype manual for how to configure Skype.

1 Restart Skype to force that it releases this resource.

1 Inthe ‘Control Panel’ open the ‘Administrative Tools’.

9 Select the Internet-Information-Server (1S) and restart it.

17.5 Disable IS Website Logging for UNMS I

You can disable the UNMS Il website logging into the IIS (Internet Information Service) configuration. Open the IIS configuration via the
“Control Panel/Administrative Tools”. Open the context menu onto “Default Web Site” and select the “Properties”.

. Internet Information Services (I15) Manager @ 192.168.2
¥4 Fle Action Vew window Help ‘ _1a@] x|
c= | Aa@XFER B[22 m
©) Iternet Information Services  « | [ Hame [ Path [ Status o
B350 G#25 (Jocal computer @ _vtibin C:\Program FilesiCommon FilesiMicr...
B_J Application Pools apn DiiProjectsiGenerex|UPSups @6 ..
El-_J Wieb Sites By pamnles APriectsiSamnlect CrstalR ennrks
B DECUE T E M D e fault Web Site Properties [2]x]
g _vti_bin
5 o Ditectory Secuity | HTTP Headers | Custom Errors | ASPMET | Server Entensions 2002 |
"f.’ CRSamples web Site Pefomance | ISAFIFiters | Home Diectoy | Documents
14 gxOEM ~
b oFe Smatic e Web sits identification
“f" PerlEx Desciiption: ‘weh Site}
E- WebFeatures 1P address: [ Unassigned) =] Advanced
[#-_) aspnet_clisnt
__) images ICF port: a0 S5L port:
[k WieatherService
El_J _private - Connection:
J vtienf Connection timeaut 120 seconds
_J _wti_log
B vt pt ¥ Enable HTTP eep-lives
_J _wti_script E
i b (¥ Enable Ioggmg\
1. 63k Mirvmeaft ShavaDnir _}
N I T Active log fomat
[[4/3C Extended Log File Format =] _Erperies.. |

0K | Cencel Ll Helps

Figure 128 IIS Manager — Default Web Site Properties

17.6 Problems with Web-Interface on 64-bit WIN Server 2003
To enable IIS 6.0 to run 32-bit applications on 64-bit Windows OS:

1. Open a command prompt and navigate to the %systemdrive%\Inetpub\AdminScripts directory
2. Type the following command: “cscript.exe adsutil.vbs set W3SVC/AppPools/Enable32BitAppOnWin64 true
3. Press ENTER

17.7 Problems with the Display of http://localhost (IIS Welcome Page does not appear)

On some OS, it might be required to create a “Default Web Site” into the 1IS Manager and to set the “DefaultAppPool” as
application pool. The UNMS Il might not be able to create an own site without this object.

e |@ b SUNLSOWSYOO4  » Sikes » Default wet

Datei  Ansicht 7

G- |z |8
5-----@3 Skartseite

P 'HE] SUMLSOMWYSY004 (STEBDZ\E_admin
f LS} Anwendungspocls

ol Sites

A Q Default Web Sike
ptasprtsiont
[+ :'ﬁ' unims

Figure 129 IS Manager — Default Web Site
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17.8 RAS Manager Dial-In Problems

After the reboot, the RAS Manager can be dialed once only. Every further try will fail, because the modem of the RAS Manager
does not respond. The problem might be a faulty IP address configuration at the RAS Manager. Please enter the IP address with
full octets like this: 010.011.012.001.

17.9 Problems with Unicode Programs

If you are not using a Windows OS with the languages German, English or Turkish, it is required, that you define the language of
your OS for one of these languages.

17.10 Problems with the installation of an interactive service

The UNMS is an interactive service. Therefore its required, that you disable the no interactive service feature in the registry of the
0os:

HKLM\SYSTEMCurrentControlSet\Control\Windows
NolnteractiveServices

Change the value from “1” to “0” and reboot your OS.

> AL s e T
bl Video '-'-'glNoInteractiueSer... REG_DWWORD 000000
. , VirtualDeviceDrivers ) 57
o B wencsve o) 4 Dy ORD-Yidert (32-Bit) bearbeiten
- Waf a_h\|§ Wertname:
. WoL MolnteractiveServices
e Windowes
) Winlogon wiert: Basis
| Winresume E a @ Heradezimal
s AL ) Dezimal
e L O
----- , Deleted Device IDs [
2 - . Enum o

Campute\HEEY_LOCAL_MACHINEVSYSTEMYC urrentControl Set\Contral\Windows

Figure 130 IIS NolnteractiveService Feature
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