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1. The CS121 Family - Introduction

11 About your CS121

111

The CS121-series are a group of products designed especially for critical resource
management within technical facilities. All of these products share many of the same basic
CS121 features, and some have special components and functions.

The CS121 products are most commonly used for the management of UPS systems, get UPS
data via SNMP and display all available data and failures. These information will be forwarded
to desired clients. In addition a shutdown of these clients could be executed via our RCCMD
Multi-Server Shutdown Software.

This user manual describes the main function of the CS121 and the function of additional
components.

The construction and the configuration of the CS121 devices are universal. The adaption has
to be fit in different UPS devices from worldwide located manufacturers. This user manual
cannot show all alternatives. Different screenshots and described details have to be
interpreted correspondingly.

General Information

12 CS121 Device Type Overview
The following CS121 device types are available as:

. external adapter
. slot card adapter
Devices Function Description
CS121L SNMP-Adapter | external adapter with AC/DC converter power supply
CS121sC SNMP-Adapter | Slot card adapter for chinese UPS
CS121F SNMP-Adapter | Slot card adapter for FUJI UPS, Japan
CS121R SNMP-Adapter | Slot card adapter for PILLER/CTA/RIELLO/AROS UPS,
Italy
CS121MOD SNMP-Adapter | External adapter with MODBUS interface (RS485)
CS121CS MOD | SNMP-Adapter | Slot card adapter with MODBUS interface (RS485)
CS121BL SNMP-Adapter | External adapter BUDGET model (without COM2- and
AUX port)
CS121BSC SNMP-Adapter | Slot card adapter BUDGET model (without COM2- and
AUX port)

And the following external devices, which are CS121 based, but got additional features.

Devices

Function

Note

SITEMANAGER

SNMP-Adapter + monitoring of
sensors und actuators

GSM Modem connection possible

SITEMONITOR SNMP-Adapter + monitoring of GSM Modem connection possible
digital inputs

SITESWITCH4 SNMP-Adapter + switching of
power outlets

BACS SNMP-Adapter + monitoring of

battery system




Properties of the CS121 device types:

Csi121 FEATURES and [Supported |CS121 COMMON FEATURES FOR ALL
MODELS OPTIONS UPS models |MODELS *
CS121L Second mini din 9 |All 1400 UPS | A these CS121
external COM port for models from . .
— RS232. AUX port |over 80 . devices are capable of_ managing the
for digital input/ different UPS UPS models for which they are
output. MODBUS  [manu- compatible vi a t he
k:.j?;:. RS485 option. facturers. protocol. Each CS121 integrates
. - Remote RAS seamlessly into all contemporary SNMP
management facility management systems.
options. e models have their own web server with
CS121SC slot |Like CS121 L All Chinese/ configurable event management for
external, with Taiwanese automating responses to power and
CS121 WDP (see |standard slot UPS status conditions. This includes
.1.,. Appendix D.) UPS models. Emails transmission, RCCMD net work
messages and shutdowns, logdfile
CS121F Second minidin 9 |FUJI UPS entries, grafical logdfile for statistics, UPS
FUJI slot COM port for shutdown functions a_nd wake-up calls
RS232. AUX port for computers which have been
for digital input/ shutdowned before (wake-on-lan).
output. Remote e may be configured individually for all
RAS management actions and events
OP“O”S- - e have a built-in scheduler for regular
CSI12IR Like CS121 F. Riello and tasks like battery tests, battery
Riello slot Aros UPS calibration and UPS shutdown/restore.

e have a wide range of network
management features for alarming users
and managing other SNMP devices and

CSI21BL _ |Economic CS121 |AIl 1400 UPS general overall Computer and Power
BUDGET  |with LANUPS  |models from resource management via RCCMD.
management only. |over 50 e > 4MB include MODBUS-over-IP and an
(No AUX port for  |different optional MODEM interface.
dry contacts, no manufacturer. | o  offer a COM2  for connecting
COM2 interface for environmental sensors or for connecting
modem or other products and software to manage
= environmental the UPS.
Sensors.
CS121BSC  |Like CS121 All Chinese/ | *  have 2 years warranty and a free update
BUDGET slot [BUDGET external, |Taiwanese period of 3 years.
with CS121 WDP |standard slot | e are made in Germany.
(see Appendix D.) |UPS models.
'EQ
Csi121 Like CS121 BSC |Minislots from
plus COM2 Soltec,

MiniSlot

Multipurpose Port

Voltronic and
others




1.3

The standard CS121-adapter package contains an SNMP-adapter unit with supporting
hardware and software (note, that the Budget-models do not have all features.)

Scope of Delivery

Optional is a mounting kit for wall and DIN Rail mounting available.

Product Scope of Delivery
External User Configuratio | Mini-8 COM | Mini-8 COM
power manual on | n cable 2 port port
supply cb (MODBUS | (MODBUS

via RS232) | via RS485)

Cs121L X X X

(External)

CS121SC X X

(Slot Chinese)

CS121SCM X X X

(Slot Chinese)

CS121F X X

(Slot FUJI)

CS121R X X

(Slot

RIELLO/AROS)

CS121LM X X X X

(Extern)

CS121BL X X

(Budget Extern)

CS121BSC X

(Budget Slot

Chinese) ?

! For USAICA UL: Supplied by NEC Class 2 Power supply only

2 For the configuration via serial interface with terminal software and for the connection to additional devices,

€. g. sensors

8 Configuration with network cable only

14

software

Functional Overview of the CS121
The CS121 is working with an integrated Simple Network Management Protocol (SNMP)
exchanges
forwards Trap Messages to desired receivers. This Trap Messages inform the user about
critical situations of the UPS, e. g. a power failure. In addition the CS121 can trigger RCCMD

agent . Thi s

agent

(Remote Console Command) signals, messages, and shutdowns.

RCCMD is an additional single licensed software.

Otherwise the control of the UPS is possible, e. g. switching on bypass.
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Functional Overview of the CS121 Professional

Manage all stations in the network via RCGMD Compatible with other1400 different UPS.
and Power Generators

N Unix Windows
Seemless integration with ather network programs Shutdown
and other SNMP management systems El =
HTTP ava JUPSMON interface & Messaging
B comyprogram.exe | Remote Program start ™ O! ®*. MacOS
Network Message “ P
Email | SMS “ -
Facility/Building Management  MODBUS over IP - Q
Seiup device | Telnet FTP. solupfupdate - B
History | Logfile - »Q
2|
ol w
Easy AUX port setup of various dry contact add-ons
Powerful COM2 facility management extension options or as BACS (COM3) interface
Termperaiun menitoring € | SENSORMANAGER -« > “ BACS- Batary Managament System
Setup device @ Tarminal Configuration .« > » Fire Extinguisher
Oher application (RS-232) < Pipe-Through RS-232 PR - Air Gandiianing
- MODBUX - » - Fire!
UPS Dialer Modem/PPP > - Optaisalated contact IN | External Alarm Systam
PROFIBUS optional « > » Oploisolated contact OUT | Exemsi Alarm System
Functional Overview of the CS121 Budget
Seemless integration with other network programs Manage all stations in the network via RCCMD Compatible with other1400 different UPS
and other SNMP management systems and Power Generators
HTTP Java /UPSMON interface -« L N —
B camyprogram.exe | Remote Program start > + o
Network Message -« Messaging
Major Alarm! | SNMP Trap. - 0s/2 ® MacOS
Email/ SMS - Novell i
Facility/Building Management  MODBUS over IP - g
Setup device | Telnet FTP, setup/update «
History | Logfile «
Functional Overview of the CS121 MINI
Einbindungsmaglichkeiten iiber das Interface Ethernet  Verwaltung aller Pliitze im Netzwerk iiber RCCMD mit 1400 USVen
und Stromversorgungsgeréten
HTTP /Java [UPSMON Interface « Unix o Windows
Sc exe | Remote daiale: ol
Netzwerknachrichten benachrichtigen
Major Alarm! | SNMP Trap 0s/2 ® Macos
E-Mail / SMS

Einrichtungs-/Gebéude-Management  MODBUS dber IP
Konfiguration ~ Telnet FTP, Setup/Update
Ereignisspeicher | Datenprotokoll

=25 =

A A A A A A

LWOD

Erweiterungsoptionen (iber COM2 fiir das Gebaudemanagement

ZWNOD

-« SENSOI
<« Terminal
Andere Anwendungen (RS-232) < | Pipe-Through RS-232
Einrichtungs-/Gebaude-Management < MODBUS RS-232
UPS Dialer Modem/PPP
PROFIBUS optional
Battery Management System <« BACS optional

W W W R ]
TNy VY VYY



Functional Overview of the CS121_R_II

Seemless integration with other network programs Manage all stations in the network via RCCMD Compatible with other1400 different UPS
and other SNMP management systems and Power Generators

HTTP /Java /JUPSMON interface « Unix Windows

Shutdown
8 cimyprogram.exe | Remote Program start &
o Messaging
.

Network Message
0S/2 ac OS

Major Alarm! | SNMP Trap
g ¥
- g .

F4

Email /| SMS
Facility/Building Management | MODBUS over IP
Setup device | Telnet FTP, setup/update

A A A A A A

History | Logfile

LWOO

Powerful COM2 facility management extension options

ZW0O

Temperatur monitoring <t SENSORMANAGER
Setup device «¢ Terminal Configuration
Other application (RS-232) « Pipe-Through RS-232
Facility/Building Management <«  MODBUS RS232
UPS Dialer Modem/PPP
PROFIBUS optional
Battery Management System <« BACS optional

A A A A A A
YyYVYVYVYVYY

14.1 Functionalities of your CS121

o SNMP Adapter CS121/CS121 Slot: The SNMP adapter is a compact unit requiring minimal
workspace (ca. 28x69x126 mm for the external adapter CS121L). The slot card versions of the
adapter get inserted into the extension slots of UPS models supporting such a card type.

e Serial Port: Two DIP-switches change the adapter's serial port (COM2) to a configuration
port for installation or to a communication port for environmental sensors, modem or other
functions. The MODBUS-version uses the COM2 as RS485 interface and is not available for
configuration. The MODBUS version can be configured via web-browser only, Telnet and
default IP address.

e SNMP-Traps for remote monitoring and pre-alarming: The main function of the SNMP-
adapter is the transmission of alarm conditions of the UPS to the monitoring station (SNMP
traps and RCCMD traps/commands). It also makes UPS data for users in the network upon
request available. With this function, it is possible to retrieve and monitor e. g. battery capacity
of an UPS from a SNMP management station. The event settings configuration menu also
allows for SNMP trap testing.

* Remote Control: With this function it is possible to switch the UPS to Bypass (depending on
the model) or start battery tests. This remote command is executed either via the Network
Management Station or the UPS Management Software or any web-browser.

e Telnet: Every Adapter can be reconfigured via the network, using Telnet or HTTP after the
initial configuration of an IP address for the adapter. Current UPS data can also be shown
using Telnet. Generally we recommend to use the web-interface, since Telnet (and terminal
configuration) allows to setup a basic configuration of the CS121 only.

e Works with all major NMS: The CS121 works with most, widely used Network
Management Systems, e. g. HP Open View HP UNIX and Microsoft Windows NT, Novell NMS,
Spectrum, Sun NetManager, IBM Net View/600 and others. All SNMP systems, which either
allow the compilation of the MIB or already incorporate MIB RFC 1628 for UPS Systems, can
be used with the CS121.

e Multiserver shutdown via RCCMD/RCCMD2 compatibility: The CS121 is able to initiate a
network shutdown with any RCCMD modules from the UPS-Management Software CD. A
TCP/IP based RCCMD signal will be send to all RCCMD clients in the network. This enables

10



the remote shutdown of practically an unlimited number of client computers, independent of
the operating systems of the clients. RCCMD is an optional part of the UPS-Management
Software. Your UPS dealer is able to provide you with license keys for the RCCMD Software.
The UPSMAN service of the UPS-Management Software Suite is an optional module and not
required for that basic CS121 operations. We recommend to use the UPSMAN service only, if
the UPS is connected via serial or USB cable, if a CS121 is connected, you just need a web-
browser for the monitoring.

e RS232 UPS Protocol Router i Pipe- through: The CS121 (not BUDGET versions) is able
to transfer the UPS RS232 protocol on COM1 directly to COM2. This allows the use of
additional monitoring software on COM2, while making extra hardware (RS232 Multiplexer) to
multiply the UPS comport unnecessary.

e Log File: The CS121 got an internal log file synchronized with either a timeserver in your
network or from Internet timeservers. This log file can be accessed by web-browser,
UPSMON, JAVAMON or via FTP. The size of the log file is 250 lines, older entries will be
overwritten automatically.

e Network Settings: The CS121 models are adjustable to the network environment. An auto-
sensing function, 10Mbit or 100Mbit can be selected.

e Email Client: The CS121 adapters incorporate a built-in SMTP email client, which is able to
send emails automatically, if an error occurs.

e Web-Server: The CS121 models possess a web-server, which displays all functions and
settings of the adapter. Non-Windows users may use the UPSView as graphically display for
UPS data.

e Network Connection: The below figure displays a CS121 into a network environment. The
CS121 is communicating with the UPS and displays all available data.

NMS (Network
Management Station)

Power cable

cs121
Figure 1:  CS121 into a Network Environment

15 The Communication with the CS121-Adapter
e MODBUS

Modbus is the de facto standard protocol in industry, which is used in the facility management.
All CS121 types include an MODBUS over IP interface and MODBUS over RS232. The CS121
MODBUS device types possess a RS485 interface at COM2.

¢ SNMP
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The SNMP (Simple Network Management Protocol) is the Internet standard protocol for
managing devices on IP networks and is defined and standardized in Requests for Comments
(RFCs) specifications. Generally UPS systems are using the Management Information Base
(MIB) with the RFC1628 specification, which defines UPS specific devices.

The CS121 also comes with the standard MIB RFC1628. Because of this MIB is already part
of most SNMP software products, it is not required to compile the MIB (please search the MIB2
directory t rMleBof)ar Infto idb&eSowaCS121 to a SNMP-Management
station, which does not have the standard MIB RFC1628, you can download the specific MIB
from our website http://www.generex.de/e/download/cs12x/download_p.html. Copy the MIB file
to the appropriate MIB-directory of your SNMP-station and compile this file. In most cases your
SNMP already has implemented this MIB and a compilation is only necessary, if you want to
read extra information than just UPS (e.g. for SENSORMANAGER, etc.).

e UPSTCP

The most common way to communicate with the CS121 is over TCP. The CS121 contains
UPSTCP, which gives you a complete interface to integrate the adapter into your network. All
others use TCP for the access via web-interface (UPSView, UNMS Il) or SNMP or MODBUS.
1.6 CS121 Overview of the Connections and LEDs

For CS121 L, LM, SC, SCM and other slot cards:
(6) Serial interface (COM1)
for the UPS connection

(5) DIP switch for DHCP
and configuration mode

(7) DC (12V) connection

(1) Network connection
10/100 Base (RJ45)

(2) Mini 8 - Serial interface (COM2) (4) AUX input/output

for potential-free contact alarms

(3) ErroriLink LED UPS status

Figure 2: Connections of the CS121

1) LED state of the network connection: The LEDs of the RJ45 socket flashing
green, if a network connection is established and yellow, if network communication

12



is at present. The yellow LED displays the network traffic. If the yellow LED is
glowing steady, the network traffic is too high.
2) COM2 port as Mini 8 connector for the configuration or connection of external

devices.
3) LED state of the CS121 HW131: The following tables are valid for the CS121

HW131!

Green LED |[Red LED Adapter

OFF ON Adapter is looking for UPS/initializing. The start phase can

last up to 3 minutes
Flashing OFF Data flow/normal mode of the UPS
ON ON Communication to UPS interrupted

Operating Condition CS121 HW 131

LED-Signaling

Start procedure 1, unpacking of the OS

red flashing, green off, if an error
occurs, the red will glow steady

Start procedure 2, reboot of the OS

red long on

If the red and green LED shine at your CS121
HW131 during the reboot, huge broadcast traffic into
your network is present
The green LED is signalizing at the reboot, that the
Atraffic buf fYoushouldfiterf ul I
broadcasts via your switch, because it comes to
performance losing of the CS121 HW131
unnecessary.

red AND green during reboot

Normal condition

green flashing, displays the poll
interval to the UPS

UPS communication lost

Red will glow steady

4) AUX, in- or output for potential-free contacts, relays
5) DIP Switches: The DIP Switches differ 2 functions; the configuration mode and the

normal operation with optional DHCP.

Figure 3: CS121L (left) in configuration mode (IP 10.10.10.10) and CS121SC (right)

in normal mode

Switch 1 Switch 2 Description
ON OFF Normal operation, device runs on the configured IP-address
OFF OFF Configuration mode with default 1P address

10.10.10.10 and active COM 2 configuration for Terminal
software

13



o Note: Into configuration mode the full functionality of the CS121 is not
available! Please change to a valid network address and put DIP-switch
1 to position ON as soon as you made your basic network settings! After
this, please continue configuring your CS121 in your network. Please
follow up the procedure in chapter Error! Reference source not found.
Error! Reference source not found. in this manual.
Please note, that the CS121 Budget versions got no COM2 port!

6) Serial interface (COM1): For the connection to the UPS

o Note: UPS i nterface cable (external devices
serial port cable that came with your UPS to connect the UPS with the SNMP-
adapter. Please contact your UPS manufacturer, if you have questions. Only use
the original RS232 UPS cable for communication, which was provided with the
UPS.I f your UPS has a contact closure port,
cable. Please consult your UPS dealer for further information regarding special
cables.

7) Power supply, the external CS121 got an external power supply (91 12VDC)

o Note: If you are using a different power supply unit from the one in the adapter
package, please consider that the polarity is set correctly. The adapter
might be damaged if the wrong polarity is used. The power supply
voltage should be at least 9V, 12 V is recommended.

For the CS121SC models C and the slot card, there are no power supply
units. These units will receive power directly from the UPS device. The
SNMP adapter C and slot card both incorporate a variable 9-36V input.

2. Quickstart

This quickstart describes the basic functions and settings of the CS121. The CS121 can be
configured via Telnet, Terminal and HTTP. The Telnet configuration uses the same network
interface as the HTTP configuration. The Terminal configuration requires a serial connection to
a workstation.

We recommend the configuration via HTTP, because it is the most comfortable one and that is
why we describe the HTTP configuration in this user manual.

After you finished the CS121 hardware setup, all 3 configuration modes are at present. If you
want to use the Telnet or HTTP configuration, it is required to add a temporary network route
to the CS121 configuration mode IP address 10.10.10.10.

Please use the following access data:

User: admin

Password: cs121-snmp

3. Initial Operation of the CS121

3.1 Connect your CS121 ...

In generally you can select between 3 ways to configure the CS121:
e You can execute the HTTP configuration via web-browser.

e You can execute the Terminal configuration via web-browser.

14
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e You can execute a Terminal configuration via the serial interface (CS121 device types with a
COM2 port only) with the CS121 configuration cable (optional, not included). This
configuration-mode allows you to make the basic settings for the network connectivity and for
the configuration of the event and alarm settings.

3.1.1 ...viaLAN

Connect the CS121 with RJ45 cable (not included) to your LAN.

3.1.2 ... Via serial port

The CS121 contains two serial ports (not BL and BSC-versions), COM1 provides the connection to the
UPS and COM2 is used for the configuration of the SNMP adapter.

Configuration cable (not included):

With the configuration cable you could connect the serial port (COM2) of the CS121 and the serial port
of a workstation with terminal software. It is sufficient to use a Dumb-Terminal or Terminal emulation
program, such as e. g. Microsoft-HyperTerminal. Please ensure during the configuration of the CS121,
that the DIP switches are into position OFF.

CS121 MINI/CS121 R_II:
It is required, that the DIP Switch 2 remains in position OFF, otherwise the device will not start (valid
for CS121Minislot/CS121R_II built 2008- 2010 from serial number 0123M-0001 to 0123M-1135).

3.2 Verifying the CS121 Connectivity

After the CS121 is connected to the UPS and to the workstation via serial port or via LAN, please verify
the connectivity before you start to configure the CS121. The setup system can be checked before and
after a configuration using the following 3 steps:

. UPS Status Displays (LEDs)

During the boot procedure, the red LED is on, whereas the green LED is off, please take a look into
chapter 1.6 for the complete signaling.

After five to ten seconds after the boot-process, the green LED flashes rapidly; this indicates that the
SNMP-adapter is trying to start the communication. The adapter will indicate its communication
accessibility with random green LED flashes.

. Network status LEDs

The LEDs, integrated into the LAN-Connector (RJ45-), will signal a connection to the network with
green and with yellow network connectivity.

. CS121 Ping Echo

Perform a PING command from the SNMP station or from another workstation in your network.

If you do not get a response, check the CS121 network connection and IP address. The IP address of
the adapter is set to 10.10.10.10, if DIP Switch 1 is in position OFF (configuration mode).

o Note: The different response rates during the ping process do not correspond
to an error. The CS121 does not answer every ping signal at the same
time, due to different sized UPS protocols. If UPS protocols are of
extensive size a temporary timeout can occur. A permanent timeout
however is an error.

15



3.3

Setup of the Basic Network Configuration

o Note: We recommend the following settings for the operation of the CS121 via
cross cable (Ethernet cable for the connection directly). Set the IP address of the workstation
with a cross cable to an IP address of the same network segment, e.g. 10.10.10.11 AND set
the gateway to 10.10.10.10.

A network cross cable is a PC-PC network cable, which does not require a switch or a hub
between 2 network workstations (2). Most modern workstation network cards have an auto
detection, so any network cable may be used. Only if you do not have such a cable, connect a
switch or Hub between your workstation and the CS121 (1).

1P 10.10.10.11 IP 10.10.10.10 IP 10.10.10.11 IP10.10.10.10
Gateway Hub/Switch Gateway
10.10.10.10 DiP-Switch 1+2: off 10.10.10.10 DIP-Switch 142: off

Figure 4: Connection PC-Switch/Hub and CS121 (2) Connection PC-Cross
Cable/Network Cable and CS121

3.3.1 DHCP i Obtain an IP address automatically

By default DHCP is off at all CS121. From CS121 FirmWare Version 4.25.x you can switch on
DHCP via DIP switch 2 manually. Therefore the CS121 will get a DHCP IP address from the
DHCP server during reboot. Prior of that, you should detect the MAC address of the CS121 to
be able to find the IP address on your DHCP server. You can also use the GENEREX
Netfinder tool (http://www.generex.de/generex/download/software/install/NetFinder.zip). This
tool searches all CS121/BACS devices into your network environment. We recommend to use
static IP addresses, because the CS121 is used for multi server shutdowns via RCCMD too
and it might be, that the DHCP server got a breakdown. For that reason the delivery default of
the CS121 is always with DHCP OFF!

o Note: The function DHCP ON/OFF is valid for the following models only: all
CS121 HW 131 and all BACS Il Webmanager Budget (not valid for all
CS121 HW 121, SiteManager, SiteMonitor, MiniSlot, CS121_RIl and
Piller I/O Board)!

3.3.2 Establishment of a static CS121 IP address manually (default delivery state)

The minimum requirement to operate the SNMP-adapter is to set the IP address, subnet mask
and the UPS model:

e The DIP-switches of the SNMP-adapter firstly need to be set for the configuration. DIP-
switch 1 is switched OFF in the top position as well as DIP switch 2 is switched OFF.

o Note: For slot versions you have to insert and remove the device for any
reboot-process. This will not have any effect on your UPS but we
recommend doing such operations only when the UPS is not supplying
any load!
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e As soon as the network-LED is flashing, add a TCP/IP route on your computer for IP-
address 10.10.10.10. This is done via a call from your command line e.g. "route add
10.10.10.10 <your comput er s?fdrmoreshdimof retesyatdx. Se e

e Testifyoucanping t he device now: Enter command Api ng¢
any response. Now you can connect with any Telnet or HTTP-software and continue with the
configuration.

3.3.3 Using HTTP/Webbrowser

o Attention! Pl ease

finish all coppfygbuatoban
finished your whole confguration, please note
Rebooto function via CS121 menu fiSave Configur

The entire configuration can be done via Webbrowser. Please use the default IP-address
10.10.10.10 and the TELNET password (defaul t : -8 o mfp. dfe username is always
Afadmi no.

Please do never close the web-browser or telnet window during saving process! If you close

the configuration window too early, you might destroy the configur at i on f il e fAupsm
Please note, that the reboot process could last up to 3 minutes.

For the configuration using the webbrowser please observe the following:

We recommend the use of Microsoft Internet Explorer 6.x (or higher) or Mozilla 1.3x. Please

note, that Java scripting has to be activated. Using Internet Explorer, the corresponding
settings have to be madfes aamureirt fid.nt ernet optic

We also recommend never to use the history function of the browser, as this may lead to
multiple transfer of commands (e.g. delete event jobs) to the adapter.

Upon entering a HTTP-configuration session, the user is required to enter a username,
dadminod, in additiomntnpot.he password o0csl21

UPS Status: © UPS has no Output.
Aux Status: © © © ©  TempMan Status: 27.5 © 315 ¢

H0O© F0O

UPS Status

UPS Power Status

Status UPS has no Qutput Seconds on Battery 0

£S8121 Status Input Voltage EFLR Netzwerkkennwort eingeben |

System & Network Status. Crerifersiey Sy
ey Output Voitage 230/

AUX & Tempan Status Output Frequency 50.0 Hz

Sitemanager Status Load) ks Geben Sz Benuizeinamen und Kennwort il pretected ein.

JavaMonif

Load in percent e . |
UPS Status
Configuration N T R I

UPS Model & System
Metwork & Security

Battery Capaci
[ o ==
Timeserver
COM2 & AUX
Events
Save Configuration |m

Diese sichere ‘/ebsite [auf 192.168.202.125) exfordet eine
Anmeldung.

[¥ Das Kennwort in der Kennwerliste speichern

2

Figure 5: HTTP - Administrator login

o Note: If the HTTP-method does not seem to be available, check to see
whether or not the red LED UPS Status glows.
» Cal l Configuration, AUPS Model & Systemo ar

down list. Further configurations like Power, baud rate, cable type etc. were made
automatically (ensure your Browser has enabled JavaScript) and do not need to be set. We
strongly recommend to keep the default settings for this UPS unless you have instructions
from the UPS maker.
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Sensor Status: © © ©

UPS Model & System Settings

UPS Model: MANTO RT 1000 >
Power (VA): 1000
CS8121 Status pealUAE 1660
System & Network Status Hold Time {min): 3
UPS Status
UPS Functions Recharge Time (n): B
AUX & SensorMan Status Baud Rate: 2400 =
Configuration Cable Type: Serial v
UPS Model & System Exchange COM Ports: O
Network & Security
RAS Configuration

Scheduled Actions

Figure 6: HTTP - UPS Model & System Settings
»  Apply your settings with the button at the right side.

» Change t betwork & Becuiityd and Kaddess,fGateway and Subnet Mask
to the CS121-adapter.

UPS Status: € UPS STATUS OK

AUX Status: © @ © © Sensor Status: © © ©

Network & Security Settings

MAC Address: 00-02-CO-AB-CA-AD
Network Card Speed: I AUTO -
Local Address: 192,168 202.164
CS8121 Status
System & Hetwork Status Gateway Address: |1 92.168.2021
UPS Status Subnet Mask: [255255 255.0
UPS Functions
AUX & SensorMan Status DNS Server: 0.0.00
Configuration Chanoe Administrator P - —
UPS Model & System Lo G LT
Confirm Password: I
RAS Configuration

A 'Fig']ure 7: HTTP - Network & Security Settings
»  Apply your settings with the button at the right side.
» Change to menu fASave CSawefConfiguratanrbi ono and click 0

3.34 Configuration using Telnet / MS-HyperTerminal

Use of Telnet, ent er t he telmetmaiPaAnddd:r e&S s >, vitideesse B $n the | P
configuration mode set to 10.10.10.10. Please note, that since CS121 firmware version 4.x, the
basic settings (IP address, network settings) are at present only.
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3341 Main Menu & IP-Settings

¢ Telnet 192.168.202.164 = IDIﬂ
Main Menu ;I
[ 11 IP Address, Gateway Address & SNMP System Group
[ 2] Access Controls of SNMP Communities
[ 31 Trap Receivers
[ 41 UPS Settings
[ 51 Event Settings
[ 61 Network & Security Settings
[ 71 COM2 & AUX Settings
[ 81 Display Settings & Logfiles
[ 21 Reset Configuration to Default
[ U] Current UPE Status
[ 81 Save, Exit and Reboot
[ Q1 Exit without Saving
Enter Command => _ j

Figure 8: Telnet - Main Menu

To select any option in the main menu enter the number of the option at the Enter command
=> prompt. The program displays the desired screen.

» Type 1 at the prompt and you enter the menu
enter basic network configurations, e. g. IP address, Gateway-address etc.

Telnet 192.168.202.164 = Iﬂlﬂ
IP Settings d
ocal Address: 192.168.282.164 Mac Address: B@-82-CB-AB-CA-AR@
ateway Address: 192.168.202_801
ubnet Mask: 255 255 _255_PA8A
NS Eerver: HEA. A3 . BOA . BEA
ysContact:
yzMame = CS—121
yzLocation:
ttached Devices: UPS protected devices
COMMANDS :
[ 1] Set IP address
[ 2] Set gateway address
[ 31 Set subnet mask
[ 41 Set DNS server
[ 51 Set sysContact
[ 61 Set sysMame
[ 71 Set sysLocation
[ 81 Set UPS Attached Devices. {ex. 1 PC. 1 Printerd
[ B8] Back to Main Menu
EXAMPLE:
to set the IP address to 128.188.98.57
=> 1 128.188.98.57 j
Enter Command => _ =

Figure 9: Telnet - IP Settings

To change values, enter the number of the option, type <space> and enter the name. Press
<enter>. Your new value displays next to the field heading on the top of the screen. If you want
to return to the main menu, press 0 (zero) and <enter>.

For example: To assign the IP-address of the SNMP-adapter, the gateway and the subnet
mask type at the prompt:

1, <space>, the IP address of the SNMP adapter, <enter>
» Enter Command => 1 192.10.200.0

» Enter Command => 2 192.10.200.254

» Enter Command => 3 255.255.255.0

To assign the system contact name, type 5 and enter the name of the person to contact about
the SNMP adapter.

»  Enter Command => 5 Mr. Harry Hirsch
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To assign the UPS name SysName, type 5 and enter name of the UPS:

» Enter Command =>6 USV 1

To assign the UPS location SysLocation, type 6 and enter the location name:
» Enter Command => 7 Building 12

3.34.2 UPS Settings

» Choose option 4 from the main menu and you ente
menu the user needs to select the UPS model the CS121-adapter is connected to (usually at
COM1).

Battery Installation Date: #81.61.2885%
System shutdowun ¢minutes hefore hattery end - dountimel: &

et Telnet 192.168.202.164 _I— _ID il
UPS Settings ;l
1 UpsModel : XANTO RT 1888
1 Location H
1 Power <UA> : 1888 [ 41 Load <UA> : 1888
1 Hold time{m>: 6 [ 6] Recharge timeChd):
1 UpsID HI | [ 81 Baudrate - 24088
1
1
1

Exchange COM Ports: HNo
B1 Back to Main Menu.

(lalalala ottt
M-I ba

COMMANDS =

Enter 1 for a UPS—Model list.
. gu enter a Model type 1 <modelnr>.ex.: 1 1 selects No UFS Hodel def
ined.

To alter default parameters enter datafield number and wvalue.

ex.: J 3088A sets Power to 3BABUA

ex.: 9 81.82.2082 sets Battery Installation Date to 1st of February

2882
Enter Command => _ ﬂ

Figure 10: Telnet - UPS Settings

The CS121-adapter distinguishes here generally between Cable- and Serial-models. With
Cable, the adapter and the contact interface of the UPS are connected with a special cable.
Using Serial, UPS models connect to the adapter via the serial UPS-cable. (Part of the UPS
package). Serial is default, when the user selects a UPS model name from the drop-down list.
When Cable is used, please search the list for the corresponding UPS model and cable type.

The CS-121 supports serial models with its own RS-232 protocol as well as contact UPS
models with the cable types O,C,1-10. Those contact cables are UPS or alarm system specific
and should be provided by the corresponding manufacturer. Our Cable documentation shows
examples of those cables if they are individually made cables.

Please choose the corresponding serial UPS model or cable model communication
parameters. Parameters like baud rate etc. are present for the corresponding UPS model.

o Note: By selecting the UPS model, the communication protocol is selected at
the same time. If your UPS does not appear in the list, ask your UPS
dealer if another model from the same series can be substituted.

» Select Option 1 to get a variety of possible UPS models. After chosen a model, the default
values of the corresponding UPS model can be configured by typing the number of the option
followed by the value.

o Note: Please do not change parameters except of UPS-model unless you want
to choose specified configuration according your UPS-model!

Pl ease note option ADO: ASystem s hdwtwhawithie() mii:nut e
value determines how many minutes beforé¢ema compl
shutdowno from event menu is executed.
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The shutdown time interval needs to be set large enough, so that adequate time for a system
shutdown is allocated before the UPS runs out of power. Please calculate this value
generously e.g. if the battery time of the UPS is 10 minutes and the event procedure takes 2,5
minutes, ensure you start (configure) the shutdown (or other event action) 3 minutes before the
UPS is switched off, so that more than enough time is available to complete the corresponding
event action.

3.343 Saving Configuration

» CalliSave, Exit -emmdanddrenhtbeartaid@ menu. (The communication to the
adapter will be lost).

ATTENTION: Keep the Telnet, Terminal, web-browser window open until the device has been
lost or you see a message that reboot is under progress. If you close the configuration window
too early it may corrupt the upsman.cfg configuration file.

o Note: Various options and settings for UPS-configuration can be done under
Telnet or HyperTerminal, e.g. setting access controls of the SNMP-
communities, set traps, set display settings, etc. However, the
configuration via web-browser offers a much more convenient way to
configure the CS121. If you have any possibility we recommend you to
use this way.

3.4 CS121 Restart and Boot Procedure

» After you have finished the basic IP- and network-settings you should set DIP-switch 1 in
position ON and restart the adapter with your configurations.

You can perform a CS121 restart by unplugging the power supply of the CS121 and wait, until
the CS121 has restarted with your configurations.

Alternatively you can restart the CS121wi t h t he-OpRebpootwe tQen fiiSgaur a
menu of the web-browser. The following message will displayed:

Adapter is rebooting now !

Saving logfiles, configuration and battery capacity to flash memary...

Adapter will reboot now !

Saving logfiles, configuration and battery capacity to flash memory...

Please wait at least 60 seconds then press reload

Figure 11: HTTP i Adapter reboot dialog
A successful restart of the adapter is indicated with the CS121 UPS- and network-LEDs as
described in section 3.1 Connect your CS121 ....
» Reconnect your web-browser with the adapter using the configured IP-address. (e.g.
http://192.168.10.123)

Your CS121 is now ready for further configurations!

o Note: I f t he ad a-petvieerionet adilafle? check to see whether or
not a red Status-LED is lit.
Further, test if you reach the adapter with a ping-command. Enter
command ApiddgeskPh. I f the adapter d
check also whether your network routes the IP-address.
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4. Configuration of the CS121

o Note: After you have finished the basic network configuration you should have
set DIP-switch 1 in position ON and rebooted the adapter. At the SC slot
cards you have to remove the card from its slot and change the DIP
Switch 1 to position ON. After this, re-insert the card. Info: There is no
risk to remove/insert the slot card, there will be no effect on the UPS

output.
4.1 CS121 Menu System & Network Status
The Menu ASystem & Network Statuso shows basic in
settings.
System Info & Network Status
System Information
CS121 Hardware CS131 Location
CS121 Firmware  CS121-SNMP v 4.17.12 090831 System Name cs-121

HyNetOS Rel. 24.1.32(pdus) - Aug 27. 2009 System Corm?cl .
|*Target Server Rel. 2.4.1.15{pduc) - Aug 08, 2008 Attached Devices UPS protected devices
DRIVER Genesex C5123 Rel. 2.4.1.78(pduc) - Aug 25, 2008

Loader: BOOTCS123, ROM-Version: 2.3.131(pduc) - Jun 05, 2009 System Time 02.09.2009 12:17:07
UPS érver: 714 Uptime 0 days 0 hours 10 minutes 3 seconds

UPS Manufacturer Generex Total Uptime Approx. 0 days 0.2 hours
UPS Model smart offline UPS GSM Signal Quality 109 -52 dBm

MAC Address  00-03-05-0E-07-19 Telnet Server On
Network Speed  AUTO HTTP Server on

IP Address 192.168.222.186 Upsmon Server On
SubnetMask  255255255.0 Use RCCMD2 Traps. Yes

Default Gateway 192.168.222.100 SNMP Server On

DNS Server 192.168.222.100 Use SNMP Coldboot Trap No

EMail Server  not configured Use SNMP Authentication Trap No

Time Server 129.6.15.29 Modbus Server Oon

Figure 12: HTTP i System & Network Status
The menu AUPS Statuso gi ves i-datapabovadl ithe stateadbout t h
charge and battery load:
UPS Status

UPS Power Status

Status UPS STATUS OK

UPS Model XANTO RT 1000 Location

Input Voltage 227y Seconds on Battery 0

Input Frequency  L1: 50.0 Hz L2 0.0 Hz L3: 0.0 Hz BatteryVoltage  41.60V

Output Voltage 230 Battery Capacity  100.0%

Output Frequency A Autonomy Time  32.81 minutes

Load 7% UPS N6

Load in percent

Figure 13: HTTP i UPS Status

The menu AUPS functionso al dndaestrol-gcenariod like battery f or m U €
tests, etc. The UPS functions depend on the UPS type and its functions. Some UPS only allow
a remote on/off, others have more functions.
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UPS Configuration / Test / Control Functions

UPS Configuration Battery Tests
Enzble Auto-Rehbost  © E | D Short Test Start | Cancel
Enable Bypass fUPSoif ¢ E | D Batteries of UPS will be tested for some secands!
Enable f Disable Buzzer Action Custom Test |3 Min. _Start | Cancel

Batteries of UPS will be tested for the time abovel

General off ¢« el o

Bypass operation - _E | D |
Battery operation ¢ i‘ i‘ Long Test Start Cancel

Batteries will he tested until battery 0w appears!

EiD the cancelling of buzzer by key control
Bynass operation ©_E | D | Restart UPS

Battery operation £ | D | Start Cancel

Altention: Power up reset of load is heing carried out!

FaultLogof UPS | Receive | Show | UPS OFF in 1 min. / UPS ON in 2 min.!
Figure 14: HTTP - UPS Functions for AEG UPS

The AUX & SensorMan status shows the actual measurements of the connected
environmental sensor devices SM_T_COM, SM_T_H_COM, SENSORMANAGER, CON_AUX
or CON_R_AUX.

2} 5121 SNMPWeb Adapter soft Internet Explorer

Datel  Bearbeiten

o QA A D WP D B | adesse [E upgiesizy

UPS Status: € UPS STATUS OK
AUX Status: C © € ©  TempMan Status: 00 © 00© 00© 00©

siht  Esvorten  Egtras 2

AUX & TempMan Status

|

AUX Status

£8121 Status 1: Fileserver 2 AUX Port 2 3 AUX Port 3 2 AUX Port 4

System & Network Status
[o] [iod]

Sitemanager Status

Switchon_| swichon_ |
JavaMonitor
UPS Status
Configuration
UPS Model & System TempMan Status (TempMan not connected) ?

Netwark & Security Sensor  Location Value Unit Threshold (Low) Threshold {High) Scaling Factor

SHMP 1
EMail

Timeserver

COM2 & AUX

Events

Save Configuration =

Temperature Sensor 1 00 Degree Celsius 0.0 1000 1.00
2 Temperature Sensor 2 00 Degree Gelsius 0.0 1000 1.00
3 Temperalure Senser 3 0.0 Degree Celsivs 0.0 100.0 1.00
4 Temperature Sensor 4 0.0 Degree Celsius 0.0 100.0 1.00

Logfiles
AlarmLog
Datalog
ExternalDevicel oy

Web Links
€5121 Online Manual
CS121 Firmware Update
Java Runtime Emdronment

[EFerg [ [ | [ okeles ntranet 7
Figure 15: HTTP - AUX & SensorMan Status

In the above figure, a button menu is presented in which the ports 1 and 2 can be clicked on
and off. A yellow light bulb indicates that output to the corresponding port is being provided,
while the gray unlit light bulb indicates the status of being switched off in which case the

connected device is not being provided with

are password protected. This is the same password that has been set in the CS121-
configuration. The ports 3 & 4 are configured as input sensors, here the OFF symbol shows an
open contact, and alarm would show a closed contact. The AUX port of CS121 can be
configured as output or input i or a mixture of both.

4.2 CS121 MeonfigurditiGno

421 Saving Data
ATTENTION! The following is essential for all entries of configuration data:
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e Closeallweb-br owser

Configuration

mi ght be,

that you

menus via the AApplyod button.
e If you have finished your configuration completely, get into the CS121 menu Save
and execute the ASave, Exit
IMPORTANT! Do not close the Telnet or web-browser window, until the connection to the host
is lost or you got a message, that the CS121 is rebooting. If you close this window to early, it
wi || damage the configuration

Please note, that the reboot process of the CS121 could last at least 3 minutes.

422 UPS Model & System

Use this menu to define the communication between the CS121 and your UPS.

UPS Model: HANTO RT 1000 B UPS ID: 0

Power (VA): 1000 System Name: 05121

Load (vA): 1000 System Location: Hamburg

Hold Time (min): 6 System Contact: (CE5121-administrator

Recharge Time (hj: 5 Attached Devices: UPS protected devices

Baud Rate: 2400 = Battery Installation Date: 01.01.2005

Cable Type: Serial B System Shutdown Time: i minutes

Exchange COM Ports: O

Apnly

Custom Values ?
Custom Text1: Customn Textd:

Custom Text2: Customn Text5:

Custom Text3: Customn Text6:

_éwpy |

Figure 16:

the UPS and CS121.

HTTP - UPS Model & System
With the parameters UPS ID, system name, system location, system contact you can describe

o Note: Do not change the default UPS-Parameters for Baud Rate and Hold time
unless you have special instructions from the UPS maker.

Pl ease note

before a compl et e

battery

enh ghutdowneTimeefi ThiS yakieé determines, how many minutes

unl madhubdowmenframyshe

executed. Attention: This EVENT is the final task a CS121 can initiate, before the UPS
switches offt DO NOT use this event for triggering shutdowns via RCCMD etc., because the
remaining time in this status is not secure. We strongly recommend to use the event Powerfail
and configure the RCCMD shutdown signalswi t h a UPS fAremaining ti
to send RCCMD shutdowns to several IP addresses in a certain logic or sequence!

The sectio

n ACustom Valuesfdi contains 6 fiel
comments concerning your UPS.

&

event

me 0O

ds

Wi

F



4.2.3 Network & Security

MAC Address: 00-03-05-18-53-82 TCP MSS: 1460
T SR AUTO - Service & Update Port: 4000
Local Address: 192.168.222.208 ey ——
Gateway Address: 192.168.222.100 Enable FTP Server:
Subnet Mask: 255.255.255.0 Enable HTTP Server:
DNS Server: 0.0.0.0 HTTP Port: 20
Use DHCP: O o0.0.00 HTTP Refresh Time: 10
Hostname: HTTP Default Page: UPS Status -
Force configured Gateway: ] Enable HTTP Tooitips:
Use ICMP Check: ] Hide HTTP Device Status Link: ]

0.0.00 Hide HTTP Device Status Graphic Link: ]

0.0.0.0 Hide HTTP Device Functions Link: =

0.0.0.0

Enable UpsMon Server:
Change Administrator Password: UpsMon Port: 5769
Confirm Password: Use RCCMD2 Traps:
Enable RCCMD Listener: il
Clanaelie=ionEls S Passsant RCCMD Listener Port: 6002
Confirm Password: RCCMD Timeout: 180
Use Upshon Password for Web Pages: Ll Use RCCMD SSL: B
System Name: cs-121 Enable Modbus over IP:
System Location: Modbus Slave Address: 1
System Contact: Modbus Mode: RTU ~
Attached Devices: UPS protected devices
RASMAN_G IP Address: 0.0.0.0
RASMAN_G IP Port: 6000
Auto-Update ARP Cache: ]
Static ARP Entries
Figure 17: HTTP - Network & Security Settings

This menu configures the CS121 network card settings, passwords and enable/disables
several adapter and network services.

o Note: We recommend to set the Network Card Speed NOTt o @ Aut
rather to the accordant speed of your switch. In addition we
recommend to open the TCP/IP and UDP ports only, that the CS121
is using. Please take a look into the chapter Appendix D. To
stabilize the CS121 in larger networks we recommend to close the
update TCP Port 4000 at the CS121 configuration or at your switch.
Please note, that you are not able to update the CS121 firmware
anymore if port 4000 is disabled. Enable the port 4000 again, if you
want to update the firmware.

The CS121 firmware version 4.30.x provides the definition of the TCP MSS value. The
Maximum Segment Size defines the amount of bytes, which will be send as reference data into
a TCP segment. The default is 1460. If you got problems with a VPN connection, change the
TCP MSS value to 1100. The TCP MSS value is valid for HTTP only!

Enable RCCMD Listener: Among others, here you can allow the CS121 to act as an RCCMD
listener client. This makes it possible for another UPSMAN-Manager, CS121, SITEMANAGER
or other RCCMD compatible sender to send the adapter an RCCMD command like sending
one of the AUX output ports a high or low signal or to start other actions.

You can also set the MODBUS configurations in this menu. The configuration requires only the
following entries:

e Enable Modbus over IP: Every CS121 model can also transfer UPS data via the MODBUS-
protocol on IP (port 502). You may use any MODBUS client to read the UPS value from
CS121. For using the RS485 interface, you must use a CS121MODBUS (special hardware) in
other cases you have to use MODBUS-over IP. This is enabled by default, you may disable
this feature via Telnet or HTML-configuration.
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e Modbus Slave Address: Enter the corresponding number, meaning which number in the
chain (bus) the adapter is (until ID 247).

e Modbus Mode: RTU (binary mode) or ASCIl mode text output. Please select the type with
the scroll down menu.

o Note: ASCII Mode works at CS131 & CS121 platforms with communcation
parameters 7/E/2, or 7/E/1 or with 7/N/2 from baudrate 1200 to 38400. We recommend for
ASCII the use of 7/N/2 and the highest baudrate supported by your device.

RTU Mode works at CS131 & CS121 platforms with communcation parameters 8/E/1 or
8/N/2 or 8/N/1 or 8/E/2 or 8/0/2 or with 8/0/1 from baudrate 1200 to 38400. We recommend
for RTU the use of 8/E/1 and the highest baudrate supported by your device.

e Change Administrator Password: The password protects against unauthorized usage and
manipulation. The default password is "cs121-snmp". In case you have "forgotten" your
password a master password can be generated using your adapter serial number. Please
contact your manufacturer for more information.

e Change UPSMON & SS4 Password: This is a separate password ( def aul tsntmpfics 121

and allows to open UPS FUNCTIONS and SS4 FUNCTIONS only to specific users. With this
password, which is valid for the TCP/IP connection to the UPSMON too, the user may switch
on/off the UPS, start battery tests, switch SITESWITCH 4 outputs, but can not change any
other setting on the CS121 configuration. Exception: If the administrator password (default
identic) was not changed. The UPSMON is a Windows client, which is able to connect via
network to the CS121. The UPSMON and SS4 password is used as protection. Advice: For the

activation of the new password (apply button), it is required to reboot the CS121 viathe AS a,v e

Exit & RebootdA function.

The CS121 firmware version 4.52.x provides the entry of a Hostname, if you want to use
DHCP.

I'n additi on tFbreecandiguretl @aactvayd edisdébled by default. At disabled all
requests will be responded to the requesting IP address and its MAC address directly. If
enabled, all incoming requests will be routed through the defined Gateway exclusively.

4.2.4 The CS121 with DHCP utilization

The firmware version 4.xx and higher contains DHCP. With DHCP your CS121 will get an IP
address automatically from the DHCP server. Please note, that this address allocation should
be fixed, because RCCMD, which checks the addresses of the senders, will not be functional.

Click the fANetwork & Securityo button in t
box.

Network & Security Settings
MAC Address: 00-03-05-18-00-65 Enable Telnet Server:
MNetwork Card Speed: AUTO 'I Enable HTTP Server:
Local Address: 192.168.222.201 HTTP Port:
Gateway Address: 192.188.222.100 HTTP Refresh Time:
Subnet Mask: 255.255.255.0 HTTP Default Page:
DNS Server: 192.188.202.8 Enable HTTP Tooltips:
Use DHCP: b [255.295.266.295 Enable UpsMon Server:
Use DHCP s
Change Administrator Password: Receive IP address from DHCP server, ener:
ou can configure a specific DCHP server or use 255.255.255.255 for DHCP broadcast,
Confirm Password: T RCC istener Port:
RCCMD Timeout:
Change Upshlon & SS4 Password: Clear
9=l EEm Use RCCMD SSL:
Confirm Password:

26

he

CS1:



Figure 18: HTTP - Network & Security DHCP Settings
Click the #fAprpelbyodotbutthteo nCSain2dl wi t h the fASave,

Fallback address: If the DHCP server will not be available, just reboot the CS121 to use the
fallback address. This address is equivalent to the settings of the local address in the menu

ANet vBorSkecurity Settingsh. When DHCP will be &
use the DHCP address.
425 The CS121 with ICMP Check

From the firmware version 4.26.x the CS121 is able to answer and send ICMP polls, to check
the quality of the network and, in need, can reboot itself.

Use ICMP Check: Hide HTTP Device Status Graphic Link: |}
192.168.222.100 Hide HTTP Device Functions Link: [
192.168.222.29
m Enable UpsMon Server:

UpsMon Port: 5769

ch Administrator P: o Use ICMP Check
ange Administrator Password: Mark this checkbox and enter up to 3 IP addresses to enable the ICMP check.
G This will periodically send a Ping to the configured addresses to check the state of the CS121 TCP/IP stack.
It is recommended to use the Gateway address here.
RCCMD Listener Port: 6002

Figure 19: HTTP - Network & Security ICMP Check

You can enter up to 3 addresses, which will be checked via ICMP. Before the ICMP Check
works, at least one of the entered addresses must be available. Only after successful ping the
task is active. If all 3 addresses are not be reachable, the CS121 will reboot itself after 750
seconds (default). We recommend to use the IP address of a gateway and 2 more addresses,
which are reachable steady. If you enter only 1 or 2 addresses, the amount of the checkable
addresses is reduced and the possibility to initiate a reboot will increase unnecessarily,
because less addresses are at hand for the check of the network quality. If the CS121 will
reboot itself often at enabled ICMP check, an analysis of the network is required (e. g.
Wireshark), to be able to find the reason. If this should not be possible, you should disable all
ports at your switch, which are not required for the CS121, to avoid unnecessarily network
traffic. Please take a look into chapter Appendix D., D.9 for further information.

o Note: The CS121 supports 3 functions of ICMP via RFC 792:
071 Echo reply
37 Destination unreachable
81 Echorequest

426 Function hide of HTTP links
The CS121 firmware version 4.23 or higher provides the function to disable the following

HTTP |l inks into the ANetwork & Securityo menu:

MAC Address: 00-03-05-18-00-81 Enable Telnet Server:
Network Card Speed: AUTO A Enable HTTP Server:
Local Address: 192168 222 186 HTTP Port: 80
Gateway Address: 192.168.200.1 HTTP Refresh Time: 10
Subnet Mask: 255.255.255.0 HTTP Default Page: BACS Status -
DNS Server: 0.0.0.0 Enable HTTP Tooltips:
Use DHCP: 7] 0000 Hide HTTP Device Status Link: (=}
Hide HTTP Device Status Graphic Link: =
Change Administrator Password: [ Hide HTTP Device Functions Link: ]
‘Confirm Password:
Figure 20: HTTP i Network & Security Hide HTTP Links
4.2.7 Configuration Static ARP Entries

The CS121 firmware version 4.x or higher provides the configuration of static ARP entries into
the AMe®®w®rcurityo menu:
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[ARP Settings

IP Address MAC Address IP Address MAC Address
01 192.168.200.17 00:11:85:17:E9:B5 7
02 192.168.200.18 00:11:85:17:E9:B6 18
03 19216820019 00:11:85:17:E9:-B7 19
04 20
05 2
06 22
o7 23
08 24
09 25
10 26
" 27
12 28
13 29
14 30
15 31
16 32
Figure 21: HTTP i Network & Security ARP Settings

You can determine into the ARP Settings, which IP address to which MAC address will be
assigned. Therefore the ARP entry will not expire for this IP address. The ARP table will be
determined firmly and will never expire! Case of application: HP Teaming or an ARP entry is
desired, but the ARP table cannot be restored automatically.

4.2.8 Email

If you wish to define actions to send Emails depending on specified events you need to
configure the Email settings.

EMail Settings

Mail Server: 192.168.200.1 Use EMail Authentication:

SMTP Port: 25 Login Name: someone

Use TLS Encryption: STARTTLS ~ EMail Password:

Sender Account Name: someone@somewhere.com Confirm Password:

Send EMail to C$121 Admin...

.. on all Events:

... on scheduled jobs: UNMS Email-Trap Settings

€S8121 Admin Account: admin@somewhere com

Email Subject: Tests

Attach AlarmLog to EMail:

Attach all Datal ogs to EMail:

EMail database interface format:

EMail logging: Always -

Figure 22: HTTP - Email Settings

In this menu the internet name of your SMTP mail client is required. If DNS is not configured,
the actual ma i | addeess\hasito be enteredd Rleade BIso note that the sender

account name (e.g. ups@mailserver.de) should not be a random name, since some mail

servers do not allow this. We recommend to use an existing account e. g. ups@mailserver.de.

Most servers require matching account names and mail server names. E. g.
someone@somewhere.com would be correct, whereas j ust fsomeoned would no
If the server name and account name do not match, the following error message will be

di splayed in the CS121 alarm logfile (after some
501 UPSIP204@wrong server.comsend er domain must exist. o

The user can check the logfile if the email transfer works. The lodfile (text.log under the CS121
root directory ../Flash/text.log) can be viewed using FTP, via the UPSMON tool or via the web-
browser fAAl arm | ogo.

Select the accordant TLS encryption:
- None
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- STARTTLS = If the mail server is supporting STARTTLS flags, the email
communication will be encrypted

- SSL/TLS = The email communication will be encrypted

The firmware version 4xxprovi des the function AAthedand Al
every email, that will be send from the CS121, will contain the AlarmLog. If you enable the
function AAtt accgh failllesDattoalLemai | fi, every emai
UPSData.log and ExternalDeviceLog. Additionally the email contains the parameters MAC-
Address, UPS Model, UPS Location, IP-Address of the CS121, System Time and Actual
Event.

The firmware version 4.30.x provides the function Email database interface format. This
option will send Emails configured into the Events/Alarms configuration in a standard, machine
readable format. This allows the monitoring and interpretation of alarms by the email software.

You can select the following options for the email logging:

. Never

. Always

. Erors, only
Mailservers outside the LAN require a username and password. For this function please use
Aemai l authenticationd and enter a username a
Note: Do not use email authorization if this is not required by your mailserver !
If authorization is required, t he e mai | function AAUTH LOGI No

only this function) needs to be supported (e. g. freemail.de). This changes the protocol from
SMTP to ESMTP and a password is required.

The length of the password should be a minimum 3 and a maximum of 63 characters.

» Send a test-mail to validate your settings after you have applied the mail-settings. A short
message on the menu indicates whether the test-mail could be sent or not.

The usage of the settings in the live operation requires therebootof t he CS121 vi a
Exit & Rebootod function!

o Note: Please ensure that you have specified a DNS-s er ver i n menu
& Secur it y-server tould rotebe neexhied. You can transfer up
to 511 signs.
4.2.9 Email Trap

The Email Trap function provides the transfer of device/UPS data via POP protocol to the
UNMS II. Into the UNMS Il AdminConsole can the connection type be defined, like the other
(UPSTCP, SNMP, RAS) , but it is only into the
TeleService available

Unlike to the other connection types, this one can assimilate incoming email traffic only and is
therefore the optimal fitting for relevant to security customers and remote monitoring.

Transfer protocol: POP

Reference data: IDP, VDP, propritary data

Data format: JSON (as attachment)

Mail server configuration: globally for all connections, into the UNMS I

AdminConsole

e Mail client configuration: per device as connection type, into the UNMS |l
AdminConsole

e  One mailbox/user for all devices, IP- and MAC address distinct
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EMail Settings

Mail Server: 192.168.200.1 Use EMail Authentication:
SMTP Port: 25 Login Name: someone
Use TLS Encryption: if available - EMail Password:
Sender Account Name: someene@somewhere.com Confirm Password:
Send EMail to C$121 Admin...
...on all Events:
...on scheduled jobs:
€$121 Admin Account: sameone@somewnere.com
Email Subject: upPs1
Attach AlarmLog to EMail:
Attach all DataLogs to EMail:
EMail database interface format:
Figure 23: CS121 Email Settings

If Email-Trap is arranged and the UNMS |l got the TeleService module extension, every device
can be monitored via emails. The UNMS Il displays every device in an own grafical screen with
all measuring values and timestamp of the latest update. If a status will change, the values will
be updated immediately. If no status changes, the measuring values will be updated into the
defined period of time for the AHeartbeat .

é—/ prsim3/unms » - | [28- Google Pl B
8 Alarm: 06.01.2012 13:41: CS121 HW131: APOSTAR AR 1/6

Home Redundancy LogFile Sign ot | Help | Ab0lt (G NEFRE DS
’t) & mail trap tests: Mail Trap Agent 246 @ *

PX60/ 80k/ 14

H L1 3% 226V
b L2 88% 233V
Ls 75% 223w

1oL L3

0%

@ 8 mail proc success DataChart LogFile
Last update: 22.12.2011 12:37:20
Figure 24: UNMS Il screen with timestamp of the latest measuring values
update

4.2.10 Email Trap Configuration

The feature will be enabled through an entry into the Email Trap configuration. If you delete the

entries, the feature will be disabled.

You can ingert SethirggsiiA f eat ure t o i mp o rfrom theopreviouse ma i |
page easily.

o Advice: The Email Trap configuration is in accordance with the common email text
configuration from the previous page, but we recommend to create an own email account
for the UNMS Il Email Traps, because this emails are non-readable for the user and the
email account will be stressed unnecessary. This Email Trap account should be used
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from the UNMS Il with TeleService only. You should change the parameter after using the
import settings feature accordingly.

The AHefartvibaatmail is an additional feature f
AHeartbeat Ti meoutd is at present, in the «ceé
Thereby a disconnect of the CS121/BACS conne
Email A was not received for 12 hours, an alarm

You can define the interval for the Awblesaant be a
interval of 12 hours. Since CS121 firmware version 5.16.x you can define an intervall for the
Heartbeat in case of an alarm.

UNMS Email-Trap Settings

Wail Server: 192.168.200.1 Use EMail Authentication:

SMTP Port: 25 Login Name: someone

Use TLS Encryption: ifavailable - EMail Password:

‘Sender Account Name: someone@somewnere.com Confirm Password:

Receiver: someone@somewnere.com

Email Subject: EMail Trap Tests 195

Send Heartbeat:

Heartbeat Period: 3 Hours  +

Period In Case of Alarm: 4 Minutes ~
Figure 25: UNMS Email Trap Settings

You can trigger an Email Trap via « Test » button. The CS121 AlarmLog will log the sending
and the UNMS Il with TeleService should display new measuring values within 2 to 3 minutes.

The default selection of the Email Trap events shows, which events are critical and should be
sent. If you want to send further events, you can enable them here by clicking the « Apply »
button. Please note, that it is required to execute the « Save, Exit & Reboot » function, after
you have finished your configuration.

4.2.11 Timeserver

The CS121 uses a timeserver to supply the correct date and time of any event in its local
lodfile. If no Timeserver is set, the CS121 will not use date and time in the logfile, but a date
stamp of 1970.
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Timeserver Settings ?

SNTP or RFC868 TCP compatible timeserver listening on port 37 required.
To disable the timeserver feature settimeserver address 110 0.0.0.0

An exemplary publictimeserver can be found here (could be used for both protocols).
129.6.15.29 : National Institute of Standards and Technology
or try using a Windows computer in the local network.

Current system time: Thu Jan 6 17:37:50 2011

Timeserver Address 1: 1296.15.20 SNTP

Timeserver Address 2: 0000 SNTP -

Timeserver Address 3: 0.0.0.0 SNTP -

Connection Retries: 2

Timezone: (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna ~

Automatically adjust clock
for daylight saving changes:

Synchronize Time: ["] on incoming RAS connection

1 on outgoing RAS connection

(implemented for european timezones only)

[ synchronize C8121 with Timeserver

Set System Time Manually
Timezone: (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna «
D=l Date: § - Jan ~ 2011
Time: 17 + 37 - 50 -
Figure 26: HTTP - Timeserver Settings

The timeserver is important to synchronize the UPS lodfile to the actual time. The adapter
supports up to three different timeserver IP-addresses. Both, RFC868- and SNTP- protocols
are available. Enter the IP-address of any timeserver in your LAN or in the internet. In the
internet you will find many timeservers supporting RFC 868 TCP requests, e.g. the IP-address
of the timeserver of the National Institute of Standards and Technology is 129.6.15.29; the
timeserver of the Physikalisch-Technische Bundesanstalt is 192.53.103.103.

o Note: The timeserver will synchronize immediately following the reboot. If the
synchronisation fails, the CS121 will attempt another timeserver
synchronisation. Following that, the CS121 will attempt a
synchronisation with the timeserver every 24 hours. It is required to
unlock UDP port 123. From Firmware 4.17 the timeserver will
synchronize in a 10 minute interval for at most 24 hours, after it the
synchronization interval will be reduced to 24 hours.

The CS121 firmware version 4.28.x provides the option to set the system time manually.
Please note, that after the next reboot the synchronization will be lost.

Attention: The NEWAVE UPS got a special feature: Time synchronization via MODBUS
command 99. With this signal, the internal clock of the CS121 will be reset to 01:00 every
night, because of the optimization of a correct time. To avoid that the CS121 internet
synchronization process will correct this time again (regularly process at every restart and
every 24 hours), it is required to disable the SNTP timeserver into the CS121.

Every Windows computer offers the by AWi ndows

time of the PC with an internet clock. How to setup the MS-Timeservice is described below.

If you do not have any internet access in your network, you may setup a timeserver which use
the PC clock. For this you may choose any freeware from the internet or download from here:
http://iwww.generex.de/wwwfiles/timeserver/atcs22.zip

e Test Timeserver connection: This option is testing the Timeserver connection with a time and
date stamp. Please note that the connection to the timeserver only works, when the adapter is
not in the configuration mode (IP 10.10.10.10).
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o Note: Please take a look into the FAQ of this user manual for further information how
to use a workstation as timeserver.

4.2.12 Language
The CS121 firmware version 5.x or higher is supporting the following languages :

- English

- German

- Chinese

- French

- Spanish

- Polish

- Portugese

C5121 SNMP/Web Adapter - Wi

£ hitp://q01 generex.de/ BEIEE

|[ Datei Bearbeiten Ansicht Favoriten Extras 7

i Favoriten | 5 2] Web Slice-Katalog =

G CS12L SNMP/Web Adapter o~ -

Device Status: ( UPS is on Bypass. General Alarm.
AUX Status: © ( Sensor Status: © © ©  BACS Status: © Status: Floz

Language Configuration

Current Language: ~ English Sigen

Installed Languages: English [=]

System & Network Status
uPs status

UPS Functions

AUX Status

Sensorian 2 Status

BACS Status

Configuration
UPS Model & System

Network & Security
LED Display

RAS Configuration
BACS Configuration
Scheduled Actions
Snmp.

EMail

Timeserver

COM2 & AUX
SensorManager

Language ¥
Save Configuration =

Figure 27: Language Configuration

To be able to use this feature, it might be required, to configure the following into your web-
browser (example Internet Explorer 8) :

- Open the Tools/Internetoptions menu into the IE8

- Click the « Language » button
- Add the languages you use to read websites, listing in order of preference
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fions (E calls sl
Language Preference @E

Language Preference

Add the languages you use to read websites, listing in order of
preference. Only add the ones you need, as some characters can
be used to impersonate websites in other languages.

[en-GB Move up
]
Spanish (Spain, International Sort) [es-ES]

Prefix and suffix options
[ Do not add 'www' to the beginning of typed web addresses

Specify the suffix (for example .net) that should be added to
typed web addresses when you press Ctrl + Shift + Enter.

Suffix:

Figure 28: IE8 Internet Options i Languages

4.2.13 Events / Alarms

The Event/Alarm-pages are the main feature of the CS121-configuration and are based on a
combination of events and actions (resp. Jobs). At CS121 there are various events defined,
such as e. g.UPS Patewyebadd ai INd.at fite Each eveotwthe C£121 allows
you to release one or more actions. An action can be e. g. write a log file entry in the alarm log
(as default all events do perform a log file event), to send an email or to perform an RCCMD
Command (e. g. shutdown signals to several RCCMD clients). For a short introduction into the
handling of events and actions see also the section A Quid.kst ar t

In this menu the relationships between system events such as alarms and the actions to be
taken those events are defined.

» To configure your events and actions open the me n &verits / Alarmsd . T h efi Eneenrut
Confi gur at iaoovérvied abey theseyests and the number of configured actions.

Event Configuration

Event Overview

_ RCCMD RCCMD RCCMD uprs N RCCMD
Euent ECdRERai] Shutdown Message Execute Shutdown CALES (LTt Trap
Bovwesfail 0 0 1 1 1 ] ] ] 1

Po Powerfail 4 Jabs

Systern §1. RCCMD Msg 192.168.202.147
2., RCCMD SD 192.165.202.147

LUPSMAN 3. RCCMD Exe 192.168.202.147

LUPS conl4, RCCMD Trap Powerfail on #SERVER UPS can power systern for #AUTONOMTIME rmin.

Figijre 29: "HTTP - EventHConfigl]ration with tool tip )
» Select the desired event and configure it into the event editor.

PO AW N -
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http://192.168.202.164/admin/event.cgi?e=15
http://192.168.202.156/admin/eventlist.cgi
http://192.168.202.164/admin/eventlist.cgi

UPS Status: € UPS STATUS 0K
AUX Status: © © © ©  Sensor Status: © © ©

Event Editor
Event:'Powerfail'

Event Jobs for ‘Powerfail’ ?
JobType When Parameter 1 Parameter 2 Parameter 3

AR S 1 Edit Del Test Log P100  Powerfail

LSS 2 Edit Del Test RCCMD O Powerfail on #WODEL . Autonomietime

UPS Functions Trap #AUTONOMTIME min.
AUX & SensorMan Status

Configuration Add new job

UPS Model & System
Network & Security Back o event overview

" Figure 30: HTTP - Event Editor

The Event Editor allows you to edit, delete and test existing events, as well as to add a new
event job. Please click on the desired action to enter the Job Editor, who lets you make the
configuration.

CS121 Status

Here in the following a short example how to configure an RCCMD shutdown signal.

eGenerally, the event APowerfailo (in same en)
be used to enter the RCCMD shutdown commands, where requiredwi t h a del ay ( i«
depending on the remaining time.
Event Jobs for 'Powerfail’
Job Type  When Parameter 1 Parameter 2 Parameter 3
1 Edit Del Test Log F100  Powerfail
2 Edit Del Test RCCMD Msg © 192 168.202.81 6003 Afterntion: Powerfail occured!!
3 Edit Del Test RCCMD SD P12 192.168.123.123 6003
Figure 31: HTTP i Event Editor, Example of a Shutdown-Configuration
eAdditionally, all Actions of the Event fAPower

|l owdo whithout any del ay.

e The Event Editor offers you 3 commands on each job: Edit, Delete and Test (see figure
above). Please note: The Test will perform the execution actually, which means for exeample,
that testing a RCCMD shutdown job will actually trigger the shutdown signal at the client side!
You should perform a shutdown test not until you have switched off the shutdown procedure at
the client (RCCMD Configuration, Button Configure shutdown).

e All jobs are not saved until you executed the Save, Exit and Reboot function, not until the
device is restarted and running in normal mode (DIP-Switch 1 is ON).

e The number of jobs per event ist limited. CS121 Series 2001-2006 allow up to 25 jobs,
running under Firmware 3.5x even up to 35 jobs (approx., depends on the jobs). If more jobs
should be executed, you have to configure RCCMD as relay station, as described in section
6.1.1.

4.2.13.1 Threshold Events

Some UPS models allow you to configure thresholds for releasing UPS specific threshold

events individually. The CS121 also supports these features, if the UPS includes this option. In

this case, you see at the main ev e n t menu fAEvent configuration:
| i rCanfigéire threshold eventso . Cl i o &dd & rew mdividual threshold event and you
enter the configuration page fAThreshold Event
individual events.
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http://q01.generex.de/admin/thresevents.cgi

Device Status: () UPS STATUS OK
Sensor Status: O © ©

Threshold Events

1 SM_analogue 1<13.00 Edit Event
2 SM_analogue 1=37.00 Edit Event

Delete Event
Delete Event

Edit Jobs
Edit Jobs

Add Threshold Event

Battery voltage :
Seconds on Battery
Battery Autonomy (m)
Battery charge (%)
UPS Temperature
Inputvoltage P-N
Output load (%)
SM_analogue 1
SM_analogue 2

Variable:
Direction:
Threshold:

Add as new event

SM_analogue 3
SM_analogue 4
SM_analogue 5
SM_analogue 6
SM_analogue 7
SM_analogue 8

HTTP T Threshold event

Figure 32:

The CS121 firmware version 4.27.x or higher provides the option to configure pre-threshold
events for the analog sensor inputs (temperature, humidity etc.) additionally. In this example a
pre-threshold alarm for a SM_T_COM temperature sensor for the value temperature low of
13°C and temperature high of 37°C were defined. The analog values for external sensors are
configurable through the variable SM_analogue 1-8. The proper threshold events for
temperature |low of 10AC and temperature high
AUX0 for the SM_T_COM.

COM2 Settings

COM2 Mode: SW_T_COM - . . o
COM2 Baud Rate: 38400 - Please note: COM2 is always used for configuration as long as DIP switch 1is off!
COM2 Parity: MNone ~

SM_T_COM Settings

Location Unit Threshold (Low) Threshold (High) Offset
Temperatur Testreld Degree Celsius 10.0 400 0.0

Figure 33: HTTP i COM2 Threshold events SM_T_COM

4.2.13.2 Logfile Entries

For a numerous of events logfile entries are already pre-configured as default. To configure a
new logfleent ry, type in the field fATextd the desi

and choose the option on the right side, when/how often the message should appear in the
logfile.

UPS Status: € UPS STATUS OK
AUX Status: @ © © © Sensor Status: @ © ©

R

MWeb Adapter

Job Editor

‘Powerfail’ Job 1

Wi - When: €

C8121 Status Function:  [Wiite to Logfile n: immediately, once
System & Network Status =t Fowerfail € Always
UPS Staus ©Every[100 seconds
UPS Functions
AUX & SensorMan Status € after [100 | seconds

Configuration
UPS Model & System
Network & Security
RAS Configuration
Scheduled Actions
SNMP
EMail

€ After [100 | seconds & repeat
© after [100  seconds on battery

Cat 100 seconds remaining time

Apply | Cancel




Figure 34: HTTP - Job Editor: Lodfile entry

Example above: The text APowerfailo wild.l wr it
as the event is present. Other actions on events such as Email, RCCMD shutdown, UPS-
Dialer, TempMan etc. can be configured in the same way. Each event may have an unlimited
number of actions (executed now, delayed etc.).

4.2.13.3 Email-Job

‘Powerfail’ Job 3

Function: Send an EMail - When: @ |mmediately, once
Receiver:  spmeone@somewhere.com ) Scheduledin 0 seconds
Seperate repsivers by comm to send mail to more then one recsiver. Do ot insert additional spaces. =
Text: Powerfall on #MODEL . Autanomietime ## ) ° SECed
Options: Use text as subject Bt 0 SEHIEE
Aftach Alarmlog O After 0
[V Attach Datalogs seconds & repeat Actions will only be executed if event condition
h N is still true after the specified seconds!
) After 0
seconds on battery
Ca 0
seconds remaining time

Figure 35: HTTP - Job Editor: Email-Job
To configure an Email-job follow the entries in the figure above.

o Note: Pleaseassur e that your Email settings ir

Beside text entries (up to 511 signs), variables can also be integrated into the email from the
CS121. This may personalize your emails. A list of available variables are documentated in the
appendix. Please note, that the variables are only getting filled, if the event actually occurs, not
by testing the action (so a simulation is not possible, you have to create a real alarm to see the
full message).

For example please see the figure above: There, the variables #MODEL and
#AUTONOMTIME will be substituted with their current values, when the action will be
released.

Please notice the syntax, that each variable name must be started with the character # and
must be ended with a <space> character.

» Apply your settings and testthe Email-j ob i n the fAEvent Editord t
sent.

e Continuous, periodic events:

To define an event job, which will be executed continuous, e. g. daily, create a job for the event
AUPSMAN st anrthe éoltbwinglfigure:e

'UPSMAN started’ Job 2

Function: Send an EMail - When: ) Immediately, once

Receiver: someone@somewhere.com ©) Scheduledin 88400 seconds
Text: UPSMAN started © Every 86400 seconds
Options: Use text as subject

After 86400 seconds
Attach Alarmlog

Attach Datalogs O After 86400

seconds & repeat Actions will only be executed if event condition

is sfill true after the specified seconds!
() After 86400

seconds on battery
A 86400
seconds remaining time

Figure 36: HTTP - Job Editor: Continuous event job
4.2.13.4 Email-To-SMS
I'n order to send a SMS message in case of an
Serviceo of your GSM provider. Tséndssan ensil tathes e r v
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service center of your GSM provider, who converts the email into an SMS. This service is

standard in most GSM networks and very reliable compared to modem solutions. For receiving

emails as SMS you have to contact your GSM provider to open this service. In the following we

describe how this works with some GSM providers in Europe, since these providers change

this very often, pl ease refer to the website of
SMS0 can be actiphene.ed for your cell

Example:

GSM Provider T-Systems D1

Your D1 email address will be D1Nr.@t-d1-SMS.de (e.q.:01711234567@t-d1-sms.de) Please
note that you enable receiving emails on your cell phone. This is done by sending a SMS with
the message AOPENO, to the number 8000.

Only the subject or the text field of the email will be transferred as a SMS, 160 characters from
the subject and text field.

Important: If you want to stop receiving emails, please send a SMS to the number 8000, with
the text ACLOSEO.

(If you want to enable the email transfer again, just send a message to the number 8000,
containing the text AOPENO, as described before.)

GSM Provider Vodafone

In germany the vodafone email-to-SMS server is sabl edeiAvePdaheret ake
onto the vodafone website of your country for the accordant server name.

Please note that you enable receiving emails on your cell phone. This is done by sending a

SMS withthemes sage AOPENO, 3800. t he number

Only the subject or the text field of the email will be transferred as a SMS, 160 characters from

the subject and text field.

Important: If you want to stop receiving emails, please send a SMS to the number 3400, with

the text ACLOSEO.

(If you want to enable the email transfer again, just send a message to the number 3400,
containing the text AOPENO, as described before.)
Other providers

Please ask your cell phone network provider for informations about the email to SMS settings.

4.2.13.5 AUX-Port

‘Powerfail’ Job 7 ?

Function: ISwitch AUX/Sensorian Output - When: & Immediately, once
Port Number:  Always
Command: ISetHign 'l  Every |0 seconds
 After [0 seconds
 After [0 seconds & repeat
 pfter [0 seconds on battery
At IU seconds remaining time
Apply Cancel |
Figure 37: HTTP - Job Editor: Switch AUX-Port

In general, the AUX port is used for auxiliary contacts that can be configured to function as

either an Input or an Output (e. g. as input for air-conditioning alarm contacts and as output to

switch on electrical sockets or start beepers etc.). When these contacts are set as inputs, they
aretobetreatedasanevent in the /AEnueReverse teeAUX domtagts th be

treated as actions, when they are being used as outputs. The AUX port is also used for

connecting an SS4/AUX power outlet manager, in which case all AUX ports function as

out put s. For t he AUX waenspor olvii kdee tsteev e 884 AdfiXa,ddSM_ |
SM_BUZZ alabmbeeper , et c. For a «c eomspd efter otvlee VAEX plIf e 4
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the according datasheet, downloadable from www.generex.de. We recommend the usage of
our connection terminal CON_AUX for inputs and our CON_R_AUX for incoming and outgoing
alarms (outputs).

The CS121 L (external box) allotted from serial number 0121-10417 (delivered from
31.07.2008) about a COM3 port. The CS121 SC (slot card) allotted from serial number 0123-
09428 (delivered from 03.09.2008) about a COM3 port too. The AUX port assignment is
depending to the hardware type different.

4.2.14 SNMP
Within this menu you can define access controls for SNMP-communities. This concern e.g.
SNMP-Management tools, Trap receivers etc... The CS121 firmware version 4.44.x provides
SNMP V3. SNMP V3 requires the definition of at least a SNMP V3 user on both sides (CS121,
SNMP-Management tool). The following SNMP V3 security level are at present:
o No auth, no priv: No authentication, no privacy, but an SNMP V3 user
0 Auth, no priv: Authentication (SNMP V3 user, SNMP V3 password), no
privacy
o Auth, priv: Authentication (SNMP V3 user, SNMP V3 password), SNMP
privacy password

General SNMP Settings

Enable SHMP Agent: SNMP v3 Security Level: na auth, no priv «

SHMP Version: 3 - SNMP v3 User: generex

Use SNMP Authentication Traps:

Use SNMP Coldboot Traps:

SNMP Communities & Trap Receivers

SNMP Communities SNMP Trap Receivers
Address ‘Community Permission Address ‘Community

1 0000 Readonly ~ 1 0000

2 0000 Readonly ~ 2 0000

3 0000 Readonly ~ 3 0000

4 0000 Readonly ~ 4 0.00.0

5 0000 Readonly ~ 5 0000

6 0000 Readonly ~ 6 0.0.0.0

7 0000 Readonly = 7 0000

& 0000 Readonly ~ 8 0000

9 0000 Readonly ~ 9 0000

10 0000 Readonly ~ 10 0000

Please note:

Any IP has SNMP access unless you define IP addresses here. This list will be ignored if
using SNMP v3.

Test SNMP Traps

You can send a powerfail trap and a power restored trap to the receivers defined below.
Please note: To test newly added receivers, you must save the configuration and rebootthe CS121 first.

Figure 38: HTTP i SNMP Settings

The submenu displays a column of 10 manager IP-addresses with the corresponding access
permissions, the commands and an example. Use this screen to specify which managers have
access to the SNMP adapter agent, the community names (password) and also what type of
access the IP managers have - read only or read and write.

Please use the following security algorithms in your SNMP management:
- Auth Algorithm = MD5
- Privacy Algorithm = DES


http://www.generex.de/

& Advanced Properties of SNMP Agent | & |

Address |192,168.222,196
Port 161

Read Community

Write Community
SNMP Version |3 -
SNMPv3
USM User |erik.
Security Level | auth, priv -
Auth Algorithm | MD5 -

Auth Password | ===
Privacy Algorithm | DES -
Privacy Password | ===
Context Name
Engine ID (0x 8000 054C 03000305 18 1356
Localized Auth Key |0x 95 FE 8D BD 45 8F BD EC 04 9F BA E0 68 55 FB D4
Localized Priv Key |0x 96 FE 8D BD 45 8F BD EC 04 9F BA EO 68 65 FB D4
Figure 39: HTTP i SNMP Algorithms
e Configuring Trap-receivers

Use this to determine which IP managers receive traps (messages) from your SNMP-adapter.
The screen permits you to send traps about your UPS to IP-addresses (managers).

Also, the menu for switching authentication and cold boot traps are located here. If activated
these traps are send to the configured SNMP trap receivers in the trap receiver list.

e SNMP Trap Test

In this menu the user may test the SNMP traps, whereas the defined traps are only used for

test purposes and do not represent real traps. The receiver must also be configured in order to

make this test work. Additionally, save the settings and reboot your CS121 before testing the
communication with the configured IP-address. (does not work in configuration mode). If you

use SNMP Test trap, you wil/l receive SNMP Traps
scenario i the simulation of a power outage of some seconds.

Note: If you use SNMP polling to retrieve data from the CS121, you should
disable the MODBUS port to avoid interrupts and performance slow
down.

The CS121 can be monitored via web-browser, UPSView, MODBUS, PROFIBUS, LONBUS,
Email and SNMP (e. g. NAGIOS). The RFC1628cs121 SNMP MIB is at present.
The installation and setup of a SNMP browser is described into the Appendix.

To be able to connect to the UPSMAN via SNMP you have to install and configure the
Windows SNMP service.

Open the Windows Components Wizard (click Start, Control Panel, double-click Add/Remove
programs and then click Add/Remove programs again). In components, click Management and
Monitoring Tools (but do not select or clear its check box) and then click Details.

Select the Simple Network Management Protocol check box and click ok.
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After the SNMP service has been installed you have to configure the SNMP service via the
control panel icon Administrative Tools/Services. Enter the community string of your
management station and the address of the trap target and enter the system group.

SNMP Service Properties (Local Computer) “

General | Log On | Recovery | Agent | Traps | Securty | Dependencies

[¥] Send authentication trap
Accepted community names
Community Rights
public READ WRITE

Add... Edit... Remove

®) Accept SNMP packets from any host
_) Accept SNMP packets from these hosts

| ok || cancel

Figure 40: SNMP Service Properties

Enable the AAccept SNMP packets from any hostr

Start the SNMP-service from the command line by net start snmp or start with the help of the
icon Services from the control panel. If the installation has been completed successfully you
should receive a cold boot trap on your management console. In addition you can access sys-
tem group data.

MIB-Integration into your NMS

Standard-NMS Installations require for each device to be monitored its specific MIB
(Management Information Base). To monitore the CS121 the Standard-MIB for UPS-systems,
RFC1628, is generally to be integrated into your NMS.

To identify CS121 adapters in your network you may use the MAC address. The MAC address
of every CS121 adapter starts with 00-03-05-02-XX-XX, whereas this address can be found in
the Telnet menu (menu: IP address, gateway address, MIB system group).

Your SNMP adapter is now installed and fully functional. Please read the following for
configuration and functionality descriptions of the adapter.

The MIB is to be loaded onto each SNMP Management Station that is monitoring an UPS via
an UPS SNMP Agent. The MIB determines which UPS parameters can be monitored and

controlled with the SNMP commands Agetid and As

To complete the SNMP adapter installation and configuration process, you must compile the
necessary MIBs to configure the NMS. Any NMS with a MIB compiler can manage the SNMP
adapter.

Perform a Aget"™ and a Aset". | f the getccessr se
control. The manager must have read permission to execute a get command and read / write
permission to execute a set command successfully.

For instructions on how to compile MIBs for the most popular NMSs - Novell's NetWare
Management Station, Hewlett-Packard’s OpenView Network Node Manager, and SunConnect;
SunNet Manager; see the corresponding heading below.
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Please note that the CS121 uses the standard MIB, which is included in most SNMP software
already. This MIB is called UPSMIB and corresponds with the Standard RFC1628. In most
cases compiling of the MIB is not required as it can be found under:

iso.org.dod.internet. mgmt.mib2.upsMIB

Please check your MIB directory before compiling the RFC1628!

Configure the NMS

o Set/compile the device MIB, if there is no standard UPS MIB RFC 1628 (CS121 only!)

e Add the SNMP adapter object to the management map and configuration of the events (e.g.
message to the operator)

e Ping the SNMP adapter

Due to the different compilation procedures of the SNMP software products, it is not possible
to explain the general procedures in greater detail. The compilation of a MIB file is explained in
the general SNMP software manuals. Please contact the support, if you cannot resolve errors
using this manual.

After the compilation the UPS software can be polled via a MIB browser and data can be read.
Please choose the corresponding MIB variable or string of MIB variable and set the destination
address TCP/IP of the adapter. The adapter will answer with the UPS data.

Alternatively the Windows UPSMON, JAVAMON or the UPS SNMP WATCH of the DataWatch
Pro Software can be used. The UPS data will then be displayed graphically and internal UPS
information, which are only useful to the technical support, will be hidden. In addition to this,
the UPS SNMP WATCH is able to manage groups of UPS devices, in order to manage parallel
redundant UPS systems.

As an optional add-on for the HP OpenView software, a snap-in may be ordered for
UPSMAN/CS121.

o Note: SNMP response changed: Now only those SNMP requests are answered,
which are present at this UPS or other device. Missing data does no longer cause a return
value "0" or "-1". An SNMP Walk will now no longer return any OIDs, which are not supported
by this UPS.

4.2.15 COM2 & AUX

4.2.15.1 COM2

This menu takes the user into the submenus for the general settings of the COM2 and AUX
connection ports of the CS121-adapter.

COM2 Settings
EUREAN e SMT COM
COM2 Baud Rate: Configuration Please note: COM2 is always used for configuration as long as DIP switch 1 is off!
Pipe Through 1
COM2 Parity: Pipe Through 2
COM3 Mode: Modbus/SPI3
TempMan Apply
Sensorhlan
Sensorhlan 2
AUX Settings RAS
Port Hame gﬂ‘}:@:g;g 2 sage HC contact Switch on C$121 Powerup Powerup Delay (seconds)
1 AUXPort1 SiteManager 2v3  [Output - a A 0
SiteManitor 2
2 AUXPort2 M COM Output  ~ | B 0
3 AUX Port 3 SM_T_H_COM Output = ] ] 0
4 AUXPort4 Output & ] 0
‘Write logfile entry on AUX output:
Appl!
SS4Mode:  Off -
SM_T_COM Settings
Location Unit Threshold {(Low) Threshold (High) Offset
Temperatur Rack Degree Celsius 10.0 400 0.0
Apply




Figure 41: HTTP - COM2 Mode overview
e Configuration Mode:

This sets the normal configuration mode for using the CS121 configuration cable (not
included).

o Note: Unless DIP-switch 1 is OFF the COM2 port is always running in
configuration mode.

o Note: The Pipe Through Modes are not supported from every UPS model.
Please contact GENEREX via support@generex.de, if your UPS model
is supporting these modes.

e Pipe-Through Mode 1:

Enabl e or di 4éabloeagthide ofipit he ad a-g32 protacol dfthe WPSa b |
will be transmitted to the COM2 of the adapter, so now you can connect any other RS-232
software to the adapter to make use of the RS-232 UPS protocol i parallel to the adapter. This

makes the use of multiplexer hardware is no longer necessary. 2 serial interfaces on your UPS

which are working parallel are utilized now. Reminder: If you have enabled this function, you

can no longer configure the adapter via the serial cable, you must change the settings via

HTTP. As communication cable between CS121 and your application you have to use the
original CS121 configuration cable (not included).

o Note: Please note, that it is required to define the same baud rate of the UPS
baud rate in ACOM2 Baud -RwmoughbModeIl+hi s
2!

e Pipe-Through Mode 2:

Analog to Pipe-through mode 1, the UPS data is piped through to COM2 but not directly. In
order to accelerate the internal processes of the adapter, the UPS data is accumulated into
memory before being made available to COM2. Consequently, Pipe-through mode 2 also does
not provide for the relaying of signals to the UPS through COM2 either. (See also section
ANet work & Security Settingso)

o o =A

- | @ | @

UPS \

CS$121 Configcable
(C$121-TEMP)

LOCAL 2o 3RD
NETWORK NETWORK NETWORK
Figure 42: Pipe Thru Installation
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¢ MODBUS/SPI3

The selection of MODBUS/SPI3 in the drop down menu of the COM2 settings enables the
CS121 MODBUS/SPI3-Profibus function. The default CS121 device types communicating
MODBUS via RS232. The special CS121 device types LM and SCM communicating RS485
via the COM2. You can detect by means of the CS121 serial number 0124-..., if you got a
CS121 with RS485 interface. The CS121_SPI3 Profibus and LONBUS converters will be
connected to the COM2 with RS232 port and as configuration use MODBUS/SPI3.Please take
a look into chapter 6.7 for further information.

e TEMPMAN & SENSORMANAGER | & II:

The TEMPMAN and SENSORMANAGER are extensions to the CS121 that connect to COM2
of the adapter. The newer of the two products is the SensorManager. These devices are
simply plugged into the CS121 for setup and the only mandatory change on the adapter to
enable this functioning is to set the COM2 Settings to either TEMPMAN or SENSORMAN. The
configuration is easily achieved via the HTML page of the CS121 web server. Please note the
drop-down menu and entry fields on the page. (see screenshot above) For in-depth
SENSORMANAGER settings see following up chapter.

j 5121 SNMP/web Adapter - Microsoft Internet Explorer B =1a1x|

Ditel Bearbeten Anscht  Faverten Exiras 1 |

e - QA 0GB D DB - adesse [E epijesioy -
UPS Status: € UPS STATUS OK
AUX Status: © © © ©  TempMan Staws: 00 © 00 © 00© 00@©
COM? Settings ?
COM2 Modle: Fine Thraugh 2 =
COM2 Baud Rate: 38400 7
©8121 Status COM2 Parity: Mone = Apply
System & Network Status
UPS Status
AUX & Temphan Status - -
Sitemanager Status AUX Settings ?
Port  Name UseasOutput  Switch on CS121 Powerup Powerup Delay
. 1 [Filesemwer 4 [ 10
2 |APort2 (] (] |
Configuration 3 [wmcPons O (] 0
UPS Model & System
Network & Security 4 |abcParts (| r 0
SNMP
Etail Vwrite logfile entry on AUX output: [~
Timeserver
COM2 & AUX
Activate 554 Mode Appl
s L izl Em
Save Configuration |m
Logfiles TempMan Settings ?
alarmLog Sensor Location Unit Threshold {Low)  Threshold (High) ~ Scaling Factor
';::BL“‘JID ool 1 [Temperature Sensor 1 [Degres Celsius i) 000 100
lernalDevicel og
Web Link 2 [Temperaturs Sensor 2 [pegree calsius i [1o0.0 [1.00
eb Links
€121 Online Manual 3 [Temperature Sensor 3 [pegree Celsius 0.0 [100.0 [1.00
C5121 Firmware Update 4 [Temperature Sensor 4 Degree Celsius o o0 100
Java Runtime Enironment I I
Apply
[&] Fertig || Lokales Intranet 4
Figure 43: HTTP - COM2 & AUX with TEMPMAN

e RAS-Mode (not supported after 2011)

The sel ecti onrentrginthe drap daivik e of the COM2 settings enables the
CS121-RASManager function. This function is only operational if a RASMANAGER ist used
(CS121 with inbuilt modem) and a RASMANAGER license key is provided (optional, part of
RASMANAGER). While it is also possible to select this entry in the Telnet menu, it is only
possible to configure the RASMANAGER settings using the HTTP interface of the CS121. See
menu ARAS Configurationo for further settings.

¢ GSM Modem
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A GSM modem provides the notification or rather forwarding of the UPS events/alarms via
SMS. Please take a look into chapter 6.5 for further information.

e SiteManager 2, SiteManager 2/v3

The selection of SiteManager 2, SiteManager 2/v3 enables the communication between the
CS121 and the SiteManager. The SiteManager is a professional facility management device,
which provides 8 configurable analog inputs, 8 digital inputs and 8 switchable relay contacts.
Please take a look into the SiteManager Il user manual for further information.

e SiteMonitor 2

The COM2 selection SiteMonitor 2 enables the communication between the CS121 and the
SiteMonitor 2. The SiteMonitor 2 is a professional facility management device, which provides
64 digital inputs for several contact detectors.

e SM_T_COM

The SM_T_COM is a temperature sensor for the CS121 and is used for the monitoring and
controlling of UPS rooms, server rooms etc.. Please take a look into chapter 6.2 for further
information.

¢ SM_T_H COM
The SM_T_H_COM is a temperature and humidity sensor for the CS121 and is used for the

monitoring and controlling of UPS rooms, server rooms etc.. Please take a look into the
SM_T_H_COM datasheet for further information.

4.2.15.2 AUX and SITESWITCH4 Settings

The AUX connection is an input/output port for connecting external contact devices such as
alarms or for connecting to an SS4AUX SiteSwitch power socket manager. The SS4
SiteSwitch is a standalone device with a built in CS121. The SiteSwitch SS4 AUX is an
inexpensive and practical extension to the CS121 adapters enabling the individual power
switching of up to four power sockets i using the inbuilt AUX port (4 pins) of the CS121. By
entering the corresponding list number, the AUX ports are switched to output or input.

The AUX port can only read signals, if the port is switched to input. If switched to output the
AUX port can send signals to an optocoupler for example. (Refer to the circuit diagrams in the
appendix.) After a reboot, the state of the switches remains in the status previous to the
reboot.

The following describes the configuration of the AUX ports using the HTML interface. All of the
AUXports1i4 can be manually set to AOQOutputd so t
can be preconfigured i n t tpersifidvidually.tWhen alhperts are t o
set to fAOutput o, this is equivalent to actiwv
activated when connecting a SITESWITCH4 to the AUX port of the CS121.

When the Output options are deactivated, the AUX ports act as inputs used for monitoring
signals such as input from alarm contacts. For example, while configuring port 2 as an input to
monitor an alarm, the CS121 can also be preconfigured to respond to the alarm signal from
port 2 to shut on or off a device connected to one of the other ports that has been set to
Output.

For example see also thEON2t&i AJXoiabdvegure dt

The OUTPUT setting is to be configured with a power-up sequence so that, for example the
fileserver on port 1 will be switched on upon Power up. In the Power up delay-fields the
number of seconds after a Power up in which a connected port device is to be switched on can
be entered. E.g. the setting 10 in the Power delay column will cause the switching on of the
fileserver on Port 1 to be delayed by 10 seconds after the Power up. Note that executing the
Save, Exit & Reboot does not cause a Power up, in order to cause a Power up the power
supply to the adapter must be interrupted. The differences between a Reboot and a Power up
become more noticeable when considering the AUX port contacts. During a Reboot the current
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status of the ports remain unchanged unless the settings of the ports have been changed from
input to output or vice versa. A Power up will set the ports to the preconfigured Power up
settings.

o Note: From CS121 HW131 it is required, if the AUX ports will be defined from
i Un u s e d or rather Output, that a cable with Pull-Down resistance
or a CON-AUX or a CON-R-AUX is connected. Otherwise the status
display of the AUX ports is undefined and can be changed by itself
anytime !

4.2.16 SENSORMANAGER

The SENSORMANAGER is a data measurement and collecting unit which allows the

individual measurement and monitoring of 8 analog measurement devices (0-10V) and 4

digital alarm inputs or 4 outputs (open collectors). SENSORMANAGER has its own chapter in

the manual, wherein the features and field of applications etc. pp. are described as well as in

depth the various specific configurations.

In generally, the SENSORMANAGER unitisconnect ed wi th its COM 1 port to
port, which has to be configurated as SensorManager mode.

Within the configuration page fASensor -d&hangager Se

others -define | imit values when event s Al&ammsbhoe) cwinlfli
released.
Sensor Location Unit Current Threshold Threshold SensorType Scaling Scaling
Value {Lowr) {High} Divisor Offset
1 |Temp.Sensor'I |Degree Celsius 0.0 |D.D |1DD.D |Cust0m ﬂ |2.55 |D
2 |Temp.Sensor2 |Degree Celsius 0.0 |D.D |1DD.D |Cust0m j |2.55 |D
3 |Temp.Sensor3 |Degree Celsius 0.0 |D.D |1DD.D |Cust0m j |2.55 |D
4 [Temp.Sensord |Degree Celsius 0.0 [0.0 [0 custem ¥| 255 fo
5 [Temp. sensor5 |Degree Celsius 0.0 [0.0 [0 custem ¥| 255 fo
6  [Temp.Sensorg |Degree Celsius 0.0 [0.0 [0 custem ¥| 255 fo
7 [Temp. Sensor7 |Degree Celsius 0.0 [0.0 [0 custem ¥| 255 fo
8  [Temp.Sensorg |Degree Celsius 0.0 [0.0 [ custem x| 255 fo

Sensor Manager Inputs ?

Input Location NC Contact Input Location NC Contact
1 [Digital Input 1 | 3 |Digital Input 3 |
2 |[Digital Input 2 | 4 [Digital Input 4 |

Apply

Sensor Manager Qutputs ?

Output Location NC Contact Output Location NC Contact
1 |Digital Output 1 r 3 |Digital Output 3 |
2 |Digital Output 2 r 4 |Digttal Output 4 |

Apply

Figure 44: HTTP i Sensor Manager Settings
Pl ease see SensorMan in section AAccessorieso of



4.2.17 RAS Configuration

This is the standard setting for the RASManager, the CS121 with the built-in modem. Most of
the CS121 products can also have the RASManager feature enabled by purchasing PPP
License Key and by connecting a supported modem. The RASManager, RASControl Software,
the UNMS Il Software with the TeleService Module come with an extra user manual for
describing this feature.

RAS Manager Settings ?
Common Settings

Modem: RAZ Manageranalog Modem First Time Init: ATRF&DOEDX3330=24812=1080=08w0

RAS Manager Phone Number: Modem Init String: AT

RAS Client Settings

Act as Client: Username: user
PPP Operation Timeout (sec): 300 Password:

Number to Dial: Confirm Password:

Number of Connection Attempts: 5 Inactivity Timeout (sec): &0
Destination Address: 0.00.0

RAS Server Settings

Act as Server: & Username: user
Enable Callback: (=] Password:
Server IP Address: 192.168.55.1 Confirm password:

Figure 45: HTTP - RAS Manager Settings

4.2.18 Scheduled Actions

Edit Scheduled Actions

Action: T - 1P o Hostiame:
SeifTest

Batery st

Next Occurrence:

Frequency: Online (mverter Mode)

o s
e

Switch UPS Outlet

Send Wake-On-LAN Magic Packet

Figure 46: HTTP i Scheduled Actions
I'n the AScheduled Actionsod menu you can schedt
Self test: A self test is a short hardware test, which switches the device to a short discharging.

Battery test: A battery test is a short battery test, which switches the battery to a short
discharging.

Custom test: A custom test checks, if the batteries are able to hold the downtime at least.

Full test: A f ul | test is used to calibrate the UPS
I owid This test should be done once a year at most, because to avoid a damage of the
batteries.

Online (inverter mode): Thisisafunct i on t o switch into ANor mal
battery). This status is the normal UPS mode and it is actual not necessary to schedule any
kind of commands.

Offline (bypass mode): This is a function to switch 1iento
of the UPS is not in usage and the current would not be buffered, if a failure would occur. This
mode displays a failure of the UPS, please call the UPS service to solve the problem.

Shutdown UPS: This action causes the switch off of the UPS. This could be arranged, if a low
charging of the battery occurs, in case of a fire alarm or a power failure happens.
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Switch UPS Outlet: This is a function to switch of the UPS outlets (not provided of every
UPS).

Switch AUX port: In general the AUX port is used for additional contacts, which can be
configured as in- or output (e. g.: as input for alarm contacts of an air conditioner or as an
output to switch a connector). If the contacts will be configured as inputs, they are able to be

used as evemntenin Séhei nigss 0. Additionally you <can
configured as outputs. The menu ASwitch AUX port
inputs!

RCCMD Shutdown: Here, IP-addresses from computers with RCCMD connection (receivers)
in the network can be entered. The CS121-adapter can then initiate a multi-server shutdown.
The timing for such a shutdown procedure depends on the configured down time of the
adapter (default: time of the remaining capacity of battery in min., during a long power fail.) or
on a countdown timer. Extended CS121-adapters can also use more events (e.g. battery low,
battery defect, communication lost etc.) as RCCMD signals. Please contact your UPS dealer
for more information.

RCCMD Message: With this job the user can combine and configure a text message with

RCCMD event. Text messages can be sent to RCCMD receivers. This makes it possible to

send text messages via RCCMD (version 2 or higher) to a Windows 2000 server or a Unix
computer, using the @NEITvSEMNWALDLO médtehoedspThe pr ol
network users on different operating systems is therefore solved.

RCCMD Command: This RCCMD signal will cause any RCCMD receiver (e.g. another

CS121, RCCMD client or SITEMANAGER, SITESWITCH4) to execute a command or

program, e. g.: to start a program at a remote work station.

Native UPS Command: (for very experienced users only) This is a function to execute UPS

own commands. Assumption: The user knows the AConN
These commands require additional parameter. If you want to use these kind of commands,

just contact your UPS dealer.

(De-) Activate Event: This is a function to switch off appointed events/alarms.

Send WOL: WOL stands for AWake on LANO agesTthhpranptf unct i o
other computers in a local network to start-u p . Pl ease use this function i
startedd to wake up computers which have been sh
power outage, which cause the CS121 or UPS to switch off completely. Additional you may

add this WOL signal to the EVENT #APower restored
providing this function or are password protected. Activate this function into the BIOS settings

of the motherboard.

Send Periodic Email: This is a function to send the log files via email periodically (from

firmware 4.xx and higher).

4.2.19 Save Configuration / Reboot

| f you are satisfied wiSave Bxip&Rebootd ndahdumwat itormung el
adapter informs you about the reboot-process. Do NOT close your web-browser!

4.3 Reading the Lodfiles

The CS121-Alarmlog contains the alarm protocol of events that were designated as alarms in
the Event/Settings-section and include the user defined alarm settings of the CS121
configuration as well as the events that are designated as alarms in the UPS native protocol.
These entries include such things as CS121 Admin defined email notifications which lead to a
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much higher alarm entry log level than would otherwise be the case if only UPS protocol
defined alarms were being recorded. For explanation, the following illustrates typical log file
entries made by the UPS:

The CS121 logs the time after a new start up:
01/17/2007,16:21:45, Syn chronized with timeserver 192.53.103.103. OK
This indicates a successful synchronization with the timeserver.

01/17/2007,16:23:39, UPSMAN <UPS model> has started
UPS communication functions and device is in normal operation mode. This is the standard
entry after every successful reboot of a CS121.

(The following entries result only from user defined settings as with the CS121
ADMINSTRATOR EMAIL Settings.)

01/17/2007,16:28:39, MAIL: subject "CS121 Event 4" successfully sent.

Al |l AEVENT Xo d arsviewable in helEVENTAdist ahthe web browser. EVENT 4
for this particular UPS is the EVENT "UPSMAN started" i This means that an Email was sent
with the text "UPSMAN started" which acts to confirm the log entry of 08:06:50 as Email.

01/17/2007,16:28:4 7, MAIL: subject "CS121 Event 16" successfully sent

In this case, the Scheduler has been activated and is ready for operations. In this case, the
scheduler is set to conduct a "Selftest" which it in turn relays per email to the designated
CS121 ADMIN.

01/1 7/2007,16:28:47,MAIL: subject "CS121 Event 26" successfully sent
01/17/2007,16:29:03,MAIL: subject "CS121 Event 27" successfully sent
01/17/2007,16:29:28,MAIL: subject "CS121 Event 28" successfully sent
01/17/2007,16:30:46,MAIL: subject "CS121 Event 29" su ccessfully sent

These are 4 Emails indicating the status of the AUX Ports (Auxiliary connection for external
alarms), which are set to give notification of the status signal LOW. Since the AUX Status can
only be set to High or Low and given that the CS121 in itself cannot distinguish the device, an
alarm email will be sent by the CS121 to the designated ADMIN at startup per default with the
startup status of each connected alarm. In this case, it is up to the administrator to determine if
the emails indicate an actual alarm or not.

01/17/2007,16:34:48,MAIL: subject "CS121 Event 38" successfully sent
01/17/2007,16:35:12,MAIL: subject "CS121 Event 39" successfully sent
01/17/2007,16:35:16,MAIL: subject "CS121 Event 40" successfully sent
01/17/2007,16:35:28,MAI L: subject "CS121 Event 41" successfully sent
01/17/2007,16:35:33,MAIL: subject "CS121 Event 42" successfully sent
01/17/2007,16:35:40,MAIL: subject "CS121 Event 43" successfully sent
01/17/2007,16:35:51,MAIL: subject "CS121 Event 44" successfully sent

01/ 17/2007,16:35:57,MAIL: subject "CS121 Event 45" successfully sent

These are 8 Emails sending information about analogue sensors (temperature, humidity and
the like) that are connected to a SENSORMANAGER, indicating that all controlled values are
within tolerance levels - or that no sensor is connected to the device or connection port.

01/17/2007,16:36:30,MAIL: subject "CS121 Event 54" successfully sent
01/17/2007,16:36:41,MAIL: subject "CS121 Event 55" successfully sent
01/17/2007,16:36:48,MAIL: subject "CS 121 Event 56" successfully sent
01/17/2007,16:36:57,MAIL: subject "CS121 Event 57" successfully sent

These 4 Emails indicate that the digital sensors (for airconditioning, fire alarms and the like) of
the SENSORMANAGER, are either in the normal state or that no sensor is connected.
01/17/2007,17:41:12,MAIL: subject "CS121 Event 62" successfully sent
01/17/2007,17:41:36,MAIL: subject "CS121 Event 63" successfully sent
01/17/2007,17:43:23,MAIL: subject "CS121 Event 64" successfully sent
01/17/2007,17:44:01,M AlL: subject "CS121 Event 65" successfully sent
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These 4 Emails indicate the status of the digital alarm contacts of the sensors (for Emergency
OFF, fire extinguisher and the like) connected with the SENSORMANAGER, showing either
the status is NORMAL or that nothing is connected.

01/17/2007,17:52:13,MAIL: subject "CS121 Event 70" successfully sent

This Email shows that no SENSORMANAGER is connected although the CS121 is configured
as having a connection to a Sensormanager. This informs the ADMIN that the CS121 is
incorrectly configured. In this case, the user should correct the settings.

The UPS data will be logged with timestamp into the CS121 Datal og.
) Co121 sNviprWeb AEERETENIBEIBEretox i S S e s =]

Datei Bearbeiten Ansicht Chronik Lesezeichen Extres Hilfe

B2 C 72y | G hittp://192.168.222.236/ 79 - | |28~ Google

G (5121 SNMP/Web Adapter

Device Status: @ UPS STATUS OK
Sensor Status: € © ©

GENEREX
*

DataLog
Date, Time, InVoltl, InVolc2, , InFreql, InFreq2, InFreq3, Loadl, Load2, Load3, BattVolt, BaccTemp, BattCap, OutVolt, AutononT ime
11/12/2010,00:07:01, .0, 49 .0,100.0,230.4,110.2

11/12/2010, H H 3 49 .5,100.0,230.4,99.3

11/12/2010, H v 50 0,100.0,230.4,139.7

- C8121 Status 11/12/2010, o 49 .5,100.0,230.4,139.7
System 8 Network Status 11/12/2010, +5,100.0,230.4,110.2
Device Status 11/12/2010, .5,100.0,230.4,110.2
Device Status Graphic 11/12/2010, 5,100.0,230.4,110.2
Device Functions 11/12/2010, s .2

SensorMan Status 11/12/2010,
11/12/2010,
+ Configuration 11/12/2010,
11/12/2010,
11/12/2010,
11/12/2010,
11/12/2010,
DataLog Chart 11/12/2010,
ExternalDevicelog 11/12/2010,
ExternalDeviceLog Chart 11/12/2010,
. 11/12/2010,
+ Web Links 11/12/2010,

Figure 47: i CS121 Datalog

[OE RN S N Y V)

The data of the connected devices (e. g. temperature sensor) will be logged into the CS121
ExternalDevicelog.
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Datei
@ P C

J G (5121 SNMP/Web Adapter

Bearbeiten Ansicht Chronik Lesezeichen Extras

Hilfe

£y | G http://192.168.222.236/
IR

Device Status: () UPS STATUS OK
Sensor Status: ' © ©

GEMNEREX
ExternalDeviceLog

*

Date,Time, Sensorl, Sensor2, Sen=sor3, Sensor4, Sensor5, Sensoré, Sensor7, Sensord

11/12/2010,02:20:09,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
11/12/2010,02:23:12,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
11/12/2010,02:26:14,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0

- C8121 Status 11/12/2010,02:29:15,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
System & Network Status 11/12/2010,02:32:18,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
Device Status 11/12/2010,02:35:20,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
Device Status Graphic 11/12/2010,02:38:21,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
Device Functions 11/12/2010,02:41:21,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
SensorMan Status 11/12/2010,02:44:21,22.5,23.0,0.0,0.9,0.0,0.0,0.0,0.0
11/12/2010,02:47:23,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0

+ Configuration 11/12/2010,02:50:23,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
11/12/2010,02:53:26,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0

- Logfiles 11/12/2010,02:56:29,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
AlarmLog 11/12/2010,02:59:30,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
Datalog 11/12/2010,03:02:30,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
DatalLog Chart 11/12/2010,03:05:33,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
xternalDevicel og; 11/12/2010,03:08:34,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
‘ExternalDevicelog Chart 11/12/2010,03:11:35,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
11/12/2010,03:14:35,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0

+ Web Links 11/12/2010,03:17:35,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0
11/12/2010,03:20:37,22.5,23.0,0.0,0.0,0.0,0.0,0.0,0.0

Figure 48:

HTTP i CS121 ExternalDevicelLog

In figure 62 the logging of a SM_T_H_COM is displayed, sensor 1 for the temperature, sensor

2 for the humidity.

At unify UPS their events will be imported out of the UPS directly and are displayed into the

CS121 menu

LogFiles,

UPS Eventso

e A TR -

Q—' C X 7/ (G hup//19216822226/

2 -J[2

' €5121 SNMP/Web Adapter

o )
newave
| g

[ ———

UPS Status: ) UPS Status OK
AUX Status: © © © ©

Event Logfile

| _gime _____[upsiDlcodel _____Evemt |
- C5121 Status 17.05.2006 09 U ELKO CAPACITOR MAX 80808080
System & Network Status 17.05.2006 09: K INV DON'T CLOSE 80808080
UPS Status 17.05.2006 09: K INV DON'T CLOSE 80808080
UPS Status Graphic 13.05.2006 11: FINAL TEST PAR SAVED 21d08080
UPS Functions 13.05.2006 11: K INV DON'T CLOSE 21d08080
AUX Status 13.05.2006 11: K INV DON'T CLOSE 21d08080
o 13.05.2006 11: U ELKO CAPACITOR MAX 80808080
+ Configuration 13.05.2006 11: MAINS BYP FAULT 80808080
- Logfiles 13.05.2006 11: U ELKO CAPACITOR MAX 80808080
UPS Events 13.05.2006 11: MAINS BYP FAULT 80808080
AlarmLog 13.05.2006 10: FINAL TEST PAR SAVED 21d08080
Datalog 13.05.2006 10: FINAL TEST PAR SAVED 21d08080
Datalog Chart 13.05.2006 10: K INV DON'T CLOSE 21d08080
ExternalDeviceLog 13.05.2006 10 K INV DON'T CLOSE 21d08080
ExternalDeviceLog Chart 13.05.2006 10 MAINS BYP FAULT 80808080
13.05.2006 10 MAINS BYP FAULT 80808080
+ Web Links 13.05.2006 10 FINAL TEST PAR SAVED 21d08080
13.05.2006 10: FINAL TEST PAR SAVED 21408080
13.05.2006 10: PARAMETERS SAVED 21408080
13.05.2006 10 PARAMETERS SAVED 21408080
13.05.2006 10:11:30 PARAMETERS SAVED 21408080

Figure 49:

HTTP i CS121 UPS Events
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4.4 RCCMD

RCCMD (Remote Console Command) is the worl dos m
heterogeneous networks and is the most secure way to establish a UPS multiple server

shutdown sequence today. RCCMD clients are listening to an RCCMD server which is usually

an UPSMAN software, CS121 or any third-party UPS manager which has a license to use

RCCMD. An RCCMD server is found inside any CS121 and is triggering RCCMD clients in

case of alarms. Therefore RCCMD requires such listeners on each client-computer you wish to

forward RCCMD signals. For installation of RCCMD at client-side please see the section in

chapteri Adodn s of.t war eo

o Note: RCCMD clients are optional and not freeware. Most CS121 are
equipped today with a single RCCMD standard license, some UPS
makers add more licenses, other do not deliver any license at all with a
CS121. Contact your UPS maker and ask for the license regulations for
RCCMD in conjunction with your CS121.

441 RCCMD Jobs
You can define RCCMD jobs into the CS121 menu fAEv

. Powerfail

This event occurs, if the UPS will lose the power supply. This event might be the optimal fitting
for the definition of RCCMD shutdowns.

e  System Shutdown

This event will be triggered, if the defined system shutdown time was reached. This event
should be used for operations only, which will force a shutdown immediately.

o Note: This event is the last event, that the CS121 can execute prior of the UPS
shutdown. Do not use this event to execute RCCMD shutdowns, because the remaing time is
not assured! We recommend to use the event powerfail for the RCCMD shutdowns.

e  Battery low

This event will be triggered from the UPS, if the battery capacity of the UPS has reached a
critical state.

. UPSMAN started

This event will be triggered periodical, if the CS121 is in normal operation. You can use this
event, if you want to start actions, which should be triggered into normal operation.

442 RCCMD Traps
RCCMD traps ar agesflipeSENPdraps)ewhish will be send from the CS121
automatically to the RCCMD client. The RCCMD traps are text messages only.

If you want to define RCCMD Traps by yourself, you can use the following variables :
e #OUTPOWER T Output power in %

o #BATTCAP i Battery capacity in %

e #INVOLT i Input voltage in V
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e #TEMPDEG i Temperature in °Celsius

o #AUTONOMTIME i Autonomy time in minutes

o #L ASTTSTBUPT i Last test battery autonomy time in minutes
e #STATUS i Status

e #ISTEST i In test mode

e #LASTERR i Last error

o #TIMEUNTILSHTDWN i Time until shutdown in minutes

e #RUNTIME 1 Runtime in minutes

e #INCURR T Input currentin A

e #BATTVOLT i Battery voltage in V

e #INFREQ - Input frequency in Hz

e #OUTFREQ i Output frequency in Hz

e #CNT_PF i Counter power failures

e #CNT_BL i Counter battery low events

e #CNT_SD i Counter shutdowns

e #CNT_SA i Counter shutdowns active

e #CNT_TF i Counter test failures

e #INPHASES i Amount input phases

e #OUTPHASES i Amount output phases

Example of the configuration of a tRRGGMD:Tr ap

Event Editor

Event:'Power restored’

Event Jobs for "Power restored’

Job Type When Parameter 1 Parameter 2 Parameter 3
1 Edit Del Test Log o #UPSID UPS on mains
2 Edit Del Test RCCMD o]} Powerfail on #MODEL restored. Battery Capacity #BATTCAP %. Input Voltage
Trap FINVOLT V.
Add new job
Back to event overview
Figure 50: HTTP - Job Editor: RCCMD Trap, Event « Power restored »

You can add any kind of text/measurement units. It is required to add a blank ahead and
behind the variable (#MODEL). If you want to receive more variables, please seperate them
with a blank and a « . ».

Powerfail on #MODEL restored. Battery Capacity #BATTCAP %. Input
Voltage #INVOLT V.

The RCCMD Trap would be received like that :
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2011708724 - 12:56:10 -
UPSMAN Motification [192.168.222.134] at 24.08.2011, 4)))
12:56:10:

Powerfail on TM7075 . Autonomietime 75.00 min.

2011708724 - 12:56:42
UPSMAN Motification [192.168.222_134] at 24.08.2011.
G- 47
owerfail on TM7075 restored. Battery Capacity 88.00 % Input
Yoltage 237 .70 V.

About
Exit
Lo

- o]

Figure 51: HTTP - Job Editor: RCCMD TRAP

eBecause the CS121 adapter plays an aessageoa,ol |
AShutdowno and fACommandod -adapterae¢ndsiarsRCCMD-sggeajtoanh e CS1 2
RCCMD client), it is necessary, to enter the IP-address in parameter 1, and the port number of

the RCCMD client in parameter 2 (default port is 6003). Additionally, the RCCMD client must

either be pre-configured with absolutely no sender filter or should be pre-configured with the

IP-addresses of the particular UPSMAN servers (like UPSMAN, CS121 or other RCCMD

compatible sender) that are to function as recognized senders. These configurations take

place when installing the RCCMD client service. Further details are in the RCCMD software
documentation.

Attention: At the function RCCMD Command it is required to configure a job for every single
client. It is not possible to request several clients/IP-addresses in one job to execute a
command.

eRCCMD also includes the feature ARCCMD Trapo. R
information to the RCCMD stations which have been applied to the CS121. RCCMD Traps

invokes messages at all RCCMD stations. Because of RCCMD plays an active roll in this

mode no receiver information is to be entered in the parameters of this job (see also following
sections) . It is condition to enable the RCCMD
Security Settingso.

e The CS121-adapter uses the parameter-based RCCMD Version 2, which can execute
different actions on the same TCP channel. RCCMD Version 1 clients can only execute one
action (shutdown file execution as default, so any RCCMD signal which is transmitted to an
RCCMD client V1 will cause a shutdown of this server ) RCCMD Version 3 is capable to
handle also redundant UPS installations (eg. PC with 2 power supplies and 2 UPS).

o Note: For all 3 RCCMD event functions a list of the user configured RCCMD
receivers appear in every RCCMD event.

e The amount of RCCMD clients is limited and dependent of the size of the RAM. 50 RCCMD
clients per CS121 are guaranteed. If you need more than 50 clients to reach, we recommend
to use RCCMD relays (see chapter 5.1.4). However it is only possible to execute 50 clients at
the same time, meaning that the first 50 RCCMD clients are executed followed by the next 50
etc. We recommend to change the timing parmeters of the RCCMD-jobs that always less than
50 commands are transmitted at the same time. We also recommend to use an RCCMD client
as Relaystation if you want to shutdown more than 50 computers from a single CS121. (see
section 6.1.1 RCCMD with SSL for Windows

The Secure Sockets Layer (SSL) protocol is a cryptographic protocol that provides security
and data integrity for communications over TCP/IP networks.

Use your Web-browser to navigate to the address of your UPS Web-Manager. Click the
ANet work & Securityodo configuration button and ena

54



Network & Security Settings

MAC Address: 00-03-05-0E-09-E1 Enable Telnet Server:

Network Card Speed: AUTO - Enable HTTP Server:
Local Address: 192.168.202.98 HTTP Port: an
Gateway Address: 192.168.202.1 HTTP Refresh Time: 10
Subnet Mask: 256.255.265.0 HTTP Default Page: UPS Status
DNS Server: 192.168.202.8 Enable HTTP Tooltips:
Enable UpsMon Server:
Change Administrator Password: Use RCCMD2 Traps:
Confirm Password: Enable RCCMD Listener: =]
RCCMD Listener Port: 6002
Change UpsMon & $54 Password:
RCCMD Timeout: 180
Confirm Password: (Use AL )
Use UpsMon Password for Web Pages: F
Figure 52: RCCMD SSL Settings
The SSL network feature requires correct time settings, so it is required to configure a
ti meserver. Click the ATimeserverid configurat

timeserver.

RFC&68 TCP compatible timeserver listening on port 37 required.
To disable the timeserver feature settimesernver address 1 to 0.0.0.0

Some public timeservers (could be used for both protocols):
129.6.15.29 : National Institute of Standards and Technology
192.53.103.103 : Physikalisch- Technische Bundesanstalt

Current system time: Thu Dec 4 23:49:26 2008

@meserverAunress 1 192.53.103.103 SNTP Vj

Timeserver Address 2: 0.00.0 SNTP -

Timeserver Address 3: 0.0.0.0 SNTP =

Timezone: (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna =

Automatically adjust clock
for daylight saving changes: (implementad for european timezones only)

Connection Retries: 2

0

Synchronize Time on
incoming RAS connection:
Synchronize Time on [l
outgoing RAS connection:

([ TesiTimesener1 || [ TestTimesever2 | [ TestTimesenverd | [ Synchronize CS121 clock now.

Figure 53: Timeserver Settings

Click the ASave Configurationfi button and the
settings.

55



CS121 Configuration Manager

Reset to Factory Settings
Load the C5121 factory settings into the configuration editor.

Cancel Recent Changes
Reset all changes and reload the saved settings.

Save Configuration
Write all changes to flash memory. Changes will be used after the next reboot.

Backup Configuration
Store a backup of the configuration on your local harddisk. (Use right mousebutton and “save target as”)
MOTE: For UPLOAD older config files to new firmware versions please contact support.

Reboot
Rebootthe C5121 without saving configuration changes.

EQEHEEED

Save, Exit & Reboot
Write all changes to flash memory and reboot the CS5121. (Please be patient after clicking here)

—\

Figure 54: Settings Confirmation

4.4.3 RCCMD with own SSL certificates

In this chapter we will describe, how to use an own SSL certificate with RCCMD, e. g.
OpenSSL ( http://www.openssl.org ):

Be your own CA

Using OpenSSL it is quite simple to become your own CA. Just run:
CA.pl inewca

Done! Just ensure, that you select a useful CN (common name)!
Create your RCCMD certificate

You need to create your certificate for RCCMD now. As it will use it for verification, it should
contain the same useful common name (CN), that you selected for the CA. The private key
must not be encrypted to let the RCCMD Client (service) start without trouble. Therefore we
use inhoed efis © o pt i-noenwraenqdd tchoemnfia nd :

CA.pl inewreq -nodes

Sign with your CA:

CA.pl 1isign

Now create an empty file n ame d A r cfcanddopp thencert information of newcert.pem

(rcemd certificate), newkey.pem (private key) and cacert.pem (CA) into it. Please note, that the
exact copying is required to use it without trouble!

Use your own RCCMD certificate
Do the following steps at the RCCMD Client and every sender (e. g. UPS Web Manager):
. Backup the existing firccmd. pemo
. Repl ace the existing Arccmd. pemo with
. Restart the RCCMD Client
. Restart the RCCMD Sender

e RCCMD client as relay station)

o Note: The RCCMD timeout is 60 seconds, meaning that after this time the
communication to the RCCMD client will be stopped and a logdfile entry
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will be made. When an OK response from the client is received, the
system assumes a successful RCCMD Shutdown and proceeds with a
shutdown of the next 50 RCCMD clients. Every minute one batch of up
to 50 RCCMD clients can be executed without SSL.

o Note: All network components, such as routers, hubs etc. need to be fully
UPS-supported, as it is otherwise not possible to reach all clients during the network
shutdown.

4.4.4 RCCMD Shutdown
Job Editor
Function: Send RCCMD Shutdown to remote client v When: {5 mmeiately, once
Client IP or Hostname: 192168.10.23 O goheduled in|0 seconds
ClentPort Detaut: 6003 2005 ST s
Oafter [0 seconds
Oater [0 seconds & repeat Actions will only be executed if event condition is still true after th
O afler [0 seconds on hattery eI
(o]
seconds remaining time.
[
Figure 55: HTTP - Job Editor: RCCMD Shutdown

Here, IP-addresses from computers with RCCMD connection (receivers) in the network can be
entered. The CS121-adapter can then initiate a multi-server shutdown. The timing for such a
shut down procedure depends on the configured down time of the adapter (default: time of the
remaining capacity of battery in min., during a long power fail.) or on a countdown timer.
Extended CS121-adapters can also use more events (e.g. battery low, battery defect,
communication lost etc.) as RCCMD signals. Please contact your UPS dealer for more
information.

Please note at the configuration of the timer box, that the time specifications outside the timer
box (Immediately, once and Scheduled in) will be ALWAYS executed. The time specifications
inside the timer box (Every/After seconds, After seconds & repeat, After seconds on battery, At
seconds remaining time) will be only executed, if the alarm/event is still present.

o Note: For security reasons we recommend to make the same RCCMD

shutdown entries f or -huhirethiEBvennwithout Bat

any delays to avoid that the server crashes because of low battery
alarm.

In case a connection is established using telnet or http, the RCCMD-
command can be tested without using disrupting power to the UPS. At
the Web-br ows er you simply have t o
shutdown signal immediately. (see figure HTTP - Event Editor above)
Due to network settings it is possible that this test is answered with
"failed". The signal is often sent and received although the receiver may
not respond correctly. In such cases, only use the receiver side to check
if the signal has actually been received. For checking the communication
between RCCMDs you have to check the RCCMD log file on both sides.
In the CS121 the logs are inside the Alarm log, at the RCCMD client side
the logs are found inside the RCCMD folder e. g. rccmd.log.

Example for the configuration of a RCCMD Shutdown

pr

Click onthe CS121Web-i nt er f ace i n t he m&vens/AR@esbufton.gur at i

Select the event Powerfail.
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Event Configuration

Event Overview (Events 121 of 21)

T RS R U

Cli

a 1 RCCMD RCCMD
Event Disabled Log EMail Shutdown Message
Powerfail a 1 0 1} [1}
i 'r:fd'I(ZJb) = ] v v g
owerfai obs
Srslty Lag Powerfail 0 0 o
UPS|2. RCCMD Trap Powerfail on #MODEL . Autonomietime #AUTONOMTIME min. 0 1] a
UPE connection Inst al 1 1} 1} [1}
UPS connection restored Il 1 0 1] a
Figure 56: HTTP i Event Configuration

ck the AAdd new jobo button.

Event Editor

Event:'Powerfail’

Event Jobs for 'Powerfail’

Job Type When Parameter 1
1 Edit Del Test Log F100 Powerfail
2 Edit Del Test RCCMD Trap Q Paowerfail on #MODEL . Autonamietime #FAUTONOMTIME min
Add new job
Backto event averview
Figure 57: HTTP i Event Editor

Selectthe funcion fiSend RCCMD Shutdown to remote cl

‘Powerfail’ Job 3

Function:
Text:

Job Editor

Sirite 10 Logflie & When: @ [mmediately, ance
Write 1o Logfile
Sand an EMaill O scheduled in |0 seconds
Send RCCMD Shutdown to remaote client O Every|n seconds
Send RCCMD Message to rermote client
Send RCGMD Command to remate client O afer [0 saconds
Shutdown UPS
Switch AUXSensomtanfUPS Output Oater [0 seconds & repeat
Send RCCMD Trap O aner |0 seconds on hattery
Send Wake-On-LAN Magic Packet

Oar [0

seconds remaining time

Figure 58: HTTP - Job Editor

Enter the ip-address of the client, that should receive the shutdown.

Description of the scheduler box :

"Immediately, once: Action/Job will be executed in case that this EVENT is true immediately ,
only once the Action/Job is started (no repeat)".

"Sc hedul eédtion/Jobdwill be executed in case that this EVENT is true with a scheduled
delay of x seconds. Unregarded if the EVENT is still true or not, after the delay the action will
be started.

The timer settings in the blue framed scheduler box will be executed only, if the EVENT is still
true after the delays/countdowns have run out.

E.g. if any action has been configured at "do after 10 seconds" than this action will NOT be
started, if after 9 seconds the EVENT is no longer true. Only if 10 seconds this EVENT was
present, the action will be triggered.

See below the explanation of all timer event configuration options for this type :

" Al wa Adian/Job will be executed in case that this EVENT is true immediately and
repeated always as long as the EVENT is true (every 5 seconds according to poll cycle
default of a CS121).
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"Every x sAetiordJobdnl be executed in case that this EVENT is true with a delay
of x seconds and repeated every x seconds again.

"After x @aian/dab dik b executed in case that this EVENT is true after a delay
of x seconds. Action will be cancelled, if EVENT is false before time has run out.

"Af t er x s ec on dAstiordabdvill beeepeeuted id case that this EVENT is true
after a delay of x seconds and will be repeated after x seconds again. Action will be cancelled,
if EVENT is false before time has run out.

"Af ter x secon ddiondob wil lze exeritedyirocase that the EVENT UPS ON
BATTERY or POWERFAIL is true and after a delay of x seconds. Action will be cancelled, if
EVENT is false before time has run out. This Job is identical to the EVENT POWERFAIL and
the configuration "After x seconds".

"Atsecond s r emai ni Adjionftlab wilkb& executed in case that the UPS runs on
battery/Powerfail and the remaining time, read by the UPS or calculated by the

internal CS121 routine has reached a certain remaining time. Only useful if the
"Autonomytime" of your UPS can be regarded as reliable.

"REMAINING TIME " is defined as Autonomytime in seconds of this UPS at the actual
discharging level minus the DOWNTIME (configured in menu UPS MODEL & SYSTEM,
default is 3/6 minutes).

Job Editor

Fuinction: Send RCCMD Shuloown 1o rermote client wmee C immediataly, once
Client IP of Hostname: 192.168.202 89 O Seheduled in 0 seconds.

Client Port (Default: 50435 6003 D Every [0 seconds
Cager 0 seconds
After 0 seconds & rapeat :uT::rTeu;wms: if vent i il the
Figure 59: HTTP - Job Editor / Function
In this example a RCCMD Shutdown is configured for the event Powerfail. The shutdown
signal should be send after 5 minutes (300 sec
finished the configuration. Save youandegeeuet i ng s

the ASave, Exit & RebootfdA function.

CS121 Configuration Manager

Reset to Factory Settings
Load the C5121 factory settings into the configuration editar.

Cancel Recent Changes
Resetall changes and reload the saved settings

Save Configuration
Write all changes to flash memary. Changes will be used after the nest reboot.

Backup Configuration
Store a backup of the configuration on your local harddisk. (Use riaht mousehutton and "sawe taroet as")
NOTE: For UPLOAD older config files to new firmware vergions please contact support.

Reboot
Rebootthe C8121 without saving configuration changes.

OQ b oW o

Save, Exit & Reboot
wWrite all changes to flash memaory and rebootthe C5121. (Please be patient after clicking here)

Figure 60: HTTP i CS121 Configuration Manager
We recommend to test the configuration prior of the implementation of the shutdown function

into a live-system. Click into the Event Editor of Powerfailt h e f T ers(Job TypeuRCCMD
SD).
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Event Editor
Event:'Powerfail'

Event Jobs for 'Powerfail’

Job Type When Parameter 1 Parameter 2
1 Edit Del  Test Log P100 Powerfail
2 Edit Del  Test RCCMD Trap e} Powerfail on #ODEL . Autonomietime #AUTONOMTIME min
3 Edit Del  Test RCCMD 5D B300 192168.202.88 G003

Add new job
[pannewion | ooy

Backto event overview

Figure 61: HTTP i Event Editor / Test

After you have clicked the ATesto button (Attenti
without consideration of the defined delay), the following message will be displayed:

Job Test Page

Job Details:

Job type: RCCMD SD
Parameter 1: 132 168.202.88
Parameter 2: 003
Parameter 3: (null

Result: Command sent. Please wait some seconds and check the C5121 [ogfile for detailed results.

Backto Powerfail' johs
Backto event overview

Figure 62: HTTP i Job Test Page

You can see the successful sending of the signal

AlarmLog

01/02/1970,
01/02/1870,

Timeserver not used. Using default time 1970.
UPSHAN on No UPS model defined has started

01/02/1970, , sonfiguration changed
10/23/2008, , Synchronized with timeserver 129.6.15.29. O

10/23/z008, , UPSMAN on XANTO 5 2000 has started

10/23/z008, configuration changed

10/23/2008, Synchronized with timeserver 129.6.15.29. OF

10/23/2008, UPSMAN on XANTO § 1000 has started

10/23/z008, , UpsShutdown delay:l OK

10/23/z008, , General Alarm

10/24/2008, TPS RS-232 communication lost

10/26/2008, Daylight saving time finished. Clock switched from 03:00:00 to 02:00:00.
10/28/ 2008, configuration changed

10/26/z008, , Synchronized with timeserver 128.6.15.28. OK

10/26/2008, , sonfiguration changed

10/28/2008, , Synchronized with timeserver 129.6.15.29. O

10/28/ 2008, UPSMAN on No UPS model defined has started

10/26/z008, configuration changed

10/26/2008, Synchronized with timeserver 129.6.15.29. OK

10/28/2008, , UPSMAN on No UPS wodel defined has started

10/28/ 2008, :25,(RCCUD 1= connecting to 192.168.202.88:6003 (RecnaConndl)
10/26/2008,13:17:25,| RCCHD finished to send. OK (RecmdConnDij

Download as G file {Use right mousehution and "save target as")
Delete this logfile
page generated: 26.102008 13:17:37

Figure 63: HTTP i AlarmLog
445 Automatic Reset of the Redundancy Alarm
You can wuse the function ASend RCCMD <cancel s hu

shutdown automatically. If a shutdown was suppressed, because of the existing redundancy at

this point of time, but the problem was solved at the UPS intermediate, you can reset the
shutdown with the function ASend RCCMD cancel s h
shutdown, will be encouraged to reset it.

This command can be set individually into your CS121, UPSMAN or BACS WEBMANAGER

Events/Alarms configuration, but makes sense only, if the event, which will send the command,

is true, if the UPS is back in normal condition. For this the event s APOWER RESTOREDI|
ABATTERY LOW OFFfi, AUPSMAN STARTEDA and AGENERAL
they are provided from your UPS into the CS121.
would be set into these all-clear events, so that e. g. at restart ofthe UPS, t he event AUF
STARTEDA would reset the accordant RCCMD client a
Al ternative: Should the job ASend RCCMD cancel st
UPSMAN or BACS WEBMANAGER, you can use the job AS
clientfi or rather ASend RCCMD execute to remote cl
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The parameter AWAKEUPA got the same function |
and resets the redundancy alarm of a RCCMD Client into initial state. For this the events

APOWER RREDfA, ABATTERY LOW OFFA, AUPSMAN START
ALARM OFFA are suitable too, to configure the
clientfi with the AWAKEUPA command.

‘Powerfail' Job 3

Function: Send RCCMD Command to remote client
Client IP or Hostname: 192 168.200.17
Client Port (Default: 6003): 6003

Command:

| 554 Command |

{_ Cancel RCCMD Shutdown [

Figure 64: HTTP i Job Editor RCCMD WAKEUP
Click into the CS121 meRhawdrEvreemdtsd rAd dad masrmd oand o
the function AiSend RCCMD command to remote cli
RCCMD <client and click the fACancel RCCMD Shutoc

Figure 65: HTTP i Job Editor RCCMD WAKEUP

4.4.6 RCCMD Message

With this job the user can combine and configure a text message with RCCMD event. Text
messages can be sent to RCCMD receivers. This makes it possible to send text messages via
RCCMD (version 2 or higher) to a Windows 2000 server or a UNIXc omput er , using
SENDG dhe respective AWALLO method. The prol
different operating systems is therefore solved.

o Note: The corresponding RCCMD clients must be running with RCCMD
version 2. RCCMD version 1 can only execute e.g. a shutdown as more
than one action are not supported by version 1. Please contact your
UPS dealer if you want to use these functions.
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4.4.7 RCCMD Execute/Command

This RCCMD signal will cause any RCCMD receiver (e.g. another CS121, RCCMD client or
SITEMANAGER, SITESWITCH4) to execute a command or program.

Function: m When: & Immediately, once
Client IP: [192.168.202.2 C Always
Client Port H |BDD3 c Everle— seconds

6003):
e | v —
C After |0 seconds & repeat

C Ater |0 seconds on battery

C At 0 seconds remaining time
Apply Cancel
Figure 66: HTTP - Job Editor: RCCMD execute/command

Any CS121, SITEMANAGER, SITESWITCH can also act as an RCCMD listener; see the
following examples:
Example of use 1: CS121-adapter as RCCMD-listener

If it is necessary to execute a command with parameters or a user defined script then these
commands must be prepared as an executable batch on the RCCMD client.

The following example toggles the state of AUX output port 2 to high. To ensure that the above
command works with a CS121 as RCCMD client the following four criteria must be met:

e Enabl e RCCMD Listener and set RCCMD Listener Por

e Add IP of UPSMAN sender in the SNMP community of the CS121-RCCMD client (see also
section ASNMPO)

e Target AUX port must be set to "use as Output" (menu AUX, see according section)

e The send RCCMD Command must match the settings of the CS121 RCCMD listener client.
See the UPSMAN User Manual for setting up this job on a computer running UPS
Management Software.

Example of use 2: CS121-adapter switches an output

CS121 receives an external RCCMD signal to switch an output at the SS4 (Power Switch)
which is connected to the AUX of a CS121.

If you want to send from a CS121, UPSMAN, SITEMANAGER II, SITEMONITOR I,
SITESWITCH 4 or any other RCCMD sender a signal to any other RCCMD client e.qg. to switch
at its AUX port an output, please follow the example below.

o Note: To let the receiver act as RCCMD listener, same basic settings in menu
ANet wor k & Securityo are rt ¢he emiana r
ARCCMD Listenero is enabled and th
(Usually the listener port is 6002)

y Pl
e RCC

Enahle RCCMD Listener: v

RCCMD Listener Port: IE ooz
RCCMD Timeout: I‘l an

Figure 67: HTTP 1 Enable RCCMD Listener
Generally there are 3 commands which can be transmitted from any RCCMD Sender:
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Switch Output (AUX): Syntax | J P SCMD| 20000 | x, y i

where fAx0 i s t he-8(gportstfor @i AEX, SENSGRMANAGER and
SITESWITCH and there are 8 ports for the SITEMANAGER)

y=1 => switch on

y=0 => switch off

200000 is the command t o s wi teasécomacttGENEREX (for
support)

Syntax examples:

|[UPSCMD|20000]1,1 = Output 1 on
|[UPSCMD|20000]1,0 = Output 1 off

|UPSCMD|20000|2,1 =  Output 2 on
|UPSCMD|20000|8,0 =  Output 8 off
Job Editor
'Powerfail’ Job 3 ?
Function: Send RCCMD Command to remote client 'l When: & |mmediately, once
ClientIP:  f497 15g.202.138  Abways
Client Port  [gz o EvewIU seconds
(Default:
6003):  after |U seconds
Command: [\ p5CHD|Z0000]1,1 " After IU—secunds&repeat
564 Command |  After IU seconds on battery
© ot |U seconds remaining tirme
Cancel
Figure 68: HTTP - Job Editor: RCCMD-Command

If you want to send a signal from a RCCMD client, e.g. UPSMAN or RCCMD Software, to
switch an AUX port of a CS121, do the following:

C:\ RCCMD

rccmd - se "EXECUTE JAUX|1]1" -a192.168.202.165 - p 6002

ATTENTI ON!' The blank after the fAExecuteodo is ir
Common syntax for the switching of AUX ports:

|AUX]|1|0 Portl, set to low
JAUX|1|1 Portl, set to high
|AUX]|2|0 Port2, set to low
|AUX|2|1 Port2, set to high
JAUX|3|0 Port3, set to low
JAUX|3|1 Port3, set to high
|AUX|4|0 Port4, set to low
|AUX|4|1 Port4, set to high

e Confirm a digital alarm : You can also use this syntax to e.g. confirm alarms for digital
inputs (e.g. Fire-alarm, door open, air-condition failed, etc.) which you see in the UNMS

software as fANew Al ar mo. E. g. if your UNMS so
Aacoknl edged this alarm by a switch witch you
than you can use the following syntax to prog
receiver. After this your UNMB8covweryaclionispragw efsAloar
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Syntax : JUPSCMD]|20001|x B

where x is the Portnr. (1-8 ) . (A20001A is the ACK command for di
Syntax example: [UPSCMD|20001|2

This command confirms the Digital-Alarm 2 on a SITEMANAGER, SITEMONITOR,

SITESWITCH or CS121 AUX Inputs.

e Confirm an analog alarm : The way it works with the ACK of analog alarms like
Temperature thresholds exceed on the UNMS.

Syntax : JUPSCMD]|20002|x .

where xisthe Portnr. (1-8) . ( A20002fA is the ACK command for fo
Syntax example: [UPSCMD|20001|4

This command confirms the Analog-Alarm 4 on a SITEMANAGER, SITEMONITOR,

SITESWITCH or CS121 AUX Inputs.

4.4.8 UPS shutdown

This event action enables an UPS shutdown. It is possible to configure when to send a
shutdown signal to the UPS in case of an e.g. battery low, fire alarm or if a complete power
down is wanted.

o Attention: This command will cut off the power supply i only for UPS which support
this function!

"Powerfail' Job 7 ?

Function: IShuIduwn UPsS vl When: & |mmediately, once
Shutdown Time: 55  Mways

Restore Time: |12EI " Every|0 seconds
SD-Type: IOutput = " After |0 seconds

© After [0 seconds & repeat
© After [0 seconds on battery
© oat IU seconds remaining time

Cancel |

Figure 69: HTTP - Job Editor: Shutdown UPS-Job

The example above configures that 60 seconds after the event powerfail has occurred, the
UPS is initiating a shutdown and the UPS waits another 120 seconds after the event powerfail
is gone (power restored), before the UPS start up is initiated.

4.4.9 Wake On LAN (WOL)
This function sends data packages to wake up other workstations into a local network. Use this
functions into the event AUPSMAN startedo. You ca

o Note: Not all network cards are supporting this function. Some cards require a
password. Activate this function into the BIOS settings of the target workstation.

o Note: If you want to send WOL signals in different sub-networks, i tréqsired, that the
switch, the CS121 and the workstation are defined
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"Powerfail’ Job 7 ?

Function: ISend Wake-0On-LAN Magic Packet hd When: & Immediately, once
MAC Address: |  Always
Password: I  Every |0 seconds
 pfter [0 seconds
 after [0 seconds & repeat
 after [0 seconds on battery
A IU seconds remaining time
Applyl Cancel |
Figure 70: HTTP - Job Editor: Wake On LAN

4.4.10 Scheduled Actions

In this menu you can schedule actions for the CS121 like switch on/off UPS, execution of
battery tests, switch on/off bypass mode or the periodical sending of emails with attached log

files etc...

Please check the time and timeserver settings!
A correct internal adapter clock is necessary for scheduled actions.

Scheduled Actions

HNext Occurrence Frequency Action

1 11.01.2007 14:00:00  daily Self Test edit| delete

2 12.01.2007 10:00:00  weekly Full Test edit| delete
Add new action
Refresh list

Save listto flashdisk
Figure 71: HTTP i Scheduled Actions
After you clicked tbhue tfoAd d yneuw caacnt idoenf i n e

can select the following options for the execution of an action:

Once
Daily
Weekly
Monthly

new

o Note: Please check the time and timeserver settings! A correct internal adapter clock

is necessary for scheduled actions!

4411 CS121 for Transfer Switches

The CS121 is used from time to time for automatic transfer switches (ATS) too. The graphical

display depends on the manufacturer.
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P

» C 5 |G hitp://192168.222173/

2 Meistbesuchte Seiten || ErsteSchritte = Aktuelle Nachrichten

| G cs121 SNMP/Web Adapter e,
AlXStawws: @ © © ©

GEMNEREX
*

CS5121 Status
System & Network Status
UPS Status
AUX Status

Configuration
UPS Model & System
Network & Security
LED Display
RAS Configuration
Scheduled Actions
SNMP
EMail
Timeserver
COM2 & AUX
SensorManager
Events | Alarms
Save Configuration |m

Logﬁlgs Input Voltage Net 1 2269V ‘Output Voltage 2265V
AlarmLog Input Frequency Net 1 50.0Hz Output Current 0.4 A
Datalog Input Voltage Net 2 2275V ‘Output Load 20%
Datalog Chart Input Frequency Net2 50.0 Hz
ExternalDeviceLog
ExternalDevicelLog Chart

Web Links
Online Manual
Firmware Update

Figure 72: HTTP i Status Page Socomec Transfer Switch

AUX Status: © © © ©

EF-T-N

Powering Business Worldwide

Model: EATON STS 16
- CS121 Status
System & Network Status
STS Status
AUX Status

+ Configuration
+ Logfiles
+ Web Links

Output

@ General Failure

Figure 73: HTTP i Status Page Eaton Transfer Switch
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All ASYS, AEG and PILLER transfer switches are using the extended RFC1628 SNMP MIB
(Download). The models SOCOMEC STS and LTM got their own MIB (STS LTM MIB), which
is available as download from our website:
http://www.generex.de/index.php?option=com_content&task=view&id=63&Itemid=104

5. Adapter Software Updates (Firmware)

Usually the CS121-Adapter already contains a specified firmware-version and does not need
to be updated unless you have problems or you find a update recommendation on our website.
(use firmware online update link on CS121 page).

If you have connected your CS121 via LAN a link at the Webbrowser configuration page
(CSs121 Firmware Update) indicates you with red or green coloured information whether you
should perform a Firmware-Update or not.

Firmware Update Page

Device: 1N
OEM Id: 4
Your version:  3.91
Latest version: 3.51

Mo newer firmware available. Update is not possible.

Complete Yersion History
Figure 74: HTTP - Firmware Update Page

o Note: We strongly recommend to update any firmware lower than 2.69 to the
actual version!

All actual Firmware-updates are provided at www.generex.de download page.

o Note: Any interruption of a firmware upload may damage your adapter. If this is
the case, you have to reformat the adapter with special software See
section AFirmware Recoveryo. or cont
more information.

The boot procedure of the CS121-adapter performs several steps:
o First, the firmware is going to be uncompressed.
o Starting firmware

e Control process called UPSMAN is going to be started and USV connection is trying to
established

e Services e.g. Webserver etc. started
There are two ways to update your firmware-version, by using the Setup-tool or via FTP.

5.1 Firmwareupdate via Setup-tool

Firmware updates are available for free at www.generex.de. Download the specified version
(mind your OEM ID) and follow up the setup-procedure. If necessary, consult your UPS
dealer for further information.

5.2 Firmwareupdate via FTP

You can download the update file from www.generex.de or from your manufacturer site.

A firmware update via FTP does not change the operating system of the CS121 only. If you
want to change the manufacturer data, please contact your UPS dealer directly.
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5.3 Firmware flash renewal and recovery

General information regarding the upgrading process of the CS121 - Known Problems
and Preliminary Precautions:

e Any update will cause a deletion of all former settings. The adapter must be reconfigured
after the update. The current settings information can be saved by using an FTP connection to
your adapter to save the upsman.cfg file in the flash directory to a local directory. This file
contains all of the information about the current CS121 settings in a formatted text. Do not
copy this file back onto the adapter after the update as a replacement for the new upsman.cfg.
The information must be entered back into the settings using the adapters configuration
interface. Note that the http interface often contains newer settings options that are not yet
implemented in the telnet and terminal interfaces.

e Any recovery should be made on the default IP Address 10.10.10.10. Put DIP Switch 1 and
2 in the OFF position before starting.

e Please avoid the use of routers and switches between your computer and the CS121, if
available use Hub (recommended) or a direct line (Ethernet-cross-cable).

Instructions for recovery procedure:

In case the CS121 is not running, has any defect or other problem, please put dip switch 1 to
OFF (Dip 2 should be always OFF) and follow the procedure below:

1. Before starting the update, unplug the adapter from the power supply (slot cards have to be
removed from the slot).

2. Set a route to default IP-Address. Command syntax on your windows computer: “route add
10.10.10.10 <your IP address>". Also note that the flash tool can also be used to set the route
for you by checking the set route check box in the update interface.

5.4 How to get the fiupsman.cfgo from a CS121 to vy
Click on the web-i nt er f ace of your cs121 into t he conf i
Configurationfi button. Click the ABackupele@onfigur
ASave Target Asii and choose the path of your h e
Aupsman.cfgi dat a.

C3121 Configuration Manager

Reset to Factory Settings
Load the G5121 factory seftings into the configuration editor.

Cancel Recent Changes
Resetall changes and reload the saved settings

Save Configuration
Write all changes to lash mermory. Changes will be used after the nest reboot

Backup Configuration
Store a backup ofthe configuration on your local harddisk. (Use right mousebutton and "save target as”
NOTE: For UPLOAD older config files to hew firrware versions please contact support

Reboot
Rehootthe ©5121 without saving configuration changes.

Save, Exit & Rebhoot
Write all changes to flash memory and rebootthe ©5121. (Please be patient after clicking here)

OO0 Ow o

Figure 75: CS121-Configuration Manager
Via FTP: Enter the following into the address field of a web-browser: ftp://<ip-address of your

CS121>. Enter the username admin and the password csl2l-snmp. You will find the
Aupsman.cfgin into the Aflashid folder.
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ftp://<ip-address/

TP root at 192.168.222.209 - Windows Internet Explorer

S5 Gk EFTProot at 192,168.222.209 | |

FTP root at 192.168.222.209

T wiew this FTT site in Windows Explorer, click Page, and then click Open FTP Site in Windows Explorer.

01/01/1980 12:00
01/01/1980 12:00

Directory £lash
Directory ramdisk

Figure 76: CS121-FTP Access

'l 2| X IGoogIe

ﬁ'g'm'jpaga 3

Mew Window Chrl4+M
Cut Chrl+i
Caopy Chrl+C
Paste L
Save As...

Send Page by E-mail. ..
Send Link by E-mail, ..
Edit with Motepad

Zoam 3
Texk Size 3
Encoding »
Wigwy Source

Security Report
Open FTP
‘“Web Page Privacy Palicy...

CS121-FTP Context Menu

Figure 77:

L) | roupoz.es.ze2 20

Organize * =2 Views  »

Eavorite Links Name = |v| Size Ivl Type Ivl Date modified
. flash File Folder 31.12,1979 17:00
[ pocuments | ramdisk, File Falder 31.12.1579 17:00
'E Pictures
TJ‘ IMusic
More »
Figure 78: CS121-FTP Folders
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o fepiff192,168,222,2090Flash!

Organize = 12 Views -

Farvorie Links
EE. Docurments
EE Pictures
ffi' Music

Mare »

Falders A
B Deskkop
|ﬁ Administratar
. Public
1M Computer
A Metwork
'_’,é Internet Explorer

Figure 79:

After you have upda t e d

your

Mame = |v| Size |v| Type |v| Diate modified
http File: Folder 05.10,2008 02:33
| Alarmlog 7KE File 31.12.1979 17:00
| |Datalog 26KE File 31.12.1979 17:00
ik | display.ini 1KE  Configuration Settings 18.07.2007 11:51

% | display_default.ini
| |ExternalDevicelog
|| Ftp_accounts kxt
4% modbus.ini

| project.hec

|| senkrymsg.dat

| |upstyp.ups
| wersion.bxt

CS121-FTP Upsman.cfg

csi121,

1KE Configuration Settings
14KE  File
1KE  Text Document
3KB  Configuration Settings
893 KE HECFile
SKE DATFile

156 KB UPSFile
1KE  Text Document

pl ease open

18.07.2007 11:51
31.12,1979 17:00
08.10,2008 02:33
05.12.2007 11:46
02.10.2005 11:19
18.06,2004 01:29

29,09,2008 10:258
17.09.2005 07:13

t he

editor. Now check, if the parameter of the new data are present into the stored data. If not, you

needt o copy the

Nowy ou can

mi ssi

overwrite t

ng parameter

Aupsman.

of

cfgh

t he

into t

222,209fflash/

Fan | size | -] Type | | Date modified | =] Date created |
F[ File Folder 08.10.2008 02:33 05.10,2008 02:33
It 7KE Fil 31.12.1979 17:00 31.12,1979 17:00
Calculating the time required to upload the fles. ©
FE F ZBKE File 31.12.1979 17:00 31.12.1979 17:00
B [] . Confirm File Replace
r
This felder aready contains a file called 'upsman <fg'.
Fal

L "
| Administrator
Public
1% Computer
£ Network
(& Tntermet Explorer
I 192,168,222, 209
Flash
ramdisk
Cantrol Panel
g

Recycls Bin

Figure 80:

Justreboot( do not
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sel

[ Jprojecthec
|| sentrymsg, dat
|| upsman.cfg
|| upstyp.ups
|| version.txt

ect

wiould you lke to replace the existing File
15,0KB (15,454 bykes)

with this one?
231 bytes (231 bytes)

Mittwach, 19, September 2007, 05:33

Yes Ves ko Al Mo

Cancel

ASave,

CS121-FTP File Replacement

Ex i tronvkerReboot i)

t

Anewh

new dat a

he



CS8121 Configuration Manager

Reset to Factory Settings
Load the CS121 factory settings into the configuration editor

Cancel Recent Changes
Reset all hanges and reload the saved settings

Save Configuration
Write all changes to flash memaory. Changes will be used after the next reboot.

Backup Configuration
Store & backup ofthe configuration on your local harddisk. (Use right mousebutton and "save target as")
MOTE: For UPLOAD older config files to new firmware versions please contact support.

Reboot
Rebootthe ©5121 without saving configuration changes

OO o Oy o

Save, Exit & Reboot
‘Write all changes ta flash memory and rehoot the C5121. (Please be patient after clicking here)

Figure 81: CS121-Reboot

At the reboot, the stored K8lpiswilabtainthe gofifigusation |
prior of the update.

6. Additional Software

6.1 RCCMD

RCCMD is the client module for integrating an unlimited number of computers of any operating
system into an UPSMAN managed UPS facility. The main purpose is to transmit shutdown
signal or messages to RCCMD clients in other networks or on other OS.

Send email +
Het send message +
Shutdewn | Shutdown! Shutdown |
Hovell Server Windows Server Mac 05
RCCMD 2 client RCCMD 2 client RCCMD 2 client
|| = =
== - -
UPSMAN Server +
RCCMD 2 Sender
rewall - _—
"(‘_"(_,/ ' = y- 3 |
-
Windows  jpg
Server
- w o
== = N A S400
05/2 Unix NliSeries!
RCCMD 2 client  RCCMD 2 client ’
Shredown | cdovis | 5121 E iSeries Server

RCCMD 2 Client

UPSMAN Server +
RCCMD 2 Sender

Figure 82: RCCMD - Overview
The RCCMD Software got his own user manual. Please follow this link to get it:
http://www.generex.de/generex/download/manuals/manual RCCMD Win_Unix Mac en.pdf

6.1.1 RCCMD with SSL for Windows

The Secure Sockets Layer (SSL) protocol is a cryptographic protocol that provides security
and data integrity for communications over TCP/IP networks.
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Use your Web-browser to navigate to the address of your UPS Web-Manager. Click the

ANet work & Securityo configuration button and ena
Network & Security Settings
MAC Address: 00-03-05-0E-09-E1 Enable Telnet Server:
Network Card Speed: AUTO - Enable HTTP Server:
Local Address: 192 168 202 98 HTTP Port: 80
Gateway Address: 192.168.202.1 HTTP Refresh Time: 10
Subnet Mask: 256.255.255.0 HTTP Default Page: UPS Status
DHS Server: 192.188.202.8 Enable HTTP Tooltips:
Enable UpsMon Server:
Change Administrator Password: Use RCCMD2 Traps:
Confirm Password: Enable RCCMD Listener: |
RCCMD Listener Port: 6002
Change UpsMon & S54 Password:
RCCMD Timeout: 180
Confirm Password:
(UseRCCMD SsL: )
Use UpsMon Password for Web Pages: F
Figure 83: RCCMD SSL Settings
The SSL network feature requires correct time settings, so it is required to configure a
ti meserver . Click the ATimeserverin configuration
timeserver.
RFC&68 TCP compatible timeserver listening on port 37 required,
To disable the timeserver fealure set timesenver address 110 0.0.0.0.
Some publictimeservers (could be used for both protocols):
129.6.15.29 : National Institute of Standards and Technology
192.53.103.103 : Physikali; Technische B
Current system time: Thu Dec 4 23:49:26 2008
(T|meservermnress1: 192.53.103.103 SNTP v)
Timeserver Address 2: 0.000 SNTP -
Timeserver Address 3: 0000 SNTP -
Timezone: (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna ~
mﬁmﬂﬁ?gﬂ;?ﬁﬁgﬁ: (implemented for european timezoneas only)
Connection Retries: 2
Synchronize Time on
incoming RAS connection
Synchronize Time on B
outgoing RAS connection:
([ TesiTimesener1 || [ TestTimesenver2 | [ TestTimesenverd | [ Synchronize CS121 clock now.
Figure 84: Timeserver Settings
Click the ASave Configurationfi button and the A

settings.
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CS8121 Configuration Manager

Reset to Factory Settings
Load the C5121 factory settings into the configuration editor.

Cancel Recent Changes
Reset all changes and reload the saved settings.

Save Configuration
Write all changes to flash memory. Changes will be used after the next reboot.

Backup Configuration
Store a backup of the configuration on your local harddisk. (Use right mousebutton and “save target as”)
MOTE: For UPLOAD older config files to new firmware versions please contact support.

Reboot
Rebootthe C5121 without saving configuration changes.

0ne b oy o

Save, Exit & Reboot
Write all changes to flash memory and reboot the CS5121. (Please be patient after clicking here)

—\

Figure 85: Settings Confirmation

6.1.2 RCCMD with own SSL certificates

In this chapter we will describe, how to use an own SSL certificate with RCCMD, e. g.
OpenSSL ( http://www.openssl.org ):

Be your own CA

Using OpenSSL it is quite simple to become your own CA. Just run:
CA.pl inewca

Done! Just ensure, that you select a useful CN (common name)!
Create your RCCMD certificate

You need to create your certificate for RCCMD now. As it will use it for verification, it should
contain the same useful common name (CN), that you selected for the CA. The private key
must not be encrypted to let the RCCMD Client (service) start without trouble. Therefore we
use inhoed efis © o pt i-noenwraenqdd tchoemnfia nd :

CA.pl Tinewreq -nodes

Sign with your CA:
CA.pl isign
Now create an empty file n ame d fr cfcamnddopp thencert information of newcert.pem

(rccmd certificate), newkey.pem (private key) and cacert.pem (CA) into it. Please note, that the
exact copying is required to use it without trouble!

Use your own RCCMD certificate
Do the following steps at the RCCMD Client and every sender (e. g. UPS Web Manager):
. Backup the existing firccmd. pemo
. Repl ace the existing Arccmd. pemo with
. Restart the RCCMD Client
. Restart the RCCMD Sender

6.1.3 RCCMD client as relay station

In order to reach a bigger number of RCCMD receivers, the adapter needs to be operated as
relay station. The receiver will be configured so that it will receive a RCCMD signal and this
signal is then used to start a batch file, which then starts even more RCCMD sender signals.
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Please take a look into the RCCMD Software usr manual for further information.

6.1.4 License regulations

Please note that in order to use these functions legally, the corresponding RCCMD program is
installed and started from the UPS-Management Software CD resp. see www.generex.de-
download page for the latest version. (see above) The license code can only be used once
per_installation. If more computers need to be added to the shutdown process, additional
licenses are required. The CS121 package does usually contain a single license for RCCMD to
shutdown 1 computer. For more computers to shutdown you have to order separate RCCMD
client licenses. If you want to shut down more than 50 clients in one company or organisation,
please contact your UPS dealer and order an enterprise license. Then you will get one
RCCMD license for all clients only.

6.2 jChart
jChart is a GENEREX Web 2.0 Control Chart for all web-browsers, which simple visualizes the
data log file of the CS121 (since CS121 firmware version 4.27).

UPS Status:  UPS Status OK

ﬁ DataLog Chart

- 8121 Statu:
System & Hetwork Status
UPS Status

up — - - - =  S— -

UPS Functions - - - " —

+ Configuration

Refresh Data

¥ [ wivarrt
4 invorz
4 vl
7 OQwrreqr
7 [JwFreq2
7 [infreqa
4 [Loadt
— 7 [Jroadz
— - 7 W Loaos

7 [ eatvor
— v [lleatTemp
¥ []eaticap
1 [ outvont
I ] AutonomTime

200019 WeATS  2000TUs 2008 210018 290019 Unsciect A Lnes

Figure 86: jChart Display of the CS121 Data Log

Position the mouse cursor accordingly, if you want to identify an additional coloured line of a
desired point in time. If a timeserver was defined, the data prior of 2000 will be filtered
automatically.
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Figure 87: jChart Display of a Measurement Value
To display the desired values into the
check the accordant variables.
Datalog Chart
85
80 ’-\-/\.’\/\/
- wl
80
75 50
» O [ invort1
=) D invort2
O [ Jinvorts
=) ] inFreqt
es B D\nFrsqz
O]
7
80
- B .BanTemp
) ] Battcap
[T [ outvoit
=) ] AutonomTime
50
20101119 2010119 2010/11/9 2010/11/2 2010/11/2 2010119 20101119 2010/11/9 Unselect All Lines
15:30:00 15:35:00 15:40:00 15:45:00 15:50:00 15:55:00 16:00:00 18:05:00

rectangle from the upper left side to the lower right side.

Figure 88:
To increase a desired area, click the left mouse button into the area and drag an accordant

jChart Display of the Loads

chart
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DatalLog Chart

Refresh Data.

O vt
[ [inveit2
[ [invaita
B DlnFre:ﬂ
(] DlnFraqz
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Figure 89:

Click

t he

AfiReset

2010,

15:50:00

1119 2010/11/9

15:51:00

201001172
15:52:00

Unselect All Lines

2010/11/9

15:52:00

jChart i Zoom-In of an Area

Zoomo

button, if

you want

the colours for the values, click the coloured box prior of the variable.

DataLog Chart

Name: InVolt3
Color:  |#c8f49c
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>
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Figure 90:

6.3 gChart

0101171

0 05:50:00

Options for Chart 3

20000

.:.“.:.;::.'.NBL.‘--.;‘ 4

Refresh Data

[invort
Oinvorz
[Jinvaia
[CJnFrea
[inFreaz
[inFreas
[Loadt
[]Load2

[ Loads

[ sattvolt
[ Battemp
[JBaticap
[ outvort

[ AutonomTime
[ outPowera
[l outPower2

20000

10000

[ outPowera

Cancel oK
inselect Al Lines
A

jChart i Colour Selection

gChart is a GENEREX plug-in for the MS Internet Explorer available as a free download from
the GENEREX web site. Quickly and easily visualise all of the CS121-adapter logfiles using
Generex's ActiveX graphical log controller GChart when using the Internet Explorer. Discover
UPS problems more easily and optimise system tuning more rapidly. Navigate through the
data with the mouse using functions like zoom and pan with continuous motion in real time and
query interpolated data values by clicking in the areas of interest. Customize the view by
moving or toggling off the legend, toggle off and on the data grid and also switch individual log

values on and off.
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DatalLog Chart

! [——mnvort
~+—InVolt2
2e8| " |-—a-InVolt3
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-+—Load1
228 -+—-Load2
+—Load3
Peal o le—e=BattVolt: = |esressssssssscgesmseccssecmeccsssssssonsscsesnsescaseeses
-—BattTemp
_|=—BattCap |
#0 [ Outvalt
216
212|
208
T T T T T T

29/07/2004 29/07/2004 29/07/2004 29/07/2004 29/07/2004 29/07/2004 29/07/2004 29/07/2004

09:10: 00 09:26: 40 o

GChart Navigation
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Zoom In: Press Ctrl key, while marking the zoom area with the left mouse button.

Nan (Caralle
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gchart plug-in for the internet explorer
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¥ Load3
v Battvolt
V' BattTemp
V' BattCap
¥ outvolt

Toggle Grid
Toggle Legend
Show Values...

Refresh

About GChart...

Please nhenk wersion numher

Get the gChart experience now by visiting our online CS121 at: http://q01.generex.de/ and be
sure to follow the GChart lodfile links.
In order to activate this function, the following adjustments in the Internet Explorer Options are

required:
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Figure 92:

Internet Options of the internet explorer
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Figure 93: Security Settings

Activate the following options:
Allow previously unused ActiveX controls to run without prompt

Cl

Download unsigned ActiveX controls

Initialize and script ActiveX controls not marked as save for scripting

Run ActiveX controls and plug-ins

and AOki.
Security

ose the opened wi nd goardntesnét Bxplded kith thadesiredsie.s t ar t

6.4
UPS-Monitor (UPSMON) is the graphical monitoring and command inferface application for

UPSMAN and is available in standard and custom interfaces.

UPS monitor (UPSMON)

In order to display the UPSMAN provided data via the network customer friendly, the modules
UPSMON and JAVAMON are delivered for free. The UPSMON is a client for all Microsoft-
platforms, whereas the JAVAMON can be started on all operating systems, that support JAVA.
A LAN, WAN, or the Internet (TCP/IP) connection can be used as a connecting network
between UPSMAN and the management interfaces. Both graphic interfaces can be
customised to the demands
differs for almost every UPS maker product. This allows for an adaptation of all UPS systems
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with all different kinds of functions. UPS systems, with serial interfaces often incorporate of a
variety of measured values and status information. Those can be displayed using overview or
block diagrams. Other devices, such as diesel generators or extra measuring units can be
integrated with this management software via the network. A separate password protected
screen can be created, if the devices also support remote controlling commands. The values
and status information, which are stored in the UPSMAN log file, can be requested from every
computer with an installed UPS monitor module.

Features:

e Monitoring of all UPS systems that are connected in the network via UPSMAN and
respective SNMP adapter

e gCHART dynamic visual log file graphic tool

* Remote controlling of all UPS systems via the network

o Graphic display of the UPS input data (voltage, power)

e Read out and display of the UPSMAN event-log files

e Programming of the UPSMAN scheduler

e Graphic screens containing all UPS information also under UNIX, MAC (JAVAMON)

7. CS121-Enhancements, Field of applications
7.1 SiteSwitch4 (SS4) and SiteSwitch4AUX (SS4AUX)

D

$S4 AUX \ ss4

wonmg

Figure 94: SideSwitch4 and SS4 AUX

SITEWITCH4AUX is a high-performed extension of the CS12l-adapter but can also be
operated as stand-alone solution with the possibility to connect to UPS or UPS-similar devices.
The SITESWITCH has 4 power outputs sockets, which can be configurated by the event
settings of the CS121 or any other RCCMD compliant sender like SITEMANAGER,
SITEMONITOR.

IP Network (LAN/WAN) ()

— Power cable
LBy Semmmm .

Figure 95: CS121-Installation with SideSwitch4
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Using the integrated Webserver, the SITESWITCH 4 enables the monitoring and the remote
control of its 4 power outputs. The power sockets can be switched on and off individually. This
can be done either manually via the HTML browser interface or UPSMON or automatically
using the EVENT manager of the CS121 - or any other network CS121 or compatible device.
When executing the action using the EVENT manager of the CS121, the power switching can
be preconfigured to run with delays or to run on a schedule. Both the UPSMON time scheduler
and the HTML time scheduler can be used to configure a power switching time schedule.

This task can also be achieved using the full version of the UNMS UPS Network Management
Software.

o Note: (only SS4, not SS4AUX) If you wish to use a UPS with your SS4 then
you must install the appropriate CS121 Firmware on your SS4. The
default Firmware on SS4 (OEMID 27) is for the usage without UPS, as
standalone remote powerswitch. For UPS usage at the SS4 you must
also be sure to set the Exchange COM Ports checkbox and then use the
configuration cable (not included) to connect the SS4 with your UPS.

UPS Model & System Settings ?
UPS Model: | UPS ID: o
Power (VA): [soo System Name: festzr
Load (VA): ,W System Location: W
Hold Time (min): [« System Contact: g
Recharge Time (h): ,8— Attached Devices: IW
Baud Rate: [2500 ] Battery Installation Date: ~ [18.06.2004
Cable Type: m
Exchange COM Ports: | My_]
mﬂtchange COM Ports ] ] E
TR Check box for switching COM1 and COM2 on the CS121 adapter for enabling alternative cable connections.
Figure 96: Exchange COM Ports 1 & 2 for SS4
711 SS4 Feature overview

* 4 configurable powers sockets with a breaking capacity of 230V/8A

o Power socket status indicator via HTML, UPSMON, UNMS or SNMP

e Control via the internal CS121 or via remote CS121 or RCCMD compatible devices

* Remote control of the powers sockets via HTML Browser (Password protected)

e LED-Status of the power sockets

e Small metal casing with 1.5RU, designed for 19"-Rack Mountings (mounting frame included)
* High breaking capacity (8A), input with IEC 16A.

e Programmable power switching via the HTML and UPSMON Scheduler

e Delay of alarm (e.g. UPS alarms) triggered power switching on COM1 of the CS121

7.1.2 SS4 Contents

e SITESWITCH 4

e 16A IEC 230V power cable

e2 mount i ng -Rackinstallatibror 19 f

e manual for SS4

The manuals are being constantly updated and therefore the reader is encouraged to check
our website for a newer download version of the adapter manual. Check
http://www.generex.de for manual updates.

7.1.3 SS4 Installation

The power consuming devices are connected to the SS4 using IEC 250 VAC/6A plug cables.
The SS4 has 4 IEC 250VAC/6A chassis sockets that can be switched on and off separately.
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Special notice is to be given to the 8A threshold breaking capacity; exceeding this limit will
cause the SS4 fuse to break leaving all connected devices without electricity.

o Note: Due to errors that may cause the switched off power outlet to remain on
it is necessary to conduct the following: Before connecting any power
consuming devices with the SITESWITCH 4 or working on any power
consuming devices already connected to the SITESWTICH 4, make sure
that the SITESWITCH 4 is not connected to the power supply by pulling
its power cable out of the power socket.

Use the provided mounting iro
panel of the SS4 can be securelyscr ewed ont o t
the power cables can be connected from behind as well.

As soon as all of the power consuming devices are connected to the SS4, the IEC 16 power

ns fix the
he

to
19A rack hous

SS.

supply cable can be connected. Upon establishing powert o t he SS4, the gree
wi || l'ight up, and the 4 APower Socket Status

This means that none of the sockets are being provided with power thus cutting the connected
devices from the power supply.

The CS121 establishes a user interface for the SS4 for which the user has the option of using
either UPSMON, Webbrowser, UNMS or an SNMP-Program. All communications take place
either through a modem or network connection. Detailed information is covered in section 7.7.9
AUX and SS4 Settings.

7.1.4 SS4 - Technical data

Inputvoltage: 230V AC +/- 5%

Max. Power Input: 16A

Max. Power Output per socket: 8A (Load at cos phi 1)

Dimensions 260x180x60mm (BxTxH), wi t
Operating temperature: 0-40°C/rel.Humidity0-95% non condensating

7.2 Sensor SM_T_COM

The SM_T_COM is a temperature sensor for the use with a GENEREX CS121. It has a range
from -25° - 100° Celsisus (-13° 1212° Fahrenheit) and comes with a 1.8 meter cable for
connecting to the CS121 COM2 port. The SM_T_COM is designed for monitoring and
management of 19"- racks, UPS rooms, server and data center rooms and for industrial
applications. Simple Plug' n Play connections insure that the sensor can be easily and safely
installed.

Figure 97: The Sensor SM_T_COM
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( IE-Network(LAN AN) ()

Temperature and Humidity

— T

SM_T_COM

cs121
Figure 98: CS121-Installation with temperature SM_T_COM

The SM_T_COM (also available as SM_T_H i a combination of Temperature and Humidity) is
a temperature sensor with an RS232 protocol which can be connected directly to the CS121
COM2 port. (Not BUDGET series).

The SM_T_COM shows the actual values on the CS121 Webserver screen and allows to
trigger alarms, emails, messages in case the values exceed configurable thresholds.
SM_T_COM is simply connected with the original CS121-TEMP cable (part of every CS121
SC and L) to the COM2. In the Webinterface COM2 & AUX you have to change to the COM2

mode to ASM_T_COMo, press fAapplyo and fisave&exi't

new settings. The Conflguratlon of thresholds and Events is made via the Event-configuration
windows and the SM_T_COM configuration page.

7.2.1 SM_T_COM configuration
UPS Status: € UPS STATUS OK
AUX Status: © © © © Sensor Status: © © ©
COM2 Mode: SM_T_COW v
Please note: COM2 is always used for configuration as long as DIP switch 1 is offl
‘COM2 Baud Rate: 38400
‘COM2 Parity: MNone «
Location Unit Threshold {Low) Threshold (High) Offset
e | oo |
Figure 99: CS121- SM_T_COM Settings

Enter the desired values for the Threshold (low) and Treshold (high).

You can calibrate every sensor with the Offset, that means if you want to rise a measured
value for 5°C, just modify the default range from 0.0 to 5.0. Therefore you are able to adjust
the measurement values like a gauged thermometer.

You can define the following functions for SM_T_COM Events (see figure below).
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Job Editor

mmediately, once

Write to Logfile

Text:

Send an Elail cheduledin 0 seconds

Send RCCMD Shutdown to remate client Every 0 —
Send RCCMD Message to remote client
Send RCCHID Command to remote client Mler 0 seconds
Shutdown UPS o
Switch AUX/Sensorhan/UPS Output o ) -
Seng ROCHD Trap iy Actions will nly be executed if event condition
Sand Wake.OnL AN Wagic Packet p— is stil rue after the specified seconds!
Send RAS Notfication
Send SHIS with GSM modem BT ED T

At o

seconds remaining time

ancel

Appl

Figure 100: CS121- SM_T_COM Functions

The CS121 firmware version 4.26.x provides the option to define threshold events for the
anal ogue i nput s. Click t he AConfigure Thr e
AEvent s/ Al armso menu.

Device Status: (, UPS STATUS OK
Sensor Status: © © ©

GENEREX
*

CS121 Stat 1 SM_analogue 1<13.00 EditEvent Delete Event EditJobs “Add Threshold Event
. L 2 SM_analogue 1>47.00 EditEvent Delete Event  Edit Jobs

Threshold Events

Threshold Events

System & Network Status

gl
Device Status Graphic. el econds on Battery
Device Functions Threshold: | Battery Autonomy (m)
SensorMan Status Battery charge (%
: s e
- Configuration Inputvoltage P-N
odel & System Output load (%)
rk & Security
LED Display SM_analogue 2
RAS Configuration SM_analogue 3
Scheduled Actions 2;:;’222123::;
SNMP SM_analogue 6
EMail SM_analogue 7
Timeserver

Sh_analogue &

Figure 101: CS121-Configuration Threshold Events of analogue Inputs
In this example, a below threshold of 13 was defined for SM_analogue 1, in this case for the

temperature in °C, which will appear into the Event Configuration, after you executed the
fiSave, Exit & Rebooto function.
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Device Status: () UPS STATUS OK
Sensor Status: ' @ ©

GENEREX
* Event Configuration
Event Disabled Log EMail EEC e

Shutdown Message
- CS8121 Status 1 Powerfail 0
System & Hetwork Status 2 Powerrestored
Device Status 3 System shutdown
Device Status Graphic 4 UPSMAM started
LETER LIRS 5 UPS connection lost
6 UPS connection restored
- Configuration 7 UPS Battery Old

UPS Model & System 8 Owerload

Network & Security 9 Load MNormal

LED Display 10

RAS Configuration
11 Temperature Normal
Scheduled Actions E

SNMP 12 Bypass on

EMail 13 Bypass off
Timeserver 14 Battery low

Ccom2 15 UPS Battery bad
SensorManager 16 Scheduler Shutdown
Events | Alarms 17 Input bad

Save Configuration -l 18 Load>80%

0

SensorMan Status

Qvertemperature

19 Load =90%

+ Logfiles 20 General Alarm

+ Web Links 21 General Alarm canceled

22 SM_T_H_COM Temperature High
23 SM_T_H_COM Temperature Low
24 SM_T_H_COM Temperature Normal
25 SM_T_H_COM Humidity High

26 SM_T_H_COM Humidity Low

27 SM_T_H_COMW Humidity Mormal

28 SM_T_H_COM Connection Lost

29 SM_T_H_COM Connection Restored

(30 SM_analogue 1=13.00 ]

i 1 o o e e f o s e i o o i
S P R R B R B P BN
coccocococcocococoococoooocoocooooocoocoooo o
cocccoccococcoccocococococccooecocccocooo
cccccccccococcocoocococoocoocoocccocooao o

Events 31-31>> ==|

Configure threshold events

Figure 102: CS121-Configuration Threshold Event for SM_analogue 1
7.3 SENSORMANAGER & SENSORMANAGER I
731 General information

If more than 1 or 2 environmental values are wanted to manage, than the SENSORMANGER
(SensorMan) is your choice. This device is a data measurement and collecting unit which
allows the individual measurement and monitoring of 8 analog measurement devices (0-10V)
and 4 digital alarm inputs or 4 outputs (open collectors).

Figure 103: Sensor Manager (SensorMan)

The SENSORMANAGER is a system extension for the CS121 Professional, BACS
WEBMANAGER, CS121 Mini und CS121_R_lIl.Universal Remote Sensor Control Box for the
monitoring of temperature, humidity and many other types of sensors as well as for the the
management of digital input/output signals. 8 analog inputs (0-10V), + 4 digital input and/or
outputs (48 V 500mA). Digital Outputs are configurable as normally open or as normally
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closed. Digital input connections directly through sensor for some models or connect directly to
the RJ11 socket. Convenient splitting plug available for attaching two sensors to one RJ11
socket.

Purpose:

e Monitoring of temperatures, humidity and other analog data in computer rooms with
automated response to system alarms.

e Alarms can be individually configured and defined for trip contacts such as fire, smoke and
intrusion, and minimum/maximum thresholds values can be set for analog devices such as
humidity, temperature and pressure, fluid level, etc. i any sensor which transmits its values
between 0- 10 V may be connected to a SENSORMANAGER.

e Data logging, logging of alarms, automatic shutdowns of network computers, and other
actions can be set as reactions to critical alarms.

e All system operating and configuring can be done remotely via Web browser. The EVENT
driven alarm management system of the CS121 informs the administrator of problems and
may automatically switch off computers and other devices (Optional extensions: SITESWITCH
4 or SITEMANGER).

e The SENSORMANAGER is an extension to the CS121 Webmanager. If you want to connect
any other computing device, please download the RS-232 protocol for the SENSOR
MANAGER from our website and adjust your software to this communication type.

Important:
New firmware for your CS121 is available for download at: http://www.generex.de

7.3.2 Installation and Network integration

Temperature and Humidity

(1P Network (LANWAN) () ‘ JEE@
|

Input
4

Pressure and Levels

Input
3

N . PN . Fire and Smoke
" ‘ ) ‘. : n -

Input
2

W
%)

Motion and Intrusion

- @t

Figure 104: CS121-Installation with SENSORMANAGER
As shown in the figure above CS121 can also be applied to observe and react on alarms of the
SENSORMANAGER-Inputs. Therefore, the CS121 COM2 port is connected and configurated
for the Sensor bhd Sengprenpd/©utpAtd) Within the CS121 configuration it is
possible to define actions, which wild.l be rel e
Connecting the SENSORMANAGER Box

The SENSORMANAGER has to be connected with the original configuration cable (not
included) of the CS121 to COM 2.

cs121

SensorMan
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The sensors for the SENSORMANAGER may be connected direct to the socket Inputs 1-4
using an RJ12 cable. In this configuration you can only use up to 4 sensors. If you want to use
all 8 analog inputs, you have to use a splitting plug (optional) or connect the sensors directly to
the Channel Inputs as described above.

If you use the sensor type SM, you may connect a second SM sensor to the input of the first
SM. You can not connect more than 2 SM sensors in line.

For connecting an alarm contact to the SM sensor, you may use the first or the second SM
contact input/output, but not both. Only one digital input/output is available per socket.

OTHER SENSORS: If you use other sensors than SM, EE or TM, you must use a splitting plug
in order to connect more than one sensor to a single INPUT of the SENSORMANAGER.

For setting up the sensors in the SENSORMANAGER make sure your configuration matches
your sensor type, e. g. see example:

B C5121 SNMP/Web Adapter - Mozilla
Dater Bearbeiten Ansicht Chromik Lesereichen Egiras Hille

2 C X A (] mepiren geneende BIE B -
#1674 GLOBAL RADIO - M4he Electr... > | " Laden... x o

Device Status: UPS is on Bypass General Alarm

Sonsor Status: © € € BACS Status: © Status: Charging

Low Low g Sensor Type
Alarm PreAlarm PreAlarm Aarm
1 Temperara0t 0 9 9 cirn 7 o - 100 c SU_T_H_Revh =
2z Luteuche a0t 10 7 s ¥ 50 Er 7 o - 100 SISF  SMT_H_Rewh -
3 et o [ o 256 o - 255 c Custom 0-10 =
4 Analoginput o o o 255 o 258 c Custom 0-10 =
UPS Func 5 Analoginput o o o 255 0 258 c Custom 010V =
AU Stams 6  Analogingut o o o 255 [ - 255 c Custom 010V =
7 Analogingut 0 0 0 255 0 255 c Custom 010V~
8 Analoginput a a a 255 0 255 c Custom 010V =
Hysteresis: 3
Lograte: 180 Seconds ool
Digital Inputs
Port Hame NC Contact  Active Port Hame HC Contact  Active
1 3w v
2 e £l 4w
[ Aeety |
* Logties Fort e Poveron | Tier e —
+Web Links 1 0 3 Buzer 0
2 Flashignt o 4 outet o
Figure 105: SENSORMANAGER Il Settings

Using the splitting plugs (order number SPSMRJ) it is possible to connect up to 8 sensors and
4 contacts to the SENSOR- MANAGER. A MOUNTING KIT (sold separately) is available for
affixing the SENSORMANAGER to walls and railings.

The power supply for the SENSORMANAGER may also supply an external CS121 using a
SM-CS121 type cable (sold separately) by simply connecting the POWER OUT of the
SENSORMANAGER with the POWER IN of the CS121 external.

Startup the SENSORMANAGER

Connect the sensors to the SENSORMANAGER. Connect the SENSORMANAGER using the
Mini8-DBSub9 cable to the COM 2 port of the CS121. Finally, plug the power supply into one
of the UPS power outlets. Check the LEDs on the bottom of the SENSORMANAGER,; the right
one should be flashing (reading request from CS121 COM2) and the left one should be
constantly lit (power supply on). The flashing LED shows the requests from the CS121, the
other LED shows that the device has started.
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Figure 106: SENSORMANAGER Il LEDs

Note: You have to configuersohbBalC&1l1RLoCOSENSPOF
i Sens or Mia other@ige)the CS121 will not start making requests to the SENSOR
MANAGER.

See the CS121 user manual for instructions on how to configure the CS121 for operation with
the TEMPMAN/SENSOR MANAGER and how to manage and set the alarms.

The latest version of CS121 user manual is available for download at:
http://iwww.generex.de/wwwfiles/dokus/1/cs121/german/pdf/cs121.pdf

When the SENSOR MANAGER is running, you will see the values in the AUX section of the
CS121 Web browser.

Detection of the analog temperature values via variables:

#TEMP1
#TEMP2
#TEMP3
#TEMP4
#TEMPS
#TEMP6
#TEMP7
#TEMP8

Pin layout of INPUT Socket the SENSORMANAGER Box:

INPUT 1

Pin 1 Voltage 9-24Volt +

Pin 2 Analog Channel 1 (0-10V+)

Pin 3 Analog Channel 5 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24V

INPUT 2:

Pin 1 Voltage 9-24Volt +

Pin 2 Analog Channel 2 (0-10V+)

Pin 3 Analog Channel 6 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
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Pin 6 INPUT: Digital Input 9-24V

INPUT 3:

Pin 1 Voltage 9-24Volt +

Pin 2 Analog Channel 3 (0-10V+)

Pin 3 Analog Channel 7 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24V

INPUT 4:

Pin 1 Voltage 9-24 Volt +

Pin 2 Analog Channel 4 (0-10V+)

Pin 3 Analog Channel 8 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24 V

Example:

Alarm INPUT contact

If the alarm contact INPUT is used, you may connect your alarm contact e.g. to INPUT 1 Pin 6

and Power supply Pin 1. In the CS121 you can configure that as a HIGH signal to the alarm is

seti or the other way round.

OUTPUT contact

If you want to switch any relays or send high signals to the OUTPUT, you may connect your

OUTPUT contact e.g. to I NPUT 1 Pin 5 to your rela
for this signal. Now you may configure your Events in the CS121 to set the OUPUT to HIGH or

LOW.

Sensor connection

The sensor has to work within 0-10Volts, this may be connected directly to Channels 1-8, and
the CS121 will now show the values in its Web browser. Alarm thresholds and actions may be
configured via the EVENT manager of the CS121.

7.3.3 Special features of theSENSORMANANAGER I

Unlike the CS121 and the older SENSORMANAGER type, the new SENSORMANAGER Il
configuration data will be stored in the device itself on a non-volatile chip. This result in a
different behaviour of the SENSORMANAGER Il compared to the older SENSORMANAGER:

Acknowledged alarms are displayed in yellow in the status bar of the SENSORMANAGER II.
Not confirmed alarms are displayed in red (at older SENSORMANAGER always in yellow).

After clicking the AApplyodo button no rebooting i ¢
saves it configuration data in its internal ROM.

The 3 status diodes will be displayed in blue, if the communication between the CS121 and the
SENSORMANAGER Il is lost.

The status site of the SENSORMANAGER Il was changed. The analog measurement values
will be displayed vertical.
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Device Status: ( UPS s on Bypass. Generai Alarm.
AUX Staws: € € Sensor Status: € © € BACS Status: € OK

SensorManager |l Status

Analog Input Values / Alarms
1 2

4 5 6 7 8
vV O SO SO
Col
w - s = = - = =
. . - ,.. - - - m
Configuration - .. = - - - . -
Hetwork & Socurty
15D Dty wl— w - - @ -
>
me aaw tew = = = = =
COM2 & AUX ¥
Save Configuration m Digital Input Alarms.
Alarm ACK Name Marm ACK Name
Logfiles 1 Digtatnput 3@ Su_Flasn
Show UP'S Eveatlis 2 ® SM_Buzz 4 Digital Input
Narmton
Status. Switch Name Status. Switch. Name
‘I Switch On | Outiet 3 Switch On | Outlet
Web Links 2 Swacnon | Outiet 4 Swikch On | Outiet
Figure 107: SENSORMANAGER Il Status Site

7.34 Configuration
The SENSORMANAGER Il provides the opportunity of the definition of pre-alarm-thresholds.

Beside the name of the input you also define here as shown above the alarm thresholds, the
sensor range and the measurement unit. Note, that the alarm values (low and high) are only

active if the fields beside the alarm values ar e enabl ed. I'n the drop

some basic sensor models are already listed, which you can choose to set predefined values

for these types (select ACustomd to make diver

You can calibrate every sensor with the Sensor Range, that means if you want to rise a
measured value for 5°C, just modify the default range from 0-100 to 5-100. Therefore you are
able to adjust the measurement values like a gauged thermometer.

With the field AHyst e rwthnite definedwalueccanfosciiage withbug
releasing an alarm. This is important e.g. for temperature measurements, which are not
increasing/decreasing continuously.

At fAlLograteo you can set the | oop t i meriténinto
the lodfile.
Port Name Low i High Sensor Range Unit Sensor Type
Alarm Alarm
1 Temperatur Rack 10 42 0 - 100 C SW_I_T_H -
2 Luffeuchts Rack 15 a7 0 - 100 %relF  SM_I_T_H -
3 Temperatur Serverraum 8 7 0 - 100 C SM_I_T_H -
4 Luffeuchte Serverraum 12 45 0 - 100 %relF  SM_IL_T_H -
5  Analog Input 0 ] a 1 100 A o - 100 C Custom 0-10V
6  Analog Input 0 F El Tl 100 1 o - 100 C Custom 0-10V =
7 Analog Input 0 O ] 100 O o - 100 C Custom 0-10v
8 Analog Input 0 O ] O 100 O o - 100 C Custom 0-10V
Hysteresis: 3
Lograte: 180 Seconds
Figure 108: SENSORMANAGER Il Configuration Analog Inputs
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Port Name PowerOn Timer Port Name PowerOn Timer
1 [outet r [5 5 [outlet r 5
2 [outet r [10 6 [Fashiiang r E
3 [outiet r [15 7 Joutier r 5
4 |Outlet r |20 8 [outet r [0
ey |
Figure 109: SENSORMANAGER Il Configuration Outlets
Furthermore it is possible to attach a timer value to each Outlet. This determinates how long
an outlet will be switched (in seconds). Setthet i mer val ue to fA0060 i f the ou

without any time limit.

o Note: If you do not want to use a name for the Analog-, Digital Inputs or rather the
Outlets, please set the following into the single hame area: &nbsp;

7.35 Alarm Matrix of the SENSORMANAGER ||

The following AAl arm Matri x os tgconfiguse dgpendenciesu mer ou s
between different alarm states and to logically combine them to different Event. This makes it

possible to process an alarm scenario in dependency of the status of several input sensors.

(For example: An alarm scenario is to be released only if two temperature sensors are out of

range or if the air conditionis notactive. Thi s requires to create a new ¢
only if 2 or more other events are true)

Alarm Matrix ?

I'r;qvae:rI::(r:I Logic Digital Inputs Analog Inputs

1 2 3 4 &5 6 7 8 1 2 3 4 &5 6 7 8
Marker1 [ | Jor -] a on m m m B N N 2 2 e
Marker2 [ | [and 7] [l N | O
Marker3 [~ [and =] [ i Y i il i i O Y ) O Y O Y
Markera | [and =] m n = = = = = = m o m m m m
Marker5 I~ [And =] m w w m m m m (m (O A Y N Y (Y N
Marker6 [~ [And =] [ i Y i il i i O Y ) O Y O Y
Marker7 [ | [and x| aH om m o m m B N N o m m m = m N
Markers I [and 7] [l i Y i e el i N Y ) s sl s Y
Figure 110: Alarm matrix i Marker configuration

In the figure above is shown the alarm matrix with its 8 markers to be set or unset. Each
marker thereby is a new state on which specific alarm scenarios can be released.

For example: In the figure above is configured that the Markerl will be set, when at the

analogue i nput 1 or 3 an alarm occurs. (Enabling the
Markerl will be unset in case of an alarm at analogue input 1 or 3.) Furthermore marker 2 will

be set, when at the digital input 2 and at the analogue input 2 an alarm state occurs at the

same time. (Means that an alarm at just one input is not sufficient for setting marker 2)

Accordingly it is possible to set (or unset) each marker in dependency of different digital and/or

analogue input states.

After having defined the conditions when markers are to be set resp. unset, you can specify
the actions to be executed when a marker will be set/unset. Therefore you have two
possibilities: The first is to handle the actions through the event configuration, described later
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in chapter 3.2.5 Events / Alarms. This is possible because each marker has its own event
AAl arm Mar ker x0, which can be configured throc

The second possibility is to switch a relay output in dependency of the statue of one or several
markers. Therefore you have the output matrix, figured as below. In this example is configured

that Output 4 is to be switched on when Marker 1 or Marker 2 is set (or the opposite way
around in tasevadoOuedo is enabl ed). Using the
possibilities to switch Outputs in dependency of input alarms.

IIO‘JS:_;?(I Logic Marker
1 2 3 4 5 [ T 8
Output 1 O And v H mp el = maEl . (.
Output 2 O And v H mp el = maEl . (.
Qutput 3 O v H E el § | ENES § .
Qutput 4 O v Cp iy O O |
Disable Outputs: |

SensorManager [l Yersion: 2.01

Figure 111: Alarm Matrix i Switching of relay outputs

Status Switch Name Status Switch Name

1 Outlet 1 5 © Outlets
2 Outiet 2 6 Outiet &
a Outlet 4 8 © setbymarker Outlet8

Figure 112: Alarm Matrix i Switching of relay outputs
Detection of the analog temperature values via variables:

#SM2_ANALOGO
#SM2_ANALOG1
#SM2_ANALOG?2
#SM2_ANALOG3
#SM2_ANALOG4
#SM2_ANALOG5
#SM2_ANALOG6
#SM2_ANALOG?7

7.4 RASMANAGER

The RAS-Manager relays alarm signals coming from monitoring devices such as UPS,
SiteManagers, contact alarms and the like to monitoring stations or email receivers. Any
computer with RAS capabilities (Windows, Linux) can be used as a monitoring station. The
only requirement is the setup of an PPPServer on the monitoring station. After the
establishment of communications between the RAS-Manager and the monitoring station, a
RCCMD signal is sent that depending on configuration can either make log entries, send
emails and SMSs or execute programs.
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(TP Network (LANWAN) ()

—

RASManager

Figure 113: RASMANAGER network integration

7.5 GSM Modem i Notification via SMS

The CS121 firmware version 4.17.x provides a new function, which enables the notification via

SMS. Use the CS121 configuration cable (not included) and an adapter-connector (PINs 2, 3,

5, GENEREX order number: GSM_A) for the connection of the GSM modem and the CS121.

Select into the menu ACOM2 & AUX0 the GSM Modemo

o Note: It is required to disable the PIN-code request of the SIM-card.

DSUB 9 Male DSUB 9 Male
S
;7 i e—
EECEIVE 3 SEND
SEND 3 ? RECEIVE
—
GROUND 5 5 GROUND
Y R N J
Figure 114: PIN Adjustment Adapter-Connector GSM_A

Alternative, you can make a Mini8-DSUBS9 cable for the Siemens GSM TMA T35i Modem by
yourself, as follows:
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Pin COM2

Mini-DIM 8 pol maley CS121

N2 PIN 1
shield . T L)

COM2 Settings

Cable from £5121/COM2 to SiemensTC35i-Modem

SUB-D 9 male connector

SPI 3

(N

01
0b

02
O¥

03

8]
04
[@)°]

Figure 115:

COM2 Mode:
COM2 Baud Rate: Configuration
4 Pipe Through 1
COM2 Parity: Pipe Through 2
Modbus/SPI3
TempMan
SensorMan
SensorMan 2
AUX Settings BAS
Port Name SiteManager 2
1 AUX Port 1 SiteManager 2v3
SiteMonitor 2
Z I AUX Port 2 SM_T_COM
3 AUX Port 3 SM_T_H_COM
4 AUX Port 4

Write logfile entry on AUX output: ||

SS4Mode: Off v

Add

an

Figure 116:

the message.

'Powerfail’ Job 3

Function: i Send SMS with GSM modem

Phone Number:

Message:

Figure 117:

accordant
GSM modemod

COM2 Mode: GSM Modem

function
fi

not i

Stromausfall USV 1!
This job will only be executed if COM2 mode is set to 'GSM Modem'

Configuration of the Function

-

Mini8-DSUB9 Cable Cross-Section

Usage
Unused
Unused
Unused

Unused

a the

v

v

05

-

AEvents [ Al

i ombervfithe reivVeBand n d s €
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o Attention: Do not use special character in the messages! If you want to send a
SMS to several receivers, it is required, that you define a SMS job for
every receiver.

LED Status Display

Operating Status: LED Signaling:
SIM card not present Slowly red flashing
SIM card active Fast red flashing

Figure 118: Siemens GSM TMA T35i Modem

I nto the menu fAiSystem & Network Statuso you can
your antenna optimal. Green means a good signal is present.

System Info & Network Status

CS121 Hardware  CS131 Location
C€S121 Firmware  CS121-SNMP v 4.17.12 090831 System Name cs-121
HyNetOS Rel. 2.4.1.32(pduc) - Aug 27, 2003 System Contact

Target Server Rel 2.4.1.15(pduc) - Aug 08, 2009 Attached Devices  UPS protected devices
DRIVER Generex CS123 Rel 2.4.1.78(pduc) - Aug 25, 2008

Loader: BOOTCS123, ROW-Version: 2.3.131(pduc) - Jun 05, 2009 System Tine 02.08.2009.12:17.0¢
UPS ariver: 714 Uptime 0 days 0 hours 10 minutes 3 seconds
UPS Manufacturer Generex Total Uptime ApPrOX. 0 days 0.2 hours
UPS Model smart offine UPS GSM Signal Quality -109.-53 dBm
MAC Address  00-03-05-0E-07-19 Telnet Server on
Network Speed  AUTO HTTP Server on
1P Address 192.168.222.186 Upsmon Server on
SubnetMask  255.255.255.0 Use RCCMD2 Traps Yes
Default Gateway 192.168.222.100 SNMP Server on
DNS Server 192.168.222.100 Use SNMP Coldboot Trap No
EMail Server not configured Use SNMP Authentication Trap No
Time Server 12961529 Modbus Server on

Figure 119: GSM Signal Quality Display

7.6 LED-Matrix Display

The LED-Matrix display is a remote display unit for relaying RCCMD messages that can be
operated via the Ethernet.



TP Network (LAN/WAN)

RS

upPs

cs121
Figure 120: LED-Matrix display network integration

Any device operating as an RCCMD Sender like a computer running UPSMAN software,
RCCMD clients, CS121 Web managers and other RCCMD 2 compatible products can send
text messages or environmental data values to the LED-Matrix and can add sounding alarms
for warnings that require immediate attention. Users can also use the built in Web server
interface of the LED-Matrix to relay alarms and messages without the use of an RCCMD
Sender. The user simply enters the message into the Web browser that is to be relayed
through the LED-Matrix.

For further information and description please take a look into the LED-Matrix User Manual.

7.7 MODBUS/PROFIBUS/LONBUS
e MODBUS

Modbus is a serial communications protocol for use with its programmable logic controllers
(PLCs). It has become a de facto standard communications protocol in industry, and is now the
most commonly available means of connecting industrial electronic devices. Modbus allows for
communication between many devices connected to the same network, for example a system
that measures temperature and humidity and communicates the results to a computer.
Modbus is often used to connect a supervisory computer with a remote terminal unit (RTU) in
supervisory control and data acquisition (SCADA) systems.

The CS121-series support MODBUS over IP and MODBUS over RS232 (exclude BUDGET

models) generally. Additionally, the CS121MODBUS-series also includes an RS485 interface
at COM2, which can be connected to a 485Bus-system.

o Note: MODBUS response changed: Now MODBUS will respond with "-9999"
or with "-1", if values are requested, which are not available at this UPS
or other device. This shall clearly identify that this value is "not

available".

Note: If you use SNMP polling to retrieve data from the CS121, you should
disable the MODBUS port to avoid interrupts and performance slow
down.
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Cs121 MODBUS

central building
control system
units

Modbus RS-485 ()

Figure 121: CS121MODBUS Installation

¢ PROFIBUS, LONBUS and other Field busses

PROFIBUS (Process Field Bus) is the most popular type of fieldbus with more than 14 million
nodes (2006) in use worldwide. PROFIBUS was defined in 1991/1993 as DIN 19245, moved in
1996 to EN 50170 and is since 1999 included in IEC 61158/IEC 61784 Standards.

To integrate the CS121 in a Profibus environment, GENEREX offers a Profibus gateway,
which converts the MODBUS output of the CS121 into PROFIBUS environment. The
implementation of LONBUS or any other GENEREX field bus converter takes place in similar
way.

cs121 Profibus Gateway
L&/
.”\n.
central building _
control system Profibus 0
units
Figure 122: CS121 PROFIBUS Installation
7.8 UNMS (UPS-Network Management System)

UNMS Il is a UPS network monitor designed to inform you of emergency power supply
systems problems before your clients, end-users or managers do. The UNMS as a limited
version is part of every UPSMAN license (UPSMAN suite contains UPSMAN RS232/USB UPS
Manager, UPSMON Windows client and UNMS 2 i limited to 9 UPS). The UNMS Server
Service runs intermittent checks on UPS devices you specify. When problems are
encountered, the UNMS Server Service can send notifications out to administrative contacts in
a variety of different ways (For example: Email). Current status information, historical logs, and
reports can all be accessed via a web browser (Web Console).
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UNMS Server

Name Description

UNMS Server | The UNMS Server Service and the related Web-Server installation.

Site A user defined group of services (For example: UPS devices).
uPs A single service (e.g. UPS device) that is monitored by the UNMS Server.

Web Console |Web-Consoles provide sharing of management information by many people.

OOBO |

Figure 123: UNMS-Installation
8. Troubleshooting i FAQ
8.1 Solutions

Problem 1: Timeserver not at present
Solution 1: Configure a workstation as timeserver

o Microsoft Windows SNTP Timeserver: As timeserver you can use any e.g. Windows PC in

your network which has access to a timeserver in the internet or a local PC clock. To use the
Microsoft Windows timeserver you have to configure and st art the AWi ndows
service i see screenshot in the service list:

=of x|

Datei  Akkon  Ansicht  ?

= | W EFHE[ 2] 80w

%, Dienste (Lokal)

Windows-Zeitgeber Hame | Beschreibng

| status | Autostarttyp | Anmeldenals | -
%WWW—Publishing Stellt Webverbindung und Webverwal..,  Gestartet Automatisch Lokales System
Den Dienst beenden S wMI-Leistungsadapter  Bietet Leistungsbibliatheksinformation. . Manuell Lokales System
Den Dienst neu starten . > =
Rwvin itgeber et dis Datum- und Uhr st . Gestartet c n —
S Windows-Yerwaltungsin. ., Bistet sine standardmafige Schrittste... Gestartet Lokales System
Beschreibung: B wWindows-Firewall/Gemel.., Bietet allen Computern in Heim- und K., Gestartet Autamatisch Lokales System
Verwaltet die Datum-und aindows-Bilder Bietet Bilderf dienste Fiir 5 Manuel Lokales Syst
Ubrzotsynchronisierung auf allen Cients indows-Bilderfassung ... Bietet Bilderfassungsdienste Fur Scan... e okales System
sinel Garuarn im Matmuark Wann diacar Sawindows Tnstaller Fiint Anwendinnen. die Als ein Windn.. Mannel | nkales Swstem
Figure 124: MS-Timeservices
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To turn your Windows computer into a timeserver, double-click on the clock in the lower right
taskbar and open the following example. After some secondsthet ab Al nternet Ti meo

Click on Alnternet Timed and check if the timeser
Date & Time | Time Zane | Intemet Time | Date & Time | Time Zone Intemet Time |
[ Date [ Time

¥ Automatically synchranize with an Internet time server
Updats Mo |

1oz \v The time has been successfully synchranized with time windows.com on
3 4 5 &6 7 8 9 13.04.2008 at 11:31,

10011 1z @ 14 15 16
1718 19 20 21 22 23
24 25 26 27 28 29 30

]

Server:

11:55:03 ﬁ Mext synchronization: 13.04.2006 at 12:31

Synchronization can occur only when your computer is connected ko the
Internet. Learn more about time synchronization in Help and Support

Current time zone: W, Europe Davlight Time Center.
ok | concel || s | ok | caneel | aeph |

After having configured and started your Microsoft Windows Timeserver you have to reboot
your computer and check the Event Logfile of Windows to ensure, the service was started
correctly. In this case, you can configure your CS121 Timeserver using the IP-address of this
Windows computer.

o Note: Please check if your computer is reachable through the network. You
may have to change the Windows Firewall settings to allow
inbound/Outbound UDP port 123.

At Windows Server 2003 and 2008 it is required to enable the NTP server into the registry
manually. Open the following folder:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\TimeProviders\Ntp

Server

Click with the right mouse button onto fiEnabl edo
After this change stop/start the W32 Time service.
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. Registry Editor
File Edit Wew Favaritss Help

[+ WebClient

- WinTrust
20 wies

{1 WmdmPrmsi
- Wi

- WipRpl
- WnidpSey

o

{21 wuoausery

- xmlprov
(] Control5etons
-2 CurrentContralSet

=

v
>

1 Enum o] [ Hame Type [ Data
- Parameters [ab)¢pefauly REG_S5Z (walue ot set)
- security [#%) allownianstandardiMadeCombinations  REG_DWORD 0x00000001 {1}
- ushecgp [3B]Diame REG_SZ CHWINDOW S system32|wiEtime. di
g Uszh:b REG_DWORD 0x00000000 (0)
- usbohci
LSESTOR InputProwder REG_DWORD 0x00000000 {0)
vids
-] Vgasave
g x::ﬁ:ﬂwer Edit DWORD Yalue HE
g Yolsnap Walue name
0 vss
B3 wa2Time e
{23 Config Value data Base—————
-0 Enum ' Hexadscimal
-] Parameters i
22 sorurty " Decimal
= TimeProviders
{23 epClient Cancel
F-0 Wasve
{21 wanarp
3 worca

My ComputeriHKEY_LOCAL_MACHINE\SYSTEMControlSeti01Services\W32Time\TimeProvidersitpServer

Figure 125:

Registry NTP Server

NTP Time Synchronisation (UNIX)

The Network Time Protocol is defined in RFC1305 and provides the transfer and the

maintenance of the time functions via distributed network systems.

Basic Configuration

The following command executes the synchronization of the local system to another server, to
get the most accurate time, prior of the start of the NTP server configuration.

If this command does not work, please use the following:

[bash}# ntpd ib

[bash]# ntp ib
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Linux- $35)

eth2

1o

irwe-£35

Linux- £25§

File Edit View Scrollback Bookmarks Settings Help

¢ ifconfig
Link encap:Ethernet HWaddr 00:6C:29:57:EC:55
ainet addr; 192, 168.200.60 Bcast: 192,168 200,255 Mask;255.255.255.0
inet6 addr: fed0::20c: 29ff: Fe57. ecS/ 64 Scope:Link
UP BROADCAST RUNMING MULTICAST WTU: 1500 Metric:l
RX packets: 594 errors: 0 dropped: 0 overruns: 0 fram: 0
TX packets: 441 errors:0 dropped:0 overruns:0 carrier:0
collisions: 0 trqueuelen: 1680
RX bytes: 244372 (238.6 Xb) TX bytes: 50308 (49,1 ¥b)
Interrupt: 19 Base address: 0x2024

Lank encap:local Loopback

ainet addr:127.0.0.1 Mask:255.0.0.0

ineté addr: :: )1/ 128 Scope:Host

UP LOOPBACK RUNNING WTU: 16436 Metric:l

RX packets: 70 errors:0 dropped: 0 overruns:0 frame:0
TX packets: 70 errors.0 dropped: 0 overruns:0 carrier:0
collisions: 0 txqueuelen:0

RX bytes:4364 (4.2 Kb) TX bytes:4364 (4.2 Kb)

¢ ntpd -b
‘A
Figure 126: Bash ntpd i b

Create a backup of the original file (/etc/ntp.conf) :

[bashl#cp /etc/ntp.conf /etc/ntp.conf.original

Edit the configuration as follows:

[bash]# vi /etc/ntp.conf

The following information are required into the /etc/ntp.conf file :

100

#Finding a Time Source.

# The default configuration for ntpd servers after version 4.2 uses the NTP #Pool for
the default server sources.

Server  0.pool.ntp.org

server  1.pool.ntp.org

server  2.pool.ntp.org

# Access Controls.

restrict default kod nomodify notrap noquery nopeer

#The NTP Pool servers have been listed as a time source already (ver 4.2
#onwards), and they too need restrictions applied so the local server can
#synchronise from them. Ensure the access control parameters are strict #enough
that the remote servers can only be used for queries.

restrict 0.pool.ntp.org mask 255.255.255.255 nomodify notrap

noquery
restrict 1.pool.ntp.org mask 255.255.255.255 nomodify notrap
noquery

restrict 2.pool.ntp.org mask 255.255.255.255 nomodify notrap
noquery

# To allow all the workstations inside the internal private network to be able to query
the #time from your server, use the following access control rule (adjust subnet if
needed).



restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

server 127.127.1.0 # local clock
fudge 127.127.1.0 stratum 10

driftfile Ivar/lib/ntp/drift

broadcastdelay 0.008

key s letc/ntp/keys

Start of the NTP
[bash}# ntpd ib

If this command does not work, use the following:

[bashl#ntp ib

Fils Edit WView Scrollback

Lirw-F35] :~ & nepd -b
Lirr-f35 = & ntp -b

bash: ntp: command mot found
Linue-f3g]:~ @ []

Figure 127: Bashntp i b

You should now set the runlevels, which are required for the NTPD service:

chkconfig  -- level 2345 ntpd on
letclini t.d/ntpd restart

or
chkconfig - level 2345 ntp on

[etc/init.d/ntp restart

File Edit View Scrollback Bookmarks

Linuz-F36): = # ntpd -b

Linux-F36j:~ & nep -b

lbash; ntp: command rot found

Linua-F36] 1~ # chkeanfig --Level 2345 ntpd on
ntpd: wnknows sarvice

Linur-f26] 1~ # chheonfig --Level 2ME ntp on
Linua-F36j:~ # ]

Figure 128: Runlevel

You can check with the following command, which runlevels are active::

[bash]# chkconfig  -- list ntpd
or
[bash}# chkconfig  -- list ntp

File Edit Wiew Scrollback Bookmarks Settings Help

Linuz-f26j:~ & chiconfig --List ntpd

ntpd: unknown service

lirus-F36]: ~ # chkeonfig --list ntp

0:off  1:off ! & off

ntp
Liruz-F36j:~ # I
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Figure 129: Check Configuration

Execute the following command, to check, if the service is started successful:

Edit View Scrollback Bookmarks Settings Help

grep ntpd /var/log/messages

[bash]#
@
File
May 4 14:52:17 Linux-f363
May 4 14:52:17 Linux-f363
May 4 14:52:17 Linux-f363
May 4 14:52:17 Linux-f363
May 4 14:52:17 Linux-f363
May 4 14:52:17 Linux-f353
May 4 14:52:17 Linux-f36]
May 4 14:52:50 Linux-f363
May 4 14:52:50 Linux-f363
May 4 14:52:50 Linux-f363
May 4 14:52:50 Linux-f363
May 4 14:52:50 Linux-f363
May 4 14:52:50 Linux-f363
May 4 14:52:50 Linux-f363
May 4 14:52:50 Linux-f363
Way 4 14:52:50 linux-f363
May 4 14:52:50 Linux-f363
May 4 14:52:50 Linux-f363
May 4 14:52:50 Linux-f363
May 4 15:44:08 Linux-f363
May 4 15:44:08 Linux-f363
May 4 15:44:08 Linux-f363
May 4 15:44:08 Linux-f363
May 4 15:44:08 Linux-f363
May 4 15:44:08 Linux-f363
May 4 15:44:08 Linux-f363
May 4 15:44:08 Linux-f36]
1 May 4 15:44:08 Linux-f363
May 4 15:44:08 Linux-f36]
May 4 15:44:08 Linux-f363
May 4 15:44:08 Linux-f363
Way 5 09:45:32 linux-f363
May 5 B89:45:32 Linux-f363
May 5 089:45:32 Linux-f363
May 5 089:45:32 Linux-f36]
ITING
May 5 10:30:27 Linux-f36]
fault” pid=1793
May 5 10:31:04 Linux-f363
May 5 10:31:04 Linux-f363
May 5 10:31:04 Linux-f353
May 5 10:31:04 Linux-f363
May 5 10:31:04 Linux-f363
May 5 10:31:04 Linux-f363

(2] kupdateapplet

re po-non-oss: [[] Valid metadata not faunc
ntpd[28974]: Listening on interface #2 lo, ::1#123 Enabled repo-oss: [l Valid metadata not found at s

ntpd[20974]: Li..steml.ng on {.nterface #3 eth2, feB0::20c:29 re po-update: [[] Valid metadata not found
ntpd[20974]: Listening on interface #4 lo, 127.8.0. 1#123

ntpd[20974]: Listening on interface #5 lo, 127.0.0.2#123
ntpd[26974]: Listening on interface #6 eth2, 192. 168.200. &
ntpd[20974]: kernel time sync status 0040

ntpd[260974]: frequency initialized -3.749 PPM from fwvar/Lib/ntp/drift/ntp. drift
ntpd[211941: ntpd 4.2.4pSal. 1541-0 Wed Dec 3 B7:22:15 UTC 2008 (1)

ntpd[21195]: precision = 1.8080 usec

ntpd[21195]: ntp_io: estimated max descriptors: 1624, initial socket boundary: 16
ntpd[21195]: Listening on interface #0 wildcard, 0.0.0.0%123 Disabled
ntpd[21195]: Listening on interface #1 wildeard, ::#123 Disabled

ntpd[21195]: Listening on interface #2 1o, ::1#123 Enabled

ntpd[21195]: Listening on interface #3 eth2, fe8@::20c: 29ff: fe57: ec55#123 Enabled
ntpd[21195]: Listening on interface #4 1o, 127.0.0. 1#123 Enabled

ntpd[21195]: Listening on interface #5 lo, 127.0.0.2#123 Enabled

ntpd[21195]: Listening on interface #6 eth2, 192. 188.200.68#123 Enabled
ntpd[21195]1: kernel time sync status 0040

ntpd[21195]: frequency initialized -3.749 PPM from fwar/Lib/ntp/drift/ntp. drift
ntpd[281561: ntpd 4.2.4pSal. 1541-0 Wed Dec 3 B7:22:15 UTC 2008 (1)

ntpd[28157]: precision = 1, GAG us
ntpd[28157]: ntpio estimated max descriptors: 1024, initial socke
“"Listening on interface #0 wildcard, 8.0.0.8#123 Disabled
381571 Listening on interface #1 wildeard, ::#123 Disabled

y . Listening on interface #2 o, ::1#123 Enabled
tpd[28157]: Listening on interface #3 eth2, fe80::28c: 29ff: fe57: ec55#123 Enabled
ntpd[28157]: Listening on interface #4 lo, 127.0.06. 1#123 Enabled
ntpd[28157]: Listening on interface #5 lo, 127.0.0.2#123 Enabled

: Listening on interface #6 eth2, 192.168.200. 68#123 Enabled

: kernel time sync status G40

: frequency initialized -3.749 PPM from Swar/Lib/ntp/drift/ntp. dri
“ntpd 4.2.4p5e1.1541-0 Wed Dec 3 G7:22:15 UTC 2608 (1)
ntpd[28185]: precisig
ntpd[28185]: ntp_io: estimated max descriptors: 1024, initial socket boundary: 16

ntpd[28185]: unable to bind to wildecard socket address 8.0.08.8 - another process may be running - EX

boundary: 16

kernel: type=1585 audit(1273648221.584:16): operation="profile_load" name="/usr/shin/ntpd" name2="de

ntpd[4109]: precision = 1.006 usec

ntpd[4109]: ntp_io: estimsted mex descriptors: 1024, imitial socket boundary: 18
ntpd[4189]: Listening on interface #@ wildcard, #.8.0.3#123 Disabled

ntpd[4189]: Listening on interface #1 wildcard, ::#123 Disabled

ntpd[4109]: Listening on interface #2 1o, ::1#123 Enabled

ntpd[46871: ntpd 4.2.4pS@l. 1541-0 Wed Dec 3 07:22: 15 UTC 2068 (1) L

<2

Figure 130: Check Configuration

Use the NTP Query Tool:

102

bashJ# ntpg 1pn
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Linux-f36]:
Tinux- f3

Linux-F36]
Linux-f36]:~ # ntpg -pn
remate refid st t when poll reach delay offset jitter

127.127. 1.0 JLocL. 51 51 &4 377 6. 000 6.600  @.881
+85.214.116.15 192.53.103. 188 2 u B3 256 377 27.806 -5.0876 1.490
*128.193.210.74 . DCFL. lu 196 256 377 62.568 -9.612 2.250
+89.238.71.130  192.53.103.188 2 u 182 256 377 21.831 -1.851 2.113

127.127. 1.0 LocL. |1l 27 &4 377 6.000 G.000  0.6801
Linuz-f36j:~ # I

Figure 131: NTP Query

Problem 2: Inform Pyramid DSP Series Communication with UPS Slotcard inside does not
start the UPS communication or if the external RS232 communication does not work.

Solution 2: It is required to put the DIP switches onto the UPS mainboard into the position
AONO, if you are s@latcardg RutCStiRkd BNRIPswitches in
you are using an external CS121 via RS232 interface!

Figure 132 Mainboard Inform Pyramid DSP

Problem 3: CS121 reboots again and again after a few time into company’s network
environment.

Solution 3: Thenet wor k moni toring software AWhatsUp C
this software, stop the service, problem solved.

Problem 4: Sending of RCCMD signals, the following error is logged into the CS121
AlarmLog:

03/15/2011,14:13:39, RCCMD is connecting to 192.168.10.57:6003 (RccmdConnOl)
03/15/2011,14:13:39, RCCMD could not connect. (RccmdConn0l) Reason: ProtMan connect: out of ressources (no more Src ports)
03/15/2011,14:19:18, RCCMD is connecting to 192.168.10.80:6003 (RccmdConnOl)
03/15/2011,14:19:18, RCCMD could not connect. (RccmdConn0l) Reason: ProtMan : out of r (no more src ports)
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Figure 133: CS121 AlarmLog, ProtMan Connection

Solution 4: The CS121 has no more free ports to execute the task. Restarting the CS121 is a
temporary solution. If you still have a device with 4MB in use, you should consider a hardware
upgrade to the present hardware generation.

Problem 5: No communication possible to APC UPS SURTD from 2011

Solution 5: This UPS model communicates with a proprietary protocol. It is required to use the
APC slot card Legacy (AP9620) for the establishment of a communication.

Problem 6: Got my CS121 an AUX interface or a COMS interface?

Solution 6: AUX and COM3 reside into the same RJ10 port. The COM3 is used for the BACS
only.

Problem 7: While sending Email you see the following error message: :

05/20/2014,08:59:59, MAIL: bad answer from mail server: 504 5.7.4 Unrecognized
authentication type.

Solution 7: The setting for mail encryption has to match the configuration on your mail-server.
Problem 8: Not all modules are transferred to the slave into Pipe Through modus.

Solution 8: Since firmware version 5.x it is required, that you wait at least 20 minutes, until the
master got all required information from all modules. Then restart the slave and all modules will
be transferred correctly.

Problem 13: The following error message displays when opening the web-Interface:

Learn more

Figure 134: Error i Browser is no longer supported

Solution 13: Should you use the Internet Explorer version 9 or higher and see this message, a
configured proxy server ist the reason. In the |E internet options you will find the LAN-settings

menu in the Connection tab,. Activat e t he function aBypass proxy

will fix this issue.
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Figure 135:

Internet Explorer LAN Proxy Einstellungen
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Problem 14: Add a HTTPS security rule in the web-browser.

Solution 14: If you add a security rule in your web-browser for the CS121, which is running
with HTTPS, you will not get an advice again, that this is a non-secure site.

€ 1o /192168222138
= ==

/]

(bt Amonmensibeasog &

Heermet Gbergehen Sie doe Identifikation dieser Website durch Firefox.
! Seritse Banken, Geschifte und andere Gffentliche Seiten werden Sie nicht

bitten, Desartiges zu tun.
Serves
- V-TISTT SR ttpy://192,166.222 1331 ] Zertifikat herunterladen

Zertifikat-Status

Diese Website versucht sich mit ungGitigen Informationen zu
wentfnieren.

Faliche Webnite

Ansehen..

D3 Zertfikat gehdet zu einer anderen Website, was heien bénnte, dass jemand
veriucht, sich als diese Webste vasnigeben

Unbekasnte Identitit
Dem Zertifikat wird nicht vertraut, wed nicht venfiert wurde, dass e von eimer

vertrautnswlrdigen Autontst unter Verwendung einer sicheren Signatur
herausgegeben wurde

7 Diese Auspahene daaerbaft speschern

Scherhes-Ausnahmeregel bestitigen | | Abbrechen

Figure 136: Web-Browser Security Rule
Appendix
A. CS121 - Technical data

Operating

Product Power Size Weight |temperature
CS121L 12vDC |12,5x7x2,8cm 210 gr. |<40°C
(Extern) 300 mA.
CSs121sC 13,5x6x1,5cm 66 gr. <40°C
(Slot chinese)
CS121F 75x8x15cm 64 gr. <40°C
(Slot FUJI)
CS121R 145x75x15cm |(80gr. <40°C
(Slot RIELLO)
CS121MOD 12,5x7x2,8cm 210gr. |<40°C
(MODBUS Extern)
CS121BL 12vDC |12,5x7x2,8cm 202 gr. |<40°C
(Budget Extern) 300mA.
CS121BSC 12,5x7x2,8cm 59 gr. <40°C
(Budget Slot Chinese)
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CS121-L CSs121-C CS121 Slot
Power supply 12vDC 12V DC 12vDC
Power output 350mA 100mA bei 12V | 100mA bei 12V
Size 69x126 mm 69x126 mm 60x120 mm
Ethernet connections 10/ 100Base-T 10/ 100Base-T | 10/ 100Base-T
RS-232 interface 2 2 2
LEDb S 4 4 4
DIP Switches 2 2 2
Operating temperature 0i 40°C 0i 40°C 0i 40°C
Humidity during normal | 10-80%, no condensation
operations
B. CE- and UL-Certification

Both models, CS121L and CS121SC, are certificated by Underwriters Laboratories Inc. for the
US and Canada with the power supply 12 V DC, 300 mA.

As well, for both hardware specifications 121 and 131 of CS121-Adapter a certification of
Conformity has been drawn up. Please see the download page at www.generex.de to get a
copy of the certifications and documents.

C. Cable and Circuit board configuration, Pin/AUX-Ports, SensorMan

CS121 Config cable

without Handshake

PC
S-pol. female

C8121/COM2
Mini DI 8-pol. male

T

Figure 137: Cable configuration HW121 COM2

CS121 HW121/HW131 configuration cable with handshake

1500mm
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P P2
2 3
d £
4 i
B B
SHELD i
Figure 138: Cable configuration HW121/HW131 COM2
Pin Layout CS121 COM1:
1 2 3 a4 5
00000
0000
6 7 8 9
Figure 139: External D-SUB 9-polig male
Pinl: DCD Pin6: DSR
Pin2: RxD Pin7: RTS
Pin3  TxD Pin8: CTS
Pin4 DTR Pin9: RI
Pin5 GND
| — !
0. ] ]s o ™
1 3 9
Figure 140: Slot version: Circuit board connection
Pinl: -> GND
Pin2: -> VDD
Pin3: -> TxD
Pin4: -> RxD
Pin9: -> GND

Pin8 connected with Pin 10

Figure 141: Pin COM2 Mini-DIN 8 pol female
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Mini DIN 8 socket RS-232:

Pin1: -> DCD
Pin2: -> RxD
Pin3: -> TxD
Pin4: -> DTR
Pin5: -> DSR
Pin6: -> RTS
Pin7: -> CTS
Pin8: -> RI

Schirm -> GND

RS-485 (optional):
Pinl: -> RS485/B(+)
Pin5: -> RS485/A(-)

Pin 1 2 3 45 6

Figure 142: AUX-Port (Hardware Revision 1.1 = from Serial numbers 0121-
1203, 0122-00198, 0123-00564 onwards) RJ11 6-pol

Pinl: -> +3,3V

Pin2: -> Input/Output 1
Pin3: -> Input/Output 2
Pin4: -> Input/Output 3
Pin5: -> Input/Output 4
Pin6: -> GND

The maximum input voltage is 3,3V. The input signals may be fed from external power sources
or feed directly from Pin 1. If the external power supply delivers more than 3,3V a pre-resistor
has to be fitted. The input resistance of the input is 1,5 kQ

When using a opto coupler switch, a Pull up resistor of 1,5kOhm has to be used.
Output-voltage: If configured as OUTPUT, every Pin delivers 3.3 Volt/10mA.

AL Port Pint (+3.3%) AL Port Pind (+3.3%
-_
ALK Port Pin 2 -4 AlK Port Pink-§
Bngangs Input 1 - 4 Bngang! Input 1- 4
-
Figure 143: Example (Inputs): Opener or closer contact (only on hardware

model CS121)
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ALK Port Finl (+3.34)

AL Port Fin 2 1.8
Engang/ Input 1

AL Port Fin 3
Bngang! Input 2

iny

AL Port Fin 6 (Gnd)

y| (=¥
|

Figure 144: Opto coupler logic
AT Fort Fin 2
FAusgangd Outpt 1 330 Ohm
1
L
AT Fort Fin 3
Ausgangs Dutput 2 330 Ohm
|
e

AL Port Pin & (GND)

Figure 145: Example (Outputs)

ALIX Port AL Part

. ey

TL:_ = o T.',T_f- = 1 ac[|] .
o —~ oy —— -
"m - m L
" - T

g
e -

Figure 146:
Apwylowno, righposcdmehiigudati

Examples: AUX Input on hardware model CS131 only, left side

Pin 1 2 3 4 5 8

Figure 147:
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AUX port assignment for CS121 HW131 L from serial number 0121-10417 and CS121 HW131
SC from serial number 0123-09428:

PIN 1: 3,3V

PIN 2: AUX port O: disposable

PIN 3: AUX port 1: disposable

PIN 4: AUX port 2: RX from COM3 (input)
PIN 5: AUX port 3: TX from COM3 (output)
PIN 6: GND

D. CS121 WDP i Watchdog & Powermanager

The CS121 WDP is an optional Watchdog & Powermanager piggyback board for the
CS121/BACS series. It is a separate chipset, which can be attached to a CS121/BASC and it
works as a Hardware watchdog to reset (cold boot) the processor, if a heartbeat signal is not
received in an interval of 60 seconds.

Watchdog function: The watchdog starts 5 minutes after the CS121 has rebooted. If then the
Watchdog does not receive within 120 seconds no alive signal from the processor, it will
disconnect the power supply for a reset.

Powermanager function: Additionally this device checks the input power supply and blocks
the startup of the processor until the power supply is stabilized and has reached at least a level
of 8 Volt. This avoids startup problems at non stabilized power supplies or other power supply
problems in UPS slots.

This product is designed to work as add-on for all CS121 based products with an internal
connector such as all BACS WEBMANAGER BUDGET, CS121 SC,L,SCM,LM and the CS121
BUDGET series with 16MB flash ROM built after 2010.

Installation: To mount the CS121WDP Piggy Board on the CS121 Board, be sure, that the
power supply is disconnected. Plug the CS121WDP Board on the CS121-Board like in the
below pictures. The Piggy Board runs without any configuration and starts his functions
immediately after connection. For using the Watchdog functionality, a firmware release after
FW 4.28 is required. The Powermanager function is not depending on any FW level.

Figure 148: CS121 WDP piggyboard installed on a CS121 SC/BSC i view
from left and behind
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Figure 149: CS121 WDP connecting PINs on a CS121 SC/BSC board i top
view

E. MODBUS Interface

E.1. General information

For remote control and monitoring of devices the MODBUS interface in each CS121 M can
read out measurement values, events, status and other information in a master-slave protocol.

o Note: Please note that not all UPS models support all or specific measurement
values (e.g. battery low).

Communication Parameters:

ASCIl Mode works at CS131 & CS121 platforms with communcation
parameters 7/E/2, or 7/E/1 or with 7/N/2 from baudrate 1200 to 38400. We
recommend for ASCII the use of 7/N/2 and the highest baudrate supported by
your device.

RTU Mode works at CS131 & CS121 platforms with communcation
parameters 8/E/1 or 8/N/2 or 8/N/1 or 8/E/2 or 8/0O/2 or with 8/O/1 from
baudrate 1200 to 38400. We recommend for RTU the use of 8/E/1 and the
highest baudrate supported by your device.

MODBUS Parameter
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Modus ~ [Paritit [DataBts |StoppBits
RTU None |8 1
IRTU |Even E 1
RTU |0dd E 1
lascm [Nome |7 2
|ASCIT  [Bven |7 i
lascn |0dd |7 1

If you receive faulty answers (Timeout Errors, Transaction ID Errors, Write Errors etc.), it may
be, that the polling cycle was defined to fast. This causes the non answered polling requests or
even a reboot of the CS121 through the integrated Watchdog, because the system is
overloaded. Further on it can come to delayed answers during the MODBUS over IP or rather
RS485 polling due to traffic into the bus or network, because the CS121 is a multi device,
which has to handle several tasks at the same time.

NOTE: Please define a response timeout of at least 2000ms (at a fast MODBUS over IP or
RS485 network/bus or rather higher accordingly, e.g. 4000ms at slow connections). The
timeout has to be increased until the errors stay out.

E.2.  Available Modbus Function Codes
Implemented MODBUS functions in the CS121 M units:

01H Read Coils

02H Read Discrete Inputs
03H Read Holding Registers
04H Read Input Registers
05H Write Single Coll

Which functions are supported depends on the connected UPS. For standard UPS only
functions 03H and 04H are available. In this case the CS121 M makes no difference between
function 03H and 04H. The baud rate is adjustable up to 38400 Baud.

o Note: Please note that the MODBUS adapter client allows a timeout of 40ms at
9600 baud for one value.
E.3. Exception Codes

Except for broadcast messages, when a master device sends a query to a slave device it
expects a normal response. One of four possible events can occur from the master's query:

If the slave device receives the query without a communication error, and can handle the query
normally, it returns a normal response.

If the slave does not receive the query due to a communication error, no response is returned.
The master program will eventually process a timeout condition for the query.

If the slave receives the query, but detects a communication error parity, LRC, or CRC, no
response is returned. The master program will eventually process a timeout condition for the

query.
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If the slave receives the query without a communication error, but cannot handle it (for
example, if the request is to read a non existent register the slave will return an exception
response informing the master of the nature of the error.

Available Exception codes:

Code Meaning

01H lllegal Function:
The command received in the guery is not defined.

02H lllegal Address:
The address received in the guery is not defined for the slave.

04H Slave Device Failure:
Internal slave device error.

E.4. MODBUS Modes in the CS121 M (ASCIl and RTU)
MODBUS Command

The following tables contain the general command descriptions and examples with ASCII and
RTU framing.

Read Words (Functions 03h and 04h)
For the CS121 there is normally no difference between these two functions.

Query:
slave no [function code [address of first word|word count Checksum
to read LRC or CRC

1 byte 1 byte High byte |Low byte |High byte Low byte 1 or 2 byte(s)

Answer:

slave no |[function code [Byte count |high byte|low byte of|bytes with|Checksum
of first|first word contents of n|LRC or CRC
word words

1 byte 1 byte 1 byte 1 byte 1 byte n * 2 bytes 1 or 2 byte(s)

Example: Read Words, Function 04h, ASCIl Mode
Read one word at address 63h (= 99 decimal):

Query:

Byte |1 2,3 4,5 6,7 |8, 9 10, 11 |12, 13 |14,15 |16 17

Mea- |Lead- [Slave |[Func- |address of firstjword count to|LRC Carria|line

ning |ing num-  |tion word to read read ge feed
colon |ber code high low high low return || g
byte byte byte byte
ASCIl |: 01 04 00 6 3 00 01 97 <CR> |<LF>

HEX |[3A] [[30][31] [[30][34] [30][30] |[36][33] [[30][30] |[30][31] |[39][37] [[0D] |[0A]

Answer:

Byte |1 2,3 4,5 6,7 8, 9 10,11 |12,13 |14 15

Mea- |leadin |Slave |function|byte content |[LRC carriag [line

ning |g number |code |count |s of the e return |feed
colon word LF
high low
byte byte
ASCII |: 01 04 02 12 34 B 3 <CR> |<LF>

HEX |[3A] |[30][31] |[30][34] |[30][32] |[31][32] |[33][34] |[42][33] |[0D] [OA]
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ASCII: Data, which will send over the link as ASCII characters.
HEX: Hexadecimal values of the data

A The word at address contains the value 1234h = 4660 decimal.
Example: Read Words, Function 04h, RTU Mode

Read one word at address 63h (= 99 decimal):

Query:
Byte 1 2 3 la 5 6 7 8
Meani |silent [Slave [function|address of firstjword count to|CRC silent
ng interval [number |code  |word to read read interval
>= 35 high low high low low High >= 3.5
charact byte byte byte byte byte byte charact
ers ers
RTU [01] [04] [00] [63] [00] [01] [C1] |[D4]
HEX
Answer:
Byte 1 2 3 4 5 6 7
Meani |silent |Slave |function|byte Content|CRC  |Silent
ng interval |number |code |count |s of interval
>= 35 the >=3.5
charact word charact
ers &S
RTU high low low high
HEX byte byte byte byte
[01] [04] [02] [12] [34] [B4] [47]

A The word at address contains the value 1234h = 4660 decimal.

E.5. UPS Parameter
Standard UPS i Address Description

Please note that this is just an example for a typical UPS, not every UPS has all these values,
some UPS may have more, some less. Please contact your UPS manufacturer to check which
variables are available and which requests are not supported.

Not e: AType U/ So0o: this defines whetheJorrnohle an
means fAunsignedd. S means fAsignedo, this answe

OSome clients (e. g. MODBUS Pol | ) idwsge of -MODE
65535, but some other clients use t h-@5536.MABBUS
case it is required to add a An10 to the MODBU:S

o If you are using a PILLER UPS with a CS121 firmware version 4.29.3 or higher,
please take a look into the UPS user manual for the accordant MODBUS values. If you are
using a BACS system at the same time, no BACS values will be available via MODBUS.

IAddress[TypelFunction[Name Description Len
gth

97 U [B/4 OUTPUT_VOLTO Output Voltage Phase 1inV | 1

98 U [3/4 OUTPUT_VOLT1 Output Voltage Phase 2inV | 1
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99 U [3/4 OUTPUT_VOLT2 Output Voltage Phase 3inV | 1
100 U [3/4 OUTPOWERO Outpower Phase 1 % 1
101 U [3/4 OUTPOWERL1 Outpower Phase 2 % 1
102 U [B/4 OUTPOWER2 Outpower Phase 3 % 1
103 U [B/4 BATTCAP Battery Capacity % 1
104 S [B/4 INVOLTO Input Voltage Phase 1V 1
105 S BB/4 INVOLT1 Input Voltage Phase 2 V 1
106 S [B/4 INVOLT2 Input Voltage Phase 3 V 1
107 S RB/4 TEMPDEG [Temperature C° 1
108 S B/4 AUTONOMTIME Autonomy Time minutes 1
109 U 3/4 STATUS ( e . g. UP S 1UPS Status (ASCIl HEX) 1
Power fail = f1l2 gPleasenote UPSMAN status
running = 680, |bytestablebelow
110 S [B/4 BATTVOLT Battery Voltage V 1
111 U [B/4 INFREQO Input Frequency Hz Phase 1 | 1
112 U [B/4 INFREQ1 Input Frequency Hz Phase 2 | 1
113 U [B/4 INFREQ2 Input Frequency Hz Phase 3 | 1
114 U [3/4 CNT_PF Powerfail Counter 1
115 Uu [B/4 /Alarm Battery Bad 1 = active; 0 = not active 1
116 U [B/4 Alarm: On Battery 1 = active; 0 = not active 1
117 Uu [B/4 Alarm: Battery Low 1 = active; O = not active 1
118 U [B/4 IAlarm: Battery Depleted 1 = active; 0 = not active 1
119 U [3/4 Alarm: Over temperature 1 = active; 0 = not active 1
120 U [B/4 Alarm: Input Bad 1 = active; 0 = not active 1
121 U [38/4 Alarm: Output Bad 1 = active; 0 = not active 1
122 U [3/4 Alarm: Output Overload 1 = active; 0 = not active 1
123 U [B/4 Alarm: On Bypass 1 = active; 0 = not active 1
124 U [B/4 Alarm: Bypass Bad 1 = active; O = not active 1
125 U [B/4 IAlarm: Output Off as requested. |1 = active; 0 = not active 1
126 U [3/4 Alarm: UPS Off as requested. 1 = active; 0 = not active 1
127 U [B/4 Alarm: Charger Failed 1 = active; O = not active 1
128 U [3/4 Alarm: UPS Output Off 1 = active; 0 = not active 1
129 U [3/4 Alarm: UPS System Off 1 = active; 0 = not active 1
130 U [3/4 Alarm: Fan Failure 1 = active; 0 = not active 1
131 Uu [B/4 Alarm: fuse failure 1 = active; O = not active 1
132 U [B/4 Alarm: general fault 1 = active; O = not active 1
133 U [3/4 Alarm: diagnose test failed 1 = active; 0 = not active 1
134 Uu [B/4 Alarm: communication lost 1 = active; O = not active 1
135 U [B/4 IAlarm: awaiting power 1 = active; 0 = not active 1
136 U [3/4 IAlarm: shutdown pending 1 = active; 0 = not active 1
137 U [B/4 Alarm: shutdown imminent 1 = active; 0 = not active 1
138 Uu [B/4 Alarm: test in progress 1 = active; 0 = not active 1
139 U [3/4 IAUX Port 1 1 = active (high) 1
0 = not active (low)
140 U [8/4 IAUX Port 2 1 = active (high) 1
0 = not active (low)
141 Uu [3/4 IAUX Port 3 1 = active (high) 1
0 = not active (low)
142 Uu [3/4 IAUX Port 4 1 = active (high) 1
0 = not active (low)
143 Uu [3/4 Sensormanager/SMTCOM sensor |Analog value 1
1
144 U [3/4 Sensormanager/SMTHCOM lAnalog value 1

sensor 2
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145 Uu [3/4 Sensormanager sensor 3 Analog value 1

146 U [3/4 Sensormanager sensor 4 )Analog value 1

147 U [3/4 Sensormanager sensor 5 Analog value 1

148 U [B/4 Sensormanager sensor 6 Analog value 1

149 U [B/4 Sensormanager sensor 7 Analog value 1

150 U [3/4 Sensormanager sensor 8 Analog value 1

Section OEM INEWAVE UPS

99 Uu [16 'Timesyncronization signal Command 16 (write) : When 1
this signal is set, the CS121
sets the internal clock to
01:00 of the same day.
Command 3 or 4 (read) is not
allowed.

139 Uu [3/4 Manual Bypass Switch Closed 0 = open 1
1 = closed

140 U [B/4 OUTPUT_VOLTO Outputvoltage Phase 1 1

141 U [3/4 OUTPUT_VOLT1 Outputvoltage Phase 2 1

142 U [B/4 OUTPUT_VOLT2 Outputvoltage Phase 3 1

143 Uu [3/4 OutputCurrent Phase A * 10 Output Current Phase 1 in 1
Ampere *10

144 Uu [3/4 OutputCurrent Phase B * 10 Output Current Phase 1 in 1
Ampere *10

145 Uu [3/4 OutputCurrent Phase C * 10 Output Current Phase 1 in 1
Ampere *10

146 U [8/4 xid3017 Bits 0-15 Statusbit of UPS 1 =true, 0= | 1
false

147 Uu [3/4 xid3017 Bits 16-31 Statusbit, for details please 1
contact NEWAVE

148 U [38/4 xid645 Bits 0-15 Alarmbit, for details please 1
contact NEWAVE

149 U [38/4 xid645 Bits 16-31 Alarmbit, for details please 1
contact NEWAVE

150 U [8/4 xid645 Bits 32-47 Alarmbit, for details please 1
contact NEWAVE

151 U [38/4 xid645 Bits 48-63 Alarmbit, for details please 1
contact NEWAVE

152 U [38/4 Sensormanager/SMTCOM sensor [Analog value 1

1
153 U [38/4 Sensormanager/SMTHCOM /Analog value 1
sensor 2

154 Uu [B8/4 Sensormanager sensor 3 Analog value 1

155 Uu [3/4 Sensormanager sensor 4 Analog value 1

156 Uu [B8/4 Sensormanager sensor 5 Analog value 1

157 U [3/4 Sensormanager sensor 6 Analog value 1

158 U [3/4 Sensormanager sensor 7 Analog value 1

159 Uu [B8/4 Sensormanager sensor 8 Analog value 1

160 Uu [3/4 'TrueOutputPower Phase A in KW [True Output Power Current 1
Phase 1 in Kilowatt

161 Uu [3/4 'TrueOutputPower Phase A in KW [True Output Power Current 1
Phase 1 in Kilowatt

162 Uu [3/4 TrueOutputPower Phase A in KW [True Output Power Current 1
Phase 1 in Kilowatt
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163 Uu [3/4 IAUX Port 1 1 = active (high) 1
0 = not active (low)

164 Uu [3/4 IAUX Port 2 1 = active (high) 1
0 = not active (low)

165 Uu [8/4 IAUX Port 3 1 = active (high) 1
0 = not active (low)

166 Uu [8/4 IAUX Port 4 1 = active (high) 1
0 = not active (low)

Section OEM |MASTERGUARD

139 U [B/4 PXWARN 2

141 U 3/4 FAULT CODE 1 1

142 U 3/4 FAULT CODE 2 1

143 U 3/4 FAULT CODE 3 1

144 U 3/4 FAULT CODE 4 1

145 U 3/4 BADBATTBLOCK 1 1

146 U 3/4 BADBATTBLOCK 1 1

147 U 3/4 BADBATTBLOCK 1 1

148 U 3/4 BADBATTBLOCK 1 1

149 U 3/4 BADBATTBLOCK 1 1

150 U 3/4 BADBATTBLOCK 1 1

Section OEM |RITTAL

Digital Input Status(DlI)

0 bit |2 Bypass working Status 0: Normal, Status 1: 1
Alert

1 bit |2 Bypass Interruption Status 0: Normal, Status 1: 1
Alert

2 bit |2 Rectifier Failure Status 0: Normal, Status 1: 1
Alert

3 bit |2 Inverter Failure Status 0: Normal, Status 1: 1
Alert

4 bit |2 Over Temperature Status 0: Normal, Status 1: 1
Alert

5 bit |2 Over Load Status 0: Normal, Status 1: 1
Alert

6 bit |2 (0] Status 0: Normal, Status 1: 1
Alert

7 bit |2 Battery Voltage too Low Status 0: Normal, Status 1: 1
Alert

8 bit |2 Fuse broken Status 0: Normal, Status 1: 1
Alert

9 bit |2 Battery discharging Status 0: Normal, Status 1: 1
Alert

10 bit |2 0 Status 0: Floating charge 1
Status 1: Instant charging

11~30 |pit |2 For future expansion 1

After 31 |bit |2 \Venders own definition 1

Analog Measurement point (Al)
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00 ord|4 U in R phase 0.1 Volt 2
input voltage

01 ord|4 U in S phase 0.1 Volt 2
input voltage

02 ord 4 U in T phase 0.1 Volt 2
input voltage

03 ord 4 | in R phase 0.1A 2
input current

04 ord|4 | in S phase 0.1A 2
input current

05 ord|4 | in T phase 0.1A 2
input current

06 ord 4 F input frequency 0.1Hz 2

07 ord|4 U out R phase 0.1 Volt 2
output voltage

08 ord 4 U out S phase 0.1 Volt 2
output voltage

09 ord 4 U out T phase 0.1 Volt 2
output voltage

10 ord |4 | out R phase 0.1A 2
output current

11 ord |4 | out S phase 0.1A 2
output current

12 ord 4 | out T phase 0.1A 2
output current

13 ord|4 P out 0.1kVA 2
output power

14 ord 4 P out 0.1kW 2
output power

15 ord|4 PF 0.01Cos 2
output power factor

16 ord |4 U Bypass 0.1 Volt 2
R phase voltage

17 ord |4 U Bypass 0.1 Volt 2
S phase voltage

18 ord 4 U Bypass 0.1 Volt
T phase voltage

19 ord 4 F out 0.1Hz
output frequency

20 ord|4 U Bat 0.1 Volt
battery voltage

21 ord|4 | charch Bat 0.1A
battery charging/discharging

22 ord 4 Temp 1 0.1degC
battery temperature

23 ord 4 Temp 2 0.1degC
battery temperature

24 ord|4 Temp 3 0.1degC
battery temperature

25 ord |4 Temp 4 0.1degC
battery temperature

26 ord |4 Temp 5 0.1degC
UPS shelf temperature

Digital output (DO)
Function 1 to read data; 5 to control the function
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0 bit [1/5 UPS Turn On

1 bit [1/5 UPS Shut down

2 bit [1/5 Alarm Reset

3 bit [1/5 Battery Instant Charging

4 bit [1/5 Battery Floating Charging

5~10 bit For future expansion

IAfter \Vender self definition

Section OEM Rittal PMC Extension New  from  CS121
firmware version
4.50.14

100 Uu [8/4 OUTPOWERO [True Output Power Current 1
Phase 1 in Kilowatt

101 U [8/4 OUTPOWER1 [True Output Power Current 1
Phase 2 in Kilowatt

102 Uu [8/4 OUTPOWER2 [True Output Power Current 1
Phase 3 in Kilowatt

103 U [B/4 BATTCAP Battery Capacity 1

104 U [B/4 INVOLTO Input Voltage Phase 1 1

105 Uu [B/4 INVOLT1 Input Voltage Phase 2 1

106 U [38/4 INVOLT2 Input Voltage Phase 3 1

107 U [3/4 ITEMPDEG [Temperature in Degree C° 1

108 Uu [38/4 AUTONOMTIME IAutonomy Time in Minutes 1

109 U [3/4 STATUS UPS Status (ASCIlI HEX) 1
Please note UPSMAN status
bytes table below

110 U [B/4 BATTVOLT Battery Voltage 1

111 U [8/4 INFREQO Input Frequency Phase 1 in 1
Hz

112 U [38/4 INFREQ1 Input Frequency Phase 2 in 1
Hz

113 Uu [38/4 INFREQ2 Input Frequency Phase 3 in 1
Hz

114 U [3/4 CNT_PF Powerfail Counter 1

115 Uu [38/4 SNMP Alarm IAlarmbit, for details please 1
contact NEWAVE

116 Uu [3/4 SNMP Alarm IAlarmbit, for details please 1
contact NEWAVE

117 Uu [3/4 SNMP Alarm IAlarmbit, for details please 1
contact NEWAVE

118 Uu [3/4 SNMP Alarm IAlarmbit, for details please 1
contact NEWAVE

119 Uu [3/4 SNMP Alarm IAlarmbit, for details please 1
contact NEWAVE

120 U [3/4 SNMP Alarm IAlarmbit, for details please 1
contact NEWAVE

121 Uu [3/4 SNMP Alarm IAlarmbit, for details please 1
contact NEWAVE

122 Uu [3/4 SNMP Alarm IAlarmbit, for details please 1
contact NEWAVE

123 Uu [3/4 SNMP Alarm IAlarmbit, for details please 1
contact NEWAVE
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124 Uu (3/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

125 Uu [3/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

126 Uu [B8/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

127 Uu [B8/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

128 Uu [3/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

129 Uu [3/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

130 Uu [B8/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

131 Uu (3/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

132 Uu [3/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

133 Uu [38/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

134 Uu [3/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

135 Uu [8/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

136 Uu [8/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

137 Uu [3/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

138 Uu [3/4 SNMP Alarm Alarmbit, for details please 1
contact NEWAVE

139 U [8/4 Status Bit Statusbit, for details please 1
contact NEWAVE

140 U [B/4 OUTPUT_VOLTO Output Voltage Phase 1 1

141 U [B/4 OUTPUT VOLT1 Output Voltage Phase 2 1

142 U [3/4 OUTPUT _VOLT2 Output Voltage Phase 1 1

143 U [38/4 OUTPUT_CURRO Output Current Phase 1 in 1
KW

144 Uu [3/4 OUTPUT_CURRL1 Output Current Phase 2 in 1
KW

145 U [38/4 OUTPUT_CURR2 Output Current Phase 3 in 1
KW

146 U [38/4 Status Bit Statusbit, for details please 1
contact NEWAVE

147 U [3/4 Status Bit Statusbit, for details please 1
contact NEWAVE

148 U [8/4 Status Bit Statusbit, for details please 1
contact NEWAVE

149 Uu [3/4 Status Bit Statusbit, for details please 1
contact NEWAVE

150 Uu [3/4 Status Bit Statusbit, for details please 1
contact NEWAVE

151 U [8/4 Status Bit Statusbit, for details please 1
contact NEWAVE

152 Uu [3/4 TEMP1 SensorManager/SM_T_H_CO| 1

M Analog Value
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153 Uu [3/4 TEMP2 SensorManager/SM_T_H_CO| 1
M Analog Value
154 U [3/4 TEMP3 SensorManager Analog Value| 1
155 U [3/4 ITEMP4 SensorManager Analog Value| 1
156 U [B/4 TEMP5 SensorManager Analog Value| 1
157 U [3/4 ITEMP6 SensorManager Analog Value| 1
158 U [B/4 TEMP7 SensorManager Analog Value| 1
159 U [3/4 TEMP8 SensorManager Analog Value| 1
160 U [3/4 LOADKVAO Load Phase 1 in KW 1
161 U [3/4 LOADKVA1 Load Phase 2 in KW 1
162 U (/4 LOADKVA2 Load Phase 3 in KW 1
Section OEM |Netminder for all LT and MD types | ]
Address | Type | Function | Name Description Length
100 U 3/4 INVOLT Input Voltage 1
101 U 3/4 OUTPUTVOLT Output Voltage 1
102 U 3/4 BATTVOLT Battery Voltage 1
103 U 3/4 OUTPUTCURR Output Current 1
104 U 3/4 LOADPERC Load (%) 1
105 U 3/4 OUTPUTPOW Qutput Power in W 1
106 U 3/4 KVA KVA 1
107 U 3/4 FREQUENCY Frequency 1
108 U 3/4 CS121UPSSTAT CS121 UPS Status 1
109 U 3/4 Alarm: Battery Bad 1 = active; 0 = not active |1
110 U 3/4 Alarm: On Battery 1 = active; 0 = not active | 1
111 U 3/4 Alarm: Battery Low 1 = active; 0 = not active |1
112 U 3/4 Alarm: Battery Depleted 1 = active; 0 = not active | 1
113 U 3/4 Alarm: Overtemperature 1 = active; 0 = not active |1
114 U 3/4 Alarm: Input Bad 1 = active; 0 = not active |1
115 U 3/4 Alarm: Output Bad 1 = active; 0 = not active |1
116 U 3/4 Alarm: Output Overload 1 = active; 0 = not active | 1
117 U 3/4 Alarm: On Bypass 1 = active; 0 = not active |1
118 U 3/4 Alarm: Bypass Bad 1 = active; 0 = not active | 1
Alarm: Output Off As
119 U 3/4 Requested 1 = active; 0 = not active | 1
Alarm: UPS Off As
120 U 3/4 Requested 1 = active; 0 = not active | 1
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121 U 3/4 Alarm: Charger Failed 1 = active; 0 = not active | 1
122 U 3/4 Alarm: UPS Qutput Off 1 = active; 0 = not active | 1
123 U 3/4 Alarm: UPS System Off 1 = active; 0 = not active | 1
124 U 3/4 Alarm: Fan Failure 1 = active; 0 = not active | 1
125 U 3/4 Alarm: Fuse Failure 1 = active; 0 = not active |1
126 U 3/4 Alarm: General Fault 1 = active; 0 = not active | 1
127 U 3/4 Alarm: Diagnosis Test Failed | 1 = active; 0 = not active |1
128 3/4 Alarm: Communication Lost 1 = active; 0 = not active |1
129 3/4 Alarm: Awaiting Power 1 = active; 0 = not active | 1
130 U 3/4 Alarm: Shutdown Pending 1 = active; 0 = not active | 1
131 3/4 Alarm: Shutdown Imminent 1 = active; 0 = not active |1
132 3/4 Alarm: Test In Progress 1 = active ; 0 = not active | 1
1 = active (high) ; 0 = not
133 U 3/4 AUX Port 1 active (low) 1
1 = active (high) ; 0 = not
134 U 3/4 AUX Port 2 active (low) 1
1 = active (high) ; 0 = not
135 U 3/4 AUX Port 3 active (low) 1
1 = active (high) ; 0 = not
136 U 3/4 AUX Port 4 active (low) 1
SensorManager/SMTH_COM,
137 U 3/4 Sensor 1 Analog Value 1
SensorManager/SMTH_COM,
138 U 3/4 Sensor 2 Analog Value 1
139 U 3/4 SensorManager/Sensor 3 Analog Value 1
140 U 3/4 SensorManager/Sensor 4 Analog Value 1
141 U 3/4 SensorManager/Sensor 5 Analog Value 1
142 U 3/4 SensorManager/Sensor 6 Analog Value 1
143 U 3/4 SensorManager/Sensor 7 Analog Value 1
144 U 3/4 SensorManager/Sensor 8 Analog Value 1
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Section Netminder EON

OEM

1 UB/4 Manufacturer Manufacturer 1
17 UB/4 \Version \Version 1
33 U[B/4 Identification Identification 1
65 URB/4 MODEL UPS Model 1
97 URB/4 AUTONOMTIME /Autonomy time in minutes 1
98 URB/4 BATTCAP Battery capacity in percent 1
99 URB/4 OUTFREQO Output Frequency 1
100 UB/4 OUTPUTVOLTO Output Voltage Phase 1 1
101 UB/4 OUTPUTVOLT1 Output Voltage Phase 2 1
102 UB/4 OUTPUTVOLT1 Output Voltage Phase 3 1
103 UB/4 OUTPOWERO Outpower Phase 1in % 1
104 UB/4 OUTPOWER1 Outpower Phase 2 in % 1
105 UB/4 OUTPOWER2 Outpower Phase 3 in % 1
106 UB/4 OUTPOWERO Outpower Phase 1 in VA 1
107 UB/4 OUTPOWER1 Outpower Phase 2 in VA 1
108 UB/4 OUTPOWER?2 Outpower Phase 3 in VA 1
109 UB/4 INPUTFREQO Input Frequency Phase 1 in Hz 1
110 U[B/4 INPUTFREQ1 Input Frequency Phase 2 in Hz 1
111 UB/4 INPUTFREQ2 Input Frequency Phase 3 in Hz 1
112 UB/4 INPUTVOLTO Input Voltage Phase 1 in V 1
113 UB/4 INPUTVOLT1 Input Voltage Phase 2 in V 1
114 UB/4 INPUTVOLT2 Input Voltage Phase 3in V 1
115 UB/4 INPUTCURRO Input Current Phase 1in A 1
116 UB/4 INPUTCURR1 Input Current Phase 2 in A 1
117 UB/4 INPUTCURR2 Input Current Phase 3 in A 1
118 UB/4 INPUTPOWO Input Power Phase 1in W 1
119 UB/4 INPUTPOW1 Input Power Phase 2 in W 1
120 UB/4 INPUTPOW1 Input Power Phase 3 in W 1
121 UB/4 BATTVOLT Battery Voltage in V 1
122 UB/4 BATTTEMPDEG Battery Temperature in Degree Celsius | 1
123 UB/4 BATTSEC Seconds on Battery 1
124 UB/4 Battery Condition Battery Condition 1
125 UB/4 Amount of Input Phases /Amount of Input Phases 1
126 U3/4 IAmount of Output Phases |Amount of Output Phases 1
127 [UB/4 Results of Battery Test 1 Ok, 2 Active, 3 Canceled, 4 1

Failed, else: not started yet

128 UB/4 Powerfail Powerfail 1
129 UB/4 System Shutdown System Shutdown 1
130 UB/4 UPSMAN started UPSMAN started 1
131 UB/4 UPS Connection lost UPS connection lost 1
132 UB/4 UPS Battery old UPS Battery old 1
133 UB/4 Load >80% Load >80% 1
134 UB/4 Load >90% Load >90% 1
135 UB/4 Overload Overload 1
136 U3/4 Overtemperature Condition |Overtemperature Condition 1
137 UB/4 Bypass on Bypass on 1
138 UB/4 Battery low Battery low 1
139 UB/4 Batteries are weak Batteries are weak 1
140 UB/4 General Alarm Condition  |General Alarm Condition 1

124




141 UB/4 Input Bad Condition Input Bad Condition 1
142 UB/4 Output Bad Condition Output Bad Condition 1
143 UB/4 Bypass Not Available Bypass Not Available 1
144 UB/4 Low Battery Shutdown Low Battery Shutdown 1
145 UB/4 System off System off 1
146 U|3/4 System Shutdown System Shutdown 1
147 UB/4 Charger Failure Charger Failure 1
148 U 3/4 Manual Restart Required  |Manual Restart Required 1
149 [UB/4 Output Circuit Breaker Output Circuit Breaker Open 1
150 U3/4 gs:?ﬁr:)te Emergency Power |Remote Emergency Power off 1
151 UB/4 gfrf\utdown imminent Shutdown imminent 1
Section OEM |Netminder for all other types|

Address | Type | Function | Name Description Length
100 U 3/4 INVOLT Input Voltage (I11-n) 1
101 U 3/4 INVOLT Input Voltage (12-n) 1
102 U 3/4 INVOLT Input Voltage (11-12) 1
103 u 3/4 OUTPUTVOLT Output Voltage (11-n) 1
104 U 3/4 OUTPUTVOLT Output Voltage (12-n) 1
105 U 3/4 OUTPUTVOLT Output Voltage /(11-12) 1
106 u 3/4 OUTPUTCURR Output Current (11-n) 1
107 U 3/4 OUTPUTCURR Output Current (12-n) 1
108 u 3/4 OUTPUTWAT Output Watts (11-n) 1
109 U 3/4 OUTPUTWAT Output Watts (12-n) 1
110 u 3/4 OUTPUTWAT Output Watts (11-12) 1
111 U 3/4 OUTPUTWATTOT Qutput watts (total) 1
112 U 3/4 OUTPUTVA Output VA (I1-n) 1
113 U 3/4 OUTPUTVA Output VA (12-n) 1
114 U 3/4 OUTPUTVA Output VA (11-12) 1
115 u 314 OUTPUTVATOT Output VA (total) 1
116 U 3/4 OUTPUTLOAD Output Load (11-n) 1
117 U 3/4 OUTPUTLOAD Output Load (12-n) 1
118 U 3/4 OUTPUTFREQ Output Frequency 1
119 U 3/4 BATTVOLT Battery Voltage 1
120 U 3/4 PERCBATT Percentage Battery 1
121 U 3/4 DCCHARGECURR DC Charging Current 1
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122 U 3/4 CS121UPSSTAT CS121 UPS Status 1
123 U 3/4 Alarm: Battery Bad 1 = active; 0 = not active |1
124 U 3/4 Alarm: On Battery 1 = active; 0 = not active | 1
125 U 3/4 Alarm: Battery Low 1 = active; 0 = not active |1
126 U 3/4 Alarm: Battery Depleted 1 = active; 0 = not active |1
127 U 3/4 Alarm: Overtemperature 1 = active; 0 = not active |1
128 U 3/4 Alarm: Input Bad 1 = active; 0 = not active |1
129 U 3/4 Alarm: Output Bad 1 = active; 0 = not active |1
130 U 3/4 Alarm: Output Overload 1 = active; 0 = not active |1
131 U 3/4 Alarm: On Bypass 1 = active; 0 = not active | 1
132 U 3/4 Alarm: Bypass Bad 1 = active; 0 = not active |1
Alarm: Output Off As
133 U 3/4 Requested 1 = active; 0 = not active |1
Alarm: UPS Off As
134 U 3/4 Requested 1 = active; 0 = not active |1
135 U 3/4 Alarm: Charger Failed 1 = active; 0 = not active |1
136 U 3/4 Alarm: UPS Output Off 1 = active; 0 = not active | 1
137 U 3/4 Alarm: UPS System Off 1 = active; 0 = not active |1
138 U 3/4 Alarm: Fan Failure 1 = active; 0 = not active |1
139 U 3/4 Alarm: Fuse Failure 1 = active; 0 = not active | 1
140 U 3/4 Alarm: General Fault 1 = active; 0 = not active |1
141 U 3/4 Alarm: Diagnosis Test Failed | 1 = active; 0 = not active |1
142 3/4 Alarm: Communication Lost 1 = active; 0 = not active | 1
143 3/4 Alarm: Awaiting Power 1 = active; 0 = not active | 1
144 U 3/4 Alarm: Shutdown Pending 1 = active; 0 = not active |1
145 3/4 Alarm: Shutdown Imminent 1 = active; 0 = not active |1
146 3/4 Alarm: Test In Progress 1 = active; 0 = not active |1
1 = active (high) ; 0 = not
147 U 3/4 AUX Port 1 active (low) 1
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1 = active (high) ; 0 = not

148 U 3/4 AUX Port 2 active (low) 1
1 = active (high) ; 0 = not
149 U 3/4 AUX Port 3 active (low) 1
1 = active (high) ; 0 = not
150 U 3/4 AUX Port 4 active (low) 1
SensorManager/SMTH_COM,
151 U 3/4 Sensor 1 Analog Value 1
SensorManager/SMTH_COM,
152 U 3/4 Sensor 2 Analog Value 1
153 U 3/4 SensorManager/Sensor 3 Analog Value 1
154 U 3/4 SensorManager/Sensor 4 Analog Value 1
155 U 3/4 SensorManager/Sensor 5 Analog Value 1
156 U 3/4 SensorManager/Sensor 6 Analog Value 1
157 U 3/4 SensorManager/Sensor 7 Analog Value 1
158 U 3/4 SensorManager/Sensor 8 Analog Value 1
Secti
on
OEM | POWERTRONIX
MIZAR
Adres
se Name ALCOR QUASAR SUPERNOVAE
100 Outpower Phase 1 % X X X
101 Outpower Phase 2 % X X X
102 Outpower Phase 3 % X X X
103 Battery Capacity % X X X
104 Input Voltage Phase 1V X X X
105 Input Voltage Phase 2 V X X X
106 Input Voltage Phase 3 V X X X
107 Temperature °C not supported X X
108 Autonomy Time minutes X X X
109 UPS Status (ASCIl Hex) X X X
110 Battery Voltage V X X X
111 Input Frequency Phase 1 Hz not supported X not supported
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112 Input Frequency Phase 2 Hz not supported X not supported
113 Input Frequency Phase 3 Hz not supported X not supported
114 Powerfail Counter X X X
115 Alarm: Battery Bad X X X
116 Alarm: On Battery X X X
not
117 Alarm: Battery Low not supported supported | x
118 Alarm: Battery Depleted X gggported X
119 Alarm: Overtemperature X ggéported X
120 Alarm: Input Bad X X X
121 Alarm: Output Bad not supported X not supported
122 Alarm: Output Overload X X X
123 Alarm: On Bypass X X X
124 Alarm: Bypass Bad X X X
Alarm: Output Off As
125 Requested X X X
126 Alarm: UPS Off As Requested | x X X
127 Alarm: Charger Failed X X
128 Alarm: UPS Output Off X X X
129 Alarm: UPS Sytem Off not supported X not supported
130 Alarm: Fan Failure X ggt)ported X
131 Alarm: Fuse Failure not supported ggfoported not supported
132 Alarm: General Fault X X X
not
133 Alarm: Diagnose Test Failed not supported supported | not supported
134 Alarm: Communication Lost X X X
135 Alarm: Awaiting Power not supported gggported not supported
136 Alarm: Shutdown Pending not supported ggt)ported not supported
137 Alarm: Shutdown Imminent not supported ggt)ported not supported
138 Alarm: Test In Progress X gggported not supported
139 AUX Port 1 X X X
140 AUX Port 2 X X X
141 AUX Port 3 X X X
142 AUX Port 4 X X X
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Section E-Tec 310 to 380 (m) SALICRU SLC
Borri 4000 NX/DL/CUBE
Std. Panel
1 U 3/4 Manufacturer Manufacturer 1
17 U 3/4 \Version ersion 1
33 U 3/4 Identification Identification 1
65 U 3/4 Model Model 1
97 U [3/4 AUTONOMTIME JAutonomy time in minutes | 1
98 U [3/4 BATTCAP Battery capacity in percent| 1
99 U [3/4 OUTPUT Output Source 0 Mains, 1 |1
Battery, 2 Bypass
100 U [3/4 OUTFREQO Output Frequency 1
101 U [3/4 SOLAWROVO Outputvoltage Phase 1in |1
Y
102 U [3/4 SOLAWROV1 Outputvoltage Phase 2in |1
103 U [3/4 SOLAWROV?2 Outputvoltage Phase 3in |1
104 U [3/4 SOLAWROCO Output Current Phase 1in |1
A
105 U 3/4 SOLAWROC1 Output Current Phase 2in |1
A
106 U [3/4 SOLAWROC2 Output Current Phase 3in|1
A
107 U [3/4 OUTPOWERO Outpower Phase 1 % 1
108 U 3/4 OUTPOWER1 Outpower Phase 2 % 1
109 U [3/4 OUTPOWER?2 Outpower Phase 3 % 1
110 U [3/4 SOLSETEMPBAD [Temperature bad 1
111 U [3/4 |SOLSEINPUTBAD Input bad 1
112 U [3/4 |SOLSEOVERLOAD Overload 1
113 U [3/4  |SOLSEBYPASSFAULT Bypass fault 1
114 U [3/4 |SOLSECHARGERFAULT Charger fault 1
115 U [3/4  |SOLSEGENERALFAULT General fault 1
116 U [3/4 SOLSESDPENDING Shutdown pending 1
117 U [3/4  |SOLSETESTRESULT [Test result 1
118 U [3/4 (SNMPALARMS&0x80000)>>19 Communication Lost 1
Alarm
119 U 3/4 INFREQO Input Frequency Phase 1 |1
in Hz
120 U [3/4 INFREQ1 Input Frequency Phase 2 |1
in Hz
121 U [3/4 INFREQ2 Input Frequency Phase 3 |1
in Hz
122 U 3/4 INVOLTO Input Voltage Phase 1in V|1
123 U [3/4 INVOLT1 Input Voltage Phase 2in V|1
124 U [3/4 INVOLT2 Input Voltage Phase 3in V|1
125 U 3/4 INCURRO Input Current Phase 1in A1
126 U [3/4 INCURR1 Input Current Phase 2in Al 1
127 U 3/4 INCURR2 Input Current Phase 3in A| 1
128 U [3/4 EX_BYP_VOLTO Bypass Voltage Phase 1 |1
in V
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129 U [3/4 EX_BYP_VOLT1 _Bypass Voltage Phase 2 |1
130 U [3/4 EX_BYP_VOLT2 gy\;ass Voltage Phase 3 |1
131 U [3/4 EX_BYP_CURRO Igy\[ﬁass Current Phase 1 in| 1
132 U (3/4 EX_BYP_CURR1 gypass Current Phase 2 in| 1
133 U [3/4 EX_BYP_CURR2 gypass Current Phase 3in| 1
134 U 3/4 EX_BYP_WATTO gypass Watt Phase 1 1
135 U [3/4 EX_BYP_WATT1 Bypass Watt Phase 2 1
136 U [3/4 EX_BYP_WATT2 Bypass Watt Phase 3 1
Section MHD Modular |Multimatic AEG Protect 1.
Modular Modular, ENIGMA
100 U 3/4 OUTPOWERO Outpower Phase 1 % 1
101 U 3/4 OUTPOWER1 Outpower Phase 2 % 1
102 U 3/4 OUTPOWER2 Outpower Phase 3 % 1
103 U 3/4 BATTCAP Battery Capacity % 1
104 S 3/4 INVOLTO Input Voltage Phase 1V 1
105 S 3/4 INVOLT1 Input Voltage Phase 2 V 1
106 S 3/4 INVOLT2 Input Voltage Phase 3V 1
107 S 3/4 TEMPDEG Temperature C° 1
108 S 3/4 AUTONOMTIME Autonomy Time minutes 1
109 U 3/4 STATUS (e. g. UPS normal = | UPS Status (ASCIl HEX), please | 1
"4", Powerfail = "12", Battery | note UPSMAN status bytes table
test running = "68", Bypass = | below
"5")
110 0] 3/4 BATTVOLT Battery Voltage V 1
111 U 3/4 INFREQO Input Frequency Hz Phase 1 1
112 U 3/4 INFREQ1 Input Frequency Hz Phase 2 1
113 U 3/4 INFREQ2 Input Frequency Hz Phase 3 1
114 U 3/4 CNT_PF Powerfail Counter 1
115 U 3/4 (SNMPALARMS&0x1) Alarm Battery Bad 1
116 U 3/4 (SNMPALARMS&0x2)>>1 Alarm: On Battery 1
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117 U 3/4 (SNMPALARMS&0x4)>>2 Alarm: Battery Low
118 U 3/4 (SNMPALARMS&0x8)>>3 Alarm: Battery Depleted
119 U 3/4 (SNMPALARMS&0x10)>>4 Alarm: Over temperature
120 U 3/4 (SNMPALARMS&0x20)>>5 Alarm: Input Bad
121 U 3/4 (SNMPALARMS&0x40)>>6 Alarm: Output Bad
122 U 3/4 (SNMPALARMS&0x80)>>7 Alarm: Output Overload
123 U 3/4 (SNMPALARMS&0x100)>>8 Alarm: On Bypass
124 U 3/4 (SNMPALARMS&0x200)>>9 Alarm: Bypass Bad
125 U 3/4 (SNMPALARMS&0x400)>>10 | Alarm: Output Off as requested.
126 U 3/4 (SNMPALARMS&0x800)>>11 | Alarm: UPS Off as requested.
127 U 3/4 (SNMPALARMS&0x1000)>>1 | Alarm: Charger Failed
2
128 U 3/4 (SNMPALARMS&0x2000)>>1 | Alarm: UPS Output Off
3
129 U 3/4 (SNMPALARMS&0x4000)>>1 | Alarm: UPS System Off
4
130 U 3/4 (SNMPALARMS&0x8000)>>1 | Alarm: Fan Failure
5
131 U 3/4 (SNMPALARMS&0x10000)>> | Alarm: fuse failure
1
132 U 3/4 (SNMPALARMS&0x20000)>> | Alarm: general fault
1
133 U 3/4 (SNMPALARMS&0x40000)>> | Alarm: diagnose test failed
1
134 U 3/4 (SNMPALARMS&0x80000)>> | Alarm: communication lost
1
135 U 3/4 (SNMPALARMS&0x100000)> | Alarm: awaiting power
>
136 U 3/4 (SNMPALARMS&0x200000)> | Alarm: shutdown pending
>
137 U 3/4 (SNMPALARMS&0x400000)> | Alarm: shutdown imminent
>
138 U 3/4 (SNMPALARMS&0x800000)> | Alarm: test in progress
>
139 U 3/4 AUX1STATE AUX Port 1
140 U 3/4 AUX2STATE AUX Port 2
141 U 3/4 AUX3STATE AUX Port 3
142 U 3/4 AUX4ASTATE AUX Port 4
143 U 3/4 TEMP1 Sensormanager/SMTCOM sensor 1
144 U 3/4 TEMP2 Sensormanager/SMTHCOM sensor 2
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145 U 3/4 TEMP3 Sensormanager sensor 3 1

146 ] 3/4 TEMP4 Sensormanager sensor 4 1

147 ] 3/4 TEMP5 Sensormanager sensor 5 1

148 U 3/4 TEMP6 Sensormanager sensor 6 1

149 U 3/4 TEMP7 Sensormanager sensor 7 1

150 ] 3/4 TEMP8 Sensormanager sensor 8 1

151 U 3/4 AEESerModulePresent(1) Status data, for details please | 1
contact Effekta directly

152 U 3/4 AEESerModulePresent(2) Status data, for details please | 1
contact Effekta directly

153 U 3/4 AEESerModulePresent(3) Status data, for details please | 1
contact Effekta directly

154 U 3/4 AEESerModulePresent(4) Status data, for details please | 1
contact Effekta directly

155 U 3/4 AEESerModulePresent(5) Status data, for details please | 1
contact Effekta directly

156 U 3/4 AEESerModulePresent(6) Status data, for details please | 1
contact Effekta directly

157 U 3/4 AEESerModuleError(1,1) Status data, for details please | 1
contact Effekta directly

158 U 3/4 AEESerModuleError(1,2) Status data, for details please | 1
contact Effekta directly

159 U 3/4 AEESerModuleError(1,3) Status data, for details please | 1
contact Effekta directly

160 U 3/4 AEESerModuleError(1,4) Status data, for details please | 1
contact Effekta directly

161 U 3/4 AEESerModuleError(2,1) Status data, for details please | 1
contact Effekta directly

162 U 3/4 AEESerModuleError(2,2) Status data, for details please | 1
contact Effekta directly

163 U 3/4 AEESerModuleError(2,3) Status data, for details please | 1
contact Effekta directly

164 U 3/4 AEESerModuleError(2,4) Status data, for details please | 1

contact Effekta directly
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165 3/4 AEESerModuleError(3,1) Status data, for details please
contact Effekta directly

166 3/4 AEESerModuleError(3,2) Status data, for details please
contact Effekta directly

167 3/4 AEESerModuleError(3,3) Status data, for details please
contact Effekta directly

168 3/4 AEESerModuleError(3,4) Status data, for details please
contact Effekta directly

169 3/4 AEESerModuleError(4,1) Status data, for details please
contact Effekta directly

170 3/4 AEESerModuleError(4,2) Status data, for details please
contact Effekta directly

171 3/4 AEESerModuleError(4,3) Status data, for details please
contact Effekta directly

172 3/4 AEESerModuleError(4,4) Status data, for details please
contact Effekta directly

173 3/4 AEESerModuleError(5,1) Status data, for details please
contact Effekta directly

174 3/4 AEESerModuleError(5,2) Status data, for details please
contact Effekta directly

175 3/4 AEESerModuleError(5,3) Status data, for details please
contact Effekta directly

176 3/4 AEESerModuleError(5,4) Status data, for details please
contact Effekta directly

177 3/4 AEESerModuleError(6,1) Status data, for details please
contact Effekta directly

178 3/4 AEESerModuleError(6,2) Status data, for details please
contact Effekta directly

179 3/4 AEESerModuleError(6,3) Status data, for details please
contact Effekta directly

180 3/4 AEESerModuleError(6,4) Status data, for details please
contact Effekta directly

181 3/4 AEESerModuleWarning(1) Status data, for details please

contact Effekta directly
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182 3/4 AEESerModuleWarning(2) Status data, for details please
contact Effekta directly

183 3/4 AEESerModuleWarning(3) Status data, for details please
contact Effekta directly

184 3/4 AEESerModuleWarning(4) Status data, for details please
contact Effekta directly

185 3/4 AEESerModuleWarning(5) Status data, for details please
contact Effekta directly

186 3/4 AEESerModuleWarning(6) Status data, for details please
contact Effekta directly

187 3/4 AEESerModuleState(1) Status data, for details please
contact Effekta directly

188 3/4 AEESerModuleState(2) Status data, for details please
contact Effekta directly

189 3/4 AEESerModuleState(3) Status data, for details please
contact Effekta directly

190 3/4 AEESerModuleState(4) Status data, for details please
contact Effekta directly

191 3/4 AEESerModuleState(5) Status data, for details please
contact Effekta directly

192 3/4 AEESerModuleState(6) Status data, for details please
contact Effekta directly

193 3/4 AEESerModuleVolt(1) Status data, for details please
contact Effekta directly

194 3/4 AEESerModuleVolt(2) Status data, for details please
contact Effekta directly

195 3/4 AEESerModuleVolt(3) Status data, for details please
contact Effekta directly

196 3/4 AEESerModuleVolt(4) Status data, for details please
contact Effekta directly

197 3/4 AEESerModuleVolt(5) Status data, for details please
contact Effekta directly

198 3/4 AEESerModuleVolt(6) Status data, for details please

contact Effekta directly
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199 U 3/4 AEESerModuleCurr(1) Status data, for details please
contact Effekta directly
200 U 3/4 AEESerModuleCurr(2) Status data, for details please
contact Effekta directly
201 U 3/4 AEESerModuleCurr(3) Status data, for details please
contact Effekta directly
202 U 3/4 AEESerModuleCurr(4) Status data, for details please
contact Effekta directly
203 U 3/4 AEESerModuleCurr(5) Status data, for details please
contact Effekta directly
204 U 3/4 AEESerModuleCurr(6) Status data, for details please
contact Effekta directly
Section Inform Pyramid DSP/Online  [Standard UPS values plus the
UPS DSP following
151 U |3/4 |OUTPUT_VOLTO Outputvoltage Phase 1 1
152 U [3/4|OUTPUT_VOLT1 Outputvoltage Phase 2 1
153 U |3/4|OUTPUT_VOLT2 Outputvoltage Phase 3 1
154 U (3/4 |OUTPUT_CURRENTO Output Current Phase 1 in Ampere |1
*10
155 U |3 /4 |OUTPUT_CURRENT1 Output Current Phase 2 in Ampere |1
*10
156 U |3/ 4 |OUTPUT_CURRENT2 Output Current Phase 3 in Ampere |1
*10
Section Transfer Switches All transfer switch vendors, except PILLER
1 U [3 / 4Sources Asynchronous \Warning, input current difference, switching might |1
not be possible
2 U [3 / 4iStatic Switch A Failure Alarm, switching failure 1
3 U [3 / 4iStatic Switch B Failure /Alarm, switching failure 1
4 U |3 / 4/0On Static Switch A Supplied from input A 1
5 U |3 / 4/0On Static Switch B Supplied from input B 1
6 U [3 / 40n Manual Bypass A Supplied via bypass from input A 1
7 U |3 / 40n Manual Bypass A Supplied via bypass from input B 1
(e] U |3 / 4iSource A Failure Alarm, input A failure, problem with voltage 1
9 U [3 / 4)Source B Failure Alarm, input B failure, problem with voltage 1
10 U [3 / 4General Fault General alarm 1
11 U |3 / 4Redundancy Lost Redundancy lost, 1
12 U [3 / 40utput Overload [To much load 1
13 U |3 / 40utput Failure Output failure 1
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Section |STS TUMEL [Transfer Switch
100 U |3/ 4INPVOLT_NET_10|Iinput Voltage 1
101 U |3/ 4)INPVOLT_NET_11|Input Voltage 1
102 U [3/4INPVOLT_NET_12|Input Voltage 1
103 U [3/4INFREQ NET 1 |Input Frequency 1
104 U |3/ 4INPVOLT _NET_20|Iinput Voltage 1
105 U [3/4INPVOLT_NET_21|Iinput Voltage 1
106 U |3/ 4)INPVOLT_NET_22|Input Voltage 1
107 U 3/ 4INFREQ NET 2 |Input Frequency 1
108 U |3/ 4|STS_SYNCANGLE] 1
109 U [3/4]STS_SYNDIFF 1
110 U [3/4|STS_S1BALANCE 1
111 U |3/ 4|STS_S2BALANCE 1
112 U |3/ 4TEMPDEG Temperature in degrees C° 1
113 U [3/40UTPUT _VOLTO |Output Voltage Phase 1 1
114 U |3/ 4/OUTPUT_VOLT1 |Output Voltage Phase 2 1
115 U [3/40UTPUT VOLT1 |Output Voltage Phase 3 1
116 U |3/ 4[EX _OUT_CURRO 1
117 U [3/4EX OUT_CURRL1 1
118 U |3/ 4EX _OUT_CURR2 1
119 U |3/ 4OUTPOWERO Output Power Phase 1 1
120 U 3/ 40UTPOWER1 Output Power Phase 2 1
121 U |3/ 4OUTPOWER?2 Output Power Phase 3 1
Section Trimod
OEM
100 |UB/4 OUTPOWERO Outpower Phase 1 % 1
101 UB/4 OUTPOWER1 Outpower Phase 2 % 1
102 U[3/4 OUTPOWER?2 Outpower Phase 3 % 1
103 U[3/4 BATTCAP Battery capacity in percent 1
104 UB/4 INVOLTO Input Voltage Phase 1in V 1
105 U[3/4 INVOLT1 Input Voltage Phase 2 in V 1
106 U[3/4 INVOLT2 Input Voltage Phase 3 in V 1
107 U[B/4 ITEMPDEG [Temperature C° 1
108 UB/4 WUTONOMTIME JAutonomy Time minutes 1
109 U[B/4 ISTATUS GENEREX UPS status 1
110 UB/ 4 BATTVOLT Battery Voltage V 1
111 UB/4 INFREQO Input Frequency Hz Phase 1 1
112 U[B/4 INFREQ1 Jinput Frequency Hz Phase 2 1
113 U[3/4 INFREQ2 Input Frequency Hz Phase 3 1
114 UB/4 CNT_PF Powerfail Counter 1
115 U[B/4 SNMPALARMS&0x1) JAlarmbit,contact legrand / Meta 1
116 U[3/4 SNMPALARMS&0x2)>>1 JAlarmbit,contact legrand / Meta 1
117 U3/ 4 SNMPALARMS&0x4)>>2 JAlarmbit,contact legrand / Meta 1
118 U3/ 4 SNMPALARMS&0x8)>>3 JAlarmbit,contact legrand / Meta 1
119 U[B/4 SNMPALARMS&0x10)>>4 JAlarmbit,contact legrand / Meta 1
120 U[3/4 stoi(TRIMOD STATUS)&0x8) JAlarmbit,contact legrand / Meta 1
121 U3/ 4 CBSER2ALARM&0x40)>>6 JAlarmbit,contact legrand / Meta 1
122 U[B/4 SNMPALARMS&0x80)>>7 JAlarmbit,contact legrand / Meta 1
123 U[B/4 SNMPALARMS&0x100)>>8 JAlarmbit,contact legrand / Meta 1
124 UB/ 4 stoi(TRIMOD_STATUS)&0x8) JAlarmbit,contact legrand / Meta 1
125 U3/ 4 SNMPALARMS&0x2000)>>13 JAlarmbit,contact legrand / Meta 1
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126 U3/ 4 SNMPALARMS&0x4000)>>14 [Alarmbit,contact legrand / Meta 1]

127 U[3/4 SNMPALARMS&0x1000)>>12 [Alarmbit,contact legrand / Meta 1

128 U[3/4 SNMPALARMS&0x2000)>>13 [Alarmbit,contact legrand / Meta 1

129 U[3/4 SNMPALARMS&0x4000)>>14 [Alarmbit,contact legrand / Meta 1

130 U[3/4 SNMPALARMS&0x8000)>>15 [Alarmbit,contact legrand / Meta 1

131 U[3/4 SNMPALARMS&0x10000)>>16 [Alarmbit,contact legrand / Meta 1

132 U[3/4 SNMPALARMS&0x20000)>>17 [Alarmbit,contact legrand / Meta 1

133 U[3/4 stoi(CP_TESTRESULT)==2) [Alarmbit,contact legrand / Meta 1

134 U[3/4 SNMPALARMS&0x80000)>>19 [Alarmbit,contact legrand / Meta 1

135 U[3/4 SNMPALARMS&0x100000)>>20 [Alarmbit,contact legrand / Meta 1

136 U[3/4 CBSER2ALARM&0x200000)>>2 [Alarmbit,contact legrand / Meta 1

137 U[3/4 CBSER2ALARM&0x400000)>>2 [Alarmbit,contact legrand / Meta 1

138 U[3/4 SNMPALARMS&0x800000)>>23 [Alarmbit,contact legrand / Meta 1

139 U[3/4 stoi(TRIMOD_STATUS)&0x10 [Alarmbit,contact legrand / Meta 1

140 U[3/4 OUTPUT_VOLTO Outputvoltage Phase 1 1

141 U[3/4 OUTPUT VOLT1 Outputvoltage Phase 2 1

142 U[3/4 OUTPUT _VOLT2 Outputvoltage Phase 3 1

143 U[3/4 TRIMOD_OUTCURRO0*10.0 Output Current 1 1

144 U3/ 4 TRIMOD_OUTCURR1*10.0 Output Current 2 1

145 U3/ 4 TRIMOD_OUTCURR2*10.0 Output Current 3 1

152 U[3/4 TEMP1 Sensormanager/SMTCOM sensor 1 |1

153 U[3/4 TEMP2 Sensormanager/SMTHCOM sensor 2 |1

154 U3/ 4 TEMP3 Sensormanager sensor 3 1

155 U3/ 4 TEMP4 Sensormanager sensor 4 1

156 U[3/4 ITEMP5 Sensormanager sensor 5 1

157 U3/ 4 TEMP6 Sensormanager sensor 6 1

158 U3/ 4 TEMP7 Sensormanager sensor 7 1

159 U[3/4 ITEMP8 Sensormanager sensor 8 1

160 U[3/4 TRIMOD_OUTACTPWR0/1000.0 Output Phase 1 1

161 U[3/4 TRIMOD_OUTACTPWR1/1000.0 Output Phase 2 1

162 U[3/4 TRIMOD_OUTACTPWR2/1000.0 Output Phase 3 1

163 U[3/4 MUX1STATE AUX Port 1 1

164 U3/ 4 IWUX2STATE AUX Port 2 1

165 |U[3/4 AUX3STATE AUX Port 3 1

166 U[3/4 IMUX4STATE IAUX Port 4 1
Section |[EverExceed Inverter
100 U [3/ 4TEMPDEG Temperature in Degrees 1
101 U [3/ 4INFREQO Line frequency 1
102 U [3/ 4INVOLTO Line voltage 1
103 U [3/ 40UTFREQO Frequency 1
104 U [3/40UTPUT_VOLTO Output voltage 1
105 U |3/ 4EX_OUT_VAO Output power 1
106 U [3/ 4STATUS GENEREX UPS status (see below) 1
107 U |3/ 4EX_EXTSTATUS |Alarm information 1
108 U |3/ 4STATUS&1L Bypass mode, 1 =on, 0 = off 1
109 U |3 / 4(STATUS&O0x02)>>2 Output active, 1 = on, 0 = off 1
110 U |3 / 4(STATUS&O0x100)>>8 Overload, 1 = on, 0 = off 1
111 U |3 / 4(STATUS&O0x2000)>>13 General alarm, 1 = on, 0 = off 1

UPS Status EverExceed

Hex-Value |Dec-Value Description
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UPS Status EverExceed Hex-Value [Dec-Value Description
UPS_SB_BYPASS_MODE 0x0001 1 Bypass mode
UPS_SB_OUTPUT_ACT 0x0004 4 Output active
UPS_SB_OUTPUT_HIGH 0x0100 256 Overload
UPS_SB_UPS_FAILED 0x2000 8192 General alarm

Section |Gamatronic DC System

100 U [3/ 4ATEMPDEG [Temperature in Degrees 1
101 U |3/ 4INVOLTO IAC Input Voltage Phase 1 1
102 U [3/40UTPUT_VOLTO DC Output Voltage 1
103 U [3/4EX_OUT_CURRO [Total Output Current 1
104 U [3/4EX_OUT_WATTO Output Power in Watt 1
105 U [3/4BATTVOLT Battery Voltage 1
106 U3/ 4|EX_BATT_CURRPOS Battery Current 1
107 U |3/ 4|EX_NOM_VOLT Nominal Voltage 1
108 U |3/ 4EX_NOM_CURR Nominal Current 1
109 U [3/ 4STATUS GENEREX UPS Status (see below) [1
110 U |3 / 4(EX_EXTSTATUS & 0x(ffff0000)>>16 [Bytes 98-99 (Device Status) 1
111 U |3 / 4EX_EXTSTATUS & Oxffff Bytes 100-101 (Device Status) 1
112 U |3 / 4(STATUS&O0x02)>>2 Output active, 1 = on, 0 = off 1
113 U [3 / 4(STATUS&0x20)>>5 Overtemperature, 1 = on, 0 = off 1
114 U |3 / 4(STATUS&Ox40)>>6 [Test active, 1 = on, 0 = off 1
115 U [3 / 4(STATUS&0x100)>>8 Overload, 1 = on, 0 = off 1
116 U |3 / 4(STATUS&O0x2000)>>13 General alarm, 1 = on, 0 = off 1

UPS Status Gamatronic DC System |Hex-Value |Dec-Value Description

UPS_SB_OUTPUT_ACT 0x0004 4 Output active

UPS_SB_OVER_TEMP 0x0020 32 Overtemperature

UPS_SB_TEST_ACT 0x0040 64 Test active

UPS_SB_OUTPUT_HIGH 0x0100 256 Overload

UPS_SB_UPS_FAILED 0x2000 8192 General alarm
Ot her OEI>See OEM MODBUS

documentatio

n

E.6.
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UPS Status Hex-Value [Dec-Value [Description
UPS_SB_BYPASS_MODE 0x0001 1 power piped thru
UPS_SB_SHUTDOWN 0x0002 2 shutdown ups
UPS_SB_OUTPUT_ACT 0x0004 4 inverter on = UPS OK
UPS_SB_BACKUP_MODE 0x0008 8 battery power
UPS_SB_BATTERY_LOW 0x0010 16 low battery err
UPS_SB_OVER_TEMP 0x0020 32 over temp err
UPS_SB_TEST_ACT 0x0040 64 test in progress
UPS_SB_INPUT_HIGH 0x0080 128 over power err
UPS_SB_OUTPUT_HIGH 0x0100 256 over load err
UPS_SB_INVERTER_FAILURE|0x0200 512 Inverter error
UPS_SB_BATTERY_BAD 0x0400 1024 Battery error
UPS_SB_ECO_MODE 0x0800 2048 eco - bypass
UPS_SB_INVERTER_WARN |0x1000 4096 eco - bypass
UPS_SB_UPS_FAILED 0x2000 8192 prser flag
UPS_SB_COMM_LOST 0x4000 16384 for snmp
UPS_SB_DVG_ALARM 0x8000 32768 SiteManager/SiteMonitor

Example (decimal):

UPS

C

STATUS= A50 means UPS_SB_OUTPUT_ACT (4) +

I = UPS on Bypass!

STATUS= A120 means UPS_SB_OUTPUT_ACT (4) +
active | = UPS Powerfail!

STATUS= A220¢ means UPS_SB_OUTPUT_ACT (4) +
UPS_SB_BATTERY_LOW (10) are active ! = UPS Powerfail and Battery low!

STATUS= A406 means UPS_SB_OUTPUT_ACT (4) + no
E.7. Bus termination

It is necessary to set the last bus device on the RS-485 Bus jumper for the bus termination.
(120 Ohm) The jumper is already set in newly delivered adapters. Please remove the 4 screws

at the underside of the adapter in order to open the box. You will find the jumper J1 near the
networkconnector, near the PCB shows a fi+0 symb

NOT last device. To terminate the RS485 bus at your CS121, please close the Jumper.
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Figure 150: MODBUS - Jumper

E.8. Configuration

Please use Telnet (network connection) for the configuration with the default IP address
10.10.10.120. Put DIP switch 1 i n232 R$-48®corfvedéfF0 posi

available you can also use a HyperTerminal via C
position.
COM2 Settings
COM2 Mode: ‘Modbus/SPI2
COM2 Baud Rate: 38400 -
COM2 Parity: None ~
COM3 Mode: None -
Figure 151: MODBUS i CS121 COM2 Settings

E.Q. TCP/IP - UDP Ports

The following are ports of the CS121 SNMP Adapter. These are the ports that have to be
made available in the Firewall in order to use all of the CS121 functions:

Echo Tltcp
echo 7/udp
WOL 9/udp
ftp-data 20/tcp
ftp 21/tcp
telnet 23/tcp
smtp 25/tcp
http 80/tcp
snmp 161/udp

snmptrap 162/udp
time (rfc868) 37/tcp
time (sntp) 123/tcp
rccmd 6003
Upsmon 5769
Modbus over IP502/tcp

Update flash 4000/udp
The UPSMON port 5769 is required for the following:
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. UPSMON Windows
. RCCMD and UNMS Il alive check

. Port forwarding (unblocking of several CS121 into the network via own ports into
other networks)

. Support of all other commands and functions via UPSTCP

E.10. MODBUS Cables

The following cable (Cable 112) is used for connecting the Schneider Electrics TSX SCY
CM6030 MODBUS device and the CS121 MODBUS adapter.

DB 25 male connector Pin COM2
Schneider TSX SCY CM6030 Mini-DIN 8 pol (male) , C5121
Modbus
PIN 6 PIN 5. b
(I ®
uullulu * | pIn 24 ® xPINl
shield
Figure 152: MODBUS - Cable 112

NOTE: it is very important that the Shield is connected to the MINI 8 housing and to the
MODBUS requesting device common ground!

F. Available Variables of the CS121

o Note: Not all variables are supported from all UPS-models. Please try the use

of the variable to see, whether your UPS supports the variable or not.

Variable

Meaning

OUTPUT_VOLT

Output voltage - only supported from specified USV manufactures

OUTPUT_CURRENT

Output currency

SECSONBATT Seconds, since the event power outage has been released
STATUS Actual UPS state

INVOLTO Input voltage, phase 1

INVOLT1 Input voltage, phase 2

INVOLT2 Input voltage, phase 3

INCURR Input currency

BATTVOLT Battery voltage

TEMPDEG Ambient or operating temperature i depends on the UPS-Model
AUTONOMTIME Power-on time left over under actual charge

BATTCAP Capacity of the battery in percent

OUTPOWERO Load in percent, phase 1

OUTPOWERL1 Load in percent, phase 2

OUTPOWER2 Load in percent, phase 3
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INFREQO Input frequency, phase 1

INFREQ1 Input frequency, phase 2

INFREQ2 Input frequency, phase 3

OUTFREQO Output frequency, phase 1

OUTFREQ1 Output frequency, phase 2

OUTFREQ2 Output frequency, phase 3

CONNECT ID of the used UPS protocol

CABLE ID of the used cable type

POWER Configurated UPS Power

LOAD Configurated Load

HOLDTIME Configurated hold time

RECHARGETIME Configurated time for a complete battery charging
MODEL UPS model name

TIMEREMAIN Resttime (AUTONOMTIME-POWERREMAIN)
LOCALTIME Local timestamp

OUTPHASES Output phase

INPHASES Input phase

LOCATION UPS-Adapter location

DATE Date

TIME Time

ATTACHED_DEVICES

Attached devices

BATTINSTDATE

Battery installation date

AGENTSOFTREV Firmware version

MANUFACTURER Manufacturer

TEMP1, Actual measurement for sensors 1-8, used for SensorMan settings
é only

TEMP8

TEMP1LOCATION, Configurated sensor 1-8 location

e,

TEMPBLOCATION

TEMPL1UNIT, Configurated sensor 1-8 unit

e,

TEMP8BUNIT

CUSTOMILTEXT, Configurated Custom Text 1-6

e,

CUSTOMGTEXT

G. Pin layout of Input-sockets of the SENSORMANAGER unit
INPUT 1:

Pin 1 Input Voltage 9-24Volt +
Pin 2 Analog Channel 1 (0-10V+)

142



Pin 3 Analog Channel 5 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24V

INPUT 2:

Pin 1 Input Voltage 9-24Volt +

Pin 2 Analog Channel 2 (0-10V+)

Pin 3 Analog Channel 6 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24V

INPUT 3:

Pin 1 Input Voltage 9-24Volt +

Pin 2 Analog Channel 3 (0-10V+)

Pin 3 Analog Channel 7 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24V

INPUT 4:

Pin 1 Input Voltage 9-24 Volt +

Pin 2 Analog Channel 4 (0-10V+)

Pin 3 Analog Channel 8 (0-10V+)

Pin 4 Ground

Pin 5 OUTPUT: Open collector OUT 9-24 V, max. 30mA
Pin 6 INPUT: Digital Input 9-24

H. Events/Alarms of the CS121 i Description of the alarms

The Events/Alarms are different from UPS to UPS, depending on the UPS manufacturer. We
are describing in the following example the Events/Alarms of a NEWAVE UPS, which are
similar to most of the UPS. Anyway all alarms, which are not POWERFAIL, BATTERY LOW,
SYSTEM SHUTDOWN, UPSMAN STARTED and AUX, you should advice your UPS
manufacturer, because an UPS hardware failure might be present! The mentioned alarms are
universal. The POWERFAIL and BATTERY LOW alarm require a reaction, e. g. the
configuration of shutdowns of clients via RCCMD.

Event Description

UPS is on battery arthe autonomy time decrease8DVICE: The
RCCMD shutdowns will be set into this alarm, to send shutdown
Powerfail signals tothe clients, if the powerfail will lastonger!

Power Restored Power supply restored

This event is TRUE, if the remiagtime is reached or rather undersho|
That means the autonomy time is only available for seconds, the UH
System Shutdown shutdown is pending.
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UPSMAN Started

UPS service is started into the CS121. This event is always true, if {
CS121 is running and therefore ideal pf@rmanent recurrehjobs
suitable like the forwardingf emails always after restart of the UPS ¢
to produce log file entries steady.

UPS Connection Lost

UPS RS232 conunication lost, CS121 triés restore the connection.

UPS Connection Restored

UPS RE82 communication restored

Battery Low

The autonomy of the battery has reached the defined threshold
"Battery Low". The UPS shutdown is pend#®BQVICE: The RCCMD
shutdowns will be set into this event too, but without delay!
(Emergency shutdown, if battées are to weak)

Output Breaker Open

Output breaker openUPS is isolated from load. No supply of the
consumers.

Output Breaker Closed

Output breaker closed. Load will be supplied.

Maintenance Breaker Close

Maintenance breaker closed (active). Load lé supplied through the
grid directly.

Maintenance Breaker Open

Maintenance breaker open (inactive). Load will be supplied via the
Regular UPS protected operation.

Inverter Breaker Open

Inverter breaker open. Load et UPS protected!

Inverter Beaker Closed

Inverter breaker closed. Load will be supplied via the inveNermal
condition.

Battery Breaker Open

Battery breaker open. No battery buffering active!

Battery Breaker Closed

Battery breaker closed. OK, normal condition.

UPS Off UPS &

UPS On UPS a

New Alarm New alarm, buzzer was activated.
Buzzer Off Buzzer off

General Alarm

An alarm has occured. Alarm LED at the UPS is flashing.

General Alarm Off

No more alarm is active. Alarm LED at the UPS is off.

Overtemperature

Overtemperatire of the UPS

Temperature Ok

Temperature of the UPS is back in normal range.

Output Bad UPS output failure (e. g. voltage, frequency)
Output Okay UPS otput OK
Overload UPS overload, reduce load otherwise the UPS shutdown is pending

No More Overload

No more werload

Bypass Bad

Bypass failure at input (e. g. voltage, frequency)
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Bypass Ok

Bypass Ok

UPS Shutdown Canceled

UPS shutdownanceled

UPS Shutdown

UPS shutdown initiated

Charger Fault Charger &ult
Charger Ok Charger Ok
System Off UPS outpt will be switched off or rather is off

System Off Canceled

UPS output switching off canceled

Bypass On

Bypass n

Bypass Off

Bypass fi

Battery Depleted

Battery cepleted

Input Bad

Input bad, alarm will be triggered with the powerfail event

Mains Input Okay

Power restored at the input

Fan Failure

UPS fan failure

Fan Ok

UPS fan OK

Awaiting Power

Awaiting power prior of automatic start of UPS

Shutdown Pending

UPS shutdown/switching off is pending

Shutdown Imminent

UPS shutdown/switching off is iminent

Unit Powerfail

Powerfail at an UPS module

Unit Power Restored

Power restored at an UPS module

Redundancy Lost

UPS redundancy lost, load to high or UPS modules are not at hand

Inverter Failure

Inverter failure

Emergency Power Off

Emergency poweonff, UPS was switched off

Synchronization Error

Synchronization error between the parallel modules or for the feedir|
e. g. power supply of a diesel generator

ECO Mode On ECO mode on, load is on bypass
ECO Mode Off ECO mode off, load is on rectifier
Battery Weak Battery weak

Battery Need Replacement

Battery need eplacement, please restart the UPS after replacement

Battery Ok Battery Ok
Rectifer On Rectifer m
Rectifer Off Rectifer df
Inverter Off Inverter df
Inverter On Inverter m
Booster On Voltage booster of battery is on
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Booster Off

Voltage booster of battery is off

Battery Discharging

Battery dscharging

Battery Charging

Battery darging

Load Is Supplied

Load is spplied, normal condition

Fuses Failure

Fusesdilure

Fuses Ok

Fuses ®

Battery Grounding Error

Battery grounding eor

Generator On

Generator m

Generator Off

Generator ¢

Output Normal

Output normal, normal condition

Redundancy Ok

Redundancy is at hand

AUX Port 1 High

AUX port 1 opened

AUX Port 2 High

AUX port 2 opned

AUX Port 3 High

AUX port 3 opened

AUX Port 4 High

AUX port 4 opened

AUX Port 1 Low

AUX port 1 closed

AUX Port 2 Low

AUX port 2 closed

AUX Port 3 Low

AUX port 3 closed

AUX Port 4 Low

AUX port 4 closed

()
bypass maintenance
. = gasil
T booste| —_
O— @& (D) / _/\; ==

rectifier

inverter

0

battery

Schematic drawing of an UPS, e. g. NEWAVE

Yellow = Fuse

Blue = Automatic breaker

Green = Manual Breaker
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Description of the alarms for single-phase UPS

Event Description
UPS is on battery and the autonomy time decreas&VICE: The RCCMD
shutdowns will be set into this alarm, tgend shutdown signals to the
Powerfail clients, if the powerfail will last longer!

Power restored

Power supply restored

System Shutdown

This event is TRUE, if the remaining time is reached or rather undershqg
That means the autonomy time is only available farcg®ls, the UPS
shutdown is pending.

UPSMAN started

UPS service is started into the CS121. This event is always true, if the

is running and therefore ideal for permanent recurrent jobs suitable like
forwarding of emails always after restart ofetfPS or to produce log file

entries steady.

UPS connection lost

UPS RS232 communication lost, CS121 tries to restore the connection

UPS connection restore|

UPS RS232 communication restored

UPS Battery Old

UPS batteries too old, call UPS service

Overbad UPS overload, reduce load otherwise the UPS shutdown is pending
Load Normal No more overload
Overtemperature Overtemperature of the UPS

Temperature Normal

Temperature of the UPS is back in normal range

Bypass on Bypass on

Bypass off Bypass off
The autonomy of the battery has reached the defined threshold "Battery
Low". The UPS shutdown is pendiA@VICE: The RCCMD shutdowns wi
be set into this event too, but without delay(Emergency shutdown, if

Batery low batteries are to weak)

UPS batterypad

Battery in bad condition

Scheduler Shutdown

This event got no relevance and will be removed in the future CS121
firmware

Input bad

Input bad, alarm will be triggered with the powerfail event

Load >80%

Load is over 80%

Load >90%

Load is over 90%

General Alarm

An alarm has occured. Alarm LED at the UPS is flashing

General Alarm canceleq

No more alarm is active. Alarm LED at the UPS is off

Manual Bypass on

Manual Bypass on

Manual Bypass off

Manual Bypass off
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Charger fault Charger fault

AUX Portl High AUX port 1 opened
AUX Port 2 High AUX port 2 opened
AUX Port 3 High AUX port 3 opened
AUX Port 4 High AUX port 4 opened
AUX Port 1 Low AUX port 1 closed
AUX Port 2 Low AUX port 2 closed
AUX Port 3 Low AUX port 3 closed
AUX Port 4 Low AUX port4 closed

J.

Configuration of Microsoft SCOM 2007 as CS121 Trap Receiver (Monitor)

In this section we will configure Microsoft Operations Manager 2007 (SCOM/OpsMgr) as an
SNMP Trap receiver, discover SNMP-enabled cs121 network devices, and configure an alert-
generating SNMP-trap-based monitor to raise alerts when specific traps are received from
cs121 devices.

Installation of the SNMP service (on Windows Server 2003)

In the Control Panel, select Add Remove Programs

Click on Add/Remove Windows Components

Scroll down and select Management and Monitoring Tools, click Details.

Click on the checkboxes for Simple Network Management Protocol (and optionally
WMI SNMP Provider) and click OK.

Click Next and click Finish.

Configuration of the SNMP service (on Windows Server 2003)
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Close Add or Remove Programs.
Click Start, Run, type services.msc, and then click Enter.
Scroll down and select SNMP Service. Right click the service and select Properties.




SNMP Service Properties (Local Computer) x|

Ganarall Log DnI Hecoveryl Agent I Trapz  Security |Dependencias|

|_Rights [
READ ONLY

Add. Edi... HRemave

' Accept SNMP packets fiom any host
— Accept SNMP packets from these hosts

Add.. | Edi... | Femove |

,TI Cancel | Apply |

Figure 153: SNMP Service Properties

e  Select the Security tab.

e  Check the Send Authentication Traps checkbox. In the Accepted Community
Names| i st, type fApublico and click the Add
READ CREATE.

e  Select the Accept SNMP packets from these hosts radio button. Use the add button
to add the IP addresses of the managed devices that will forward SNMP traps to the
OpsMgr server. Alternatively, you could select the Accept SNMP packets from any
host option.

e  Restart the SNMP Service.

IMPORTANT: SNMP community strings are case sensitive!

Activate the SNMP Trap Service (on Windows Server 2003)
e Inthe Services Panel, select the SNMP Trap Service
e Inthe SNMP Trap Service properties dialog select « Startup type : Automatic », then
click the « Start » button to start this service now.

=lal x|
File  Action Yiew Help
= | HEHR @2E|] > 80

% Services (Local) Mame # | Description | Skatus | Startup Type | Log On As |;|

Smart Card Manages access o smart cards read b, ., Manual Local Service
%SNMP Service Enables Simple Metwork Management . Started  Aukomatic Local System [

: Tr ] Started  Aukomatic Loc: =
%Special Administrati,.,  Allows administrators to remotely acce. .. Manual Local System LI

Extended A, Standard
Figure 154: SNMP Trap Service

Configuration of OpsMgr as SNMP trap receiver
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The cs121 device must be configured to accept SNMP requests from the OpsMgr Server. You
must also configure the cs121 device to use the same SNMP community string you configured
in the Accepted community names in the SNMP Service properties on your OpsMgr Server.
Please take a look at the cs121 manual for the details of this configuration step...

Configuration of one or more alert-generating SNMP-trap-based Monitors

e Inthe Administration space, create a unsealed management pack to store your
SNMP-based monitoring rules.

&% Create a Management Pack x|

E General Properties

Gerneral Properties 1@ Help
Knowled
EA 2 Management Pack General Properties
D
IUPS.MUthnng

Mame
JUPS Manitoring

Wersian
|1 000 For example, 1.0.0.0

Dezcription :

Figure 155: General Properties

e Inthe Operations console (Authoring space), start the Create a Monitor Wizard.
e On the Select a Monitor Type page, do the following:

e Expand SNMP A Trap Based Detection A Simple Trap Detection A Event Monitor
i Single Event and Single Event.

e  Select your unsealed management pack from the list. Click Next.
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@ Create a unit monitor

{ Select a Monitor Type

Monitar Type

Genesal

Fiist SnmpTrapPiovider

Build Fist Espression

Select the type of monitor to create

@ Help

= SNMP
| @[3 PiobeBased Delection

Second SnmpTrapProvider \ =5 Tiap Based Detestion

Build Second Expres:
Cortiaure Health

Corfigure lerts

- =4 Simple Trap Delectlr\

Ev S
[0 WMl Performance Courters
1 LogFies
[ Wwindows Events
2 Windows Services
[£1 Windows Performance Counters
[ Seripting
[ WM Events

Description: Two states monitor, each associated to an event.

Management pack

Select destination management pack:

% [UPS Manitoring

<E|Ev|uus| Net> | Cicats |

=

New...

Cancel |

4

Figure 156: Select a Monitor Type

On the General Properties page, do the following:
Type the Monitor name, such as UPS On Battery Monitor. Optionally, type a

Description for the monitor.

Click Select, select View all targets, click a target, such as SNMP Network Device,

and then click OK.

Leave Monitor is enabled selected to have the monitor take affect at the completion
of the wizard, or clear the check box to enable the monitor at a later time, and then

click Next.
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@ Create a unit monitor x|

‘ General Properties

Monior Type @ Heb

General .
General properties
First SnmpT 1apPiovider
Specify the name and description for the manitor you are creating.
Build First Expression
Name:
S SHHTIEDTIEe! e [UPS G atery it

Buld Second Expression

Desciption [Dptional
Corfigure Health =

Corfigure Alets

Management pack. UPS Monitoring

Moriter target.

-9|5NMP Network Device Select..

Parent moniter.
| Availabiity =
¥ Maritar s enaled

<prevous [ o> | e Carcel |

4

Figure 157: General Properties

e On the Configure the trap OIDs to collect page for the First SNMP TrapProvider,
leave Use discovery community string selected.

e  Click to place the cursor in the Object Identifier Properties section and type the first
object identifier (OID) that you want to monitor: 1.3.6.1.2.1.33.2.3
(upsTrapAlarmEntryAdded). Then click Next.
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eate a unit monitor x|

1 ‘ Configure the trap OIDs to collect

Moritor Type @ Heb

Generdl
First SrmpTrapPiovider (+ Use discovery commurity string

B B € Use custom commurity string

S econd Srmp TrapProvider I

Buid Second Expression Object Identifier Properties

Confiqure Health

| Obiect Identifier

Canfigure Aletts

™ A& Traps
| cprovious |[ New> | cee || conca |
Y.
Figure 158: Configure the trap OIDs to collect

e  On the Build Event Expression page, click to place the cursor in the Parameter
Name section and type the trap parameter variable that you want to use here:

e /Dataltem/SnmpVarBinds/SnmpVarBind[2]/Value

e  Why did we use SnmpVarBind[2] in our expression? Because the traps second
contains the OID of the traps UPS alarm (Object upsAlarmDescr of the trap).

e  Click to place the cursor in the Operator section and select Equals.
e  Click to place the cursor in the Value section and type the value to match here:
e 1.3.6.1.2.1.33.1.6.3.2 (The 1.3.6.1.2.1.33.1.6.3.2 is the well known alarm OID for

upsAlarmOnBattery).
=
O Build Event Expression
Maritar Type o
General

Filter one or more events

First ShmpT rapProvider

; . Build the expression ko fiter one or more events:
Build First Expression 2

Second SnmpTrapProvider Iﬂilng&rt @ | Delete X | Farmula e
Build Second Expression [ | Parameter Hame | Operator | Walue |
Configure Health » /Dataltem/SnmpaBinds/. . Equals |1_3 B1.21.331632

Configure Alerts

Figure 159: Build Event Expression
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Then click Next.
On the Configure the trap OIDs to collect page for the Second SNMP TrapProvider,
leave Use discovery community string selected.

e  Click to place the cursor in the Object Identifier Properties section and type the first
object identifier (OID) that you want to monitor: 1.3.6.1.2.1.33.2.4
(upsTrapAlarmEntryRemoved). Then click Next.

H @ create a unit monitor

 Moritr Type
General
Firs SenpTrapPiovides @ Use dscovery communiy sting
Buld First Exqpeession " Use custom communily sting
Second SrenpTfapPiavides I
Buid Second Expression Dbject Identifier Properties
Canfigure Health
Configure Alerts

@ Helo

™ AN Trsps:

<Bwiwu| Cresle I Cancel |

Figure 160: Configure the trap OIDs to collect

e  On the Build Event Expression page, click to place the cursor in the Parameter
Name section and type the trap parameter variable that you want to use here:
/Dataltem/SnmpVarBinds/SnmpVarBind[2]/Value
Why did we use SnmpVarBind[2] in our expression? Because the traps second
contains the OID of the traps UPS alarm (Object upsAlarmDescr of the trap).

Click to place the cursor in the Operator section and select Equals.

Click to place the cursor in the Value section and type the value to match here:
1.3.6.1.2.1.33.1.6.3.2 (The 1.3.6.1.2.1.33.1.6.3.2 is the well known alarm OID for
upsAlarmOnBattery).
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Create a unit monitor x|

Build Event Expression

Manitor Type

General

First SnmpT rapPravider

‘ Configure Health

Monitor Type

General

First Snmp T rapProvider

Build First Esprezsion

Second SnmpTrapProvider Monitor Condition Operational State Health State

Build Second Expression Second Event Raised | Second Event Raised Healthy

Carfigure Healh » First Event Raised First Event Raised e
Configure Alerts

1@ Help

Filter one or more events

Build the expression to filker one or more events:

Euild First Expressian
Second SnmpTrapProvider SEinsert ~ | Delete X | Formula %
Build Secand Expression Parameter Mame | Operator | Value |
Corfigure Health 3 ADataltemSnmpYarBinds..  Equals |1.3.B.1 21331832 _I
Corfigure &lerts
Figure 161: Build Event Expression
e  Then click Next.
e On the Configure Health page, select Critical for the Health State of Monitor
Condition First Event Raised. Then click Next.
B

1) Help

Map monitor conditions to health states

Specify what health state should be generated for each of the conditions that this monitor will detect:

Figure 162: Configure Health

On the Configure Alerts page, set the properties of the alert, for example:
Type the Name for the alert, such as UPS OnBattery Alert.
Optionally, type the Alert description.
Target and Data variables to include in the description, such as Device Name.
Select a Priority from the list, such as High.

Select a Severity from the list, such as Critical.

Click Create
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@ Create a unit monitor

Monitor Type

General

First SrmpT rapProvider
Build First Expression
Second SnmpTrapProvider
Build Second Expression
Configure Health

Confiqurs Alerts

x|
@) Help
Alert settings
¥ Generate alerts for this manitor
Generate an alert when:
[ The manitor i in a critival health state |
[ Automatically resolve the alert when the monitar retums to 5 healthy stats
Alert properties
Alert name: Prigrity:
[UPS rBatteny [Medium =l
Alert description: Severity:
The IFS $Target/Fraperly ol [Giea =]
[Type="MicrosoftSystemCenter etwark D eviceLibran5172210!
Mictosoft SystemCenter Metwork Device™|/Names s draving
power fram the batteries |
cpreviaue | wers [ ceme | cancel
4

Figure 163: Configure Alerts

Discover your SNMP enabled CS121 devices in OpsMgr
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In the Administration space, right click and launch the Discovery Wizard.

On the What would you like to manage page, select Network Devices. Then click
Next.192.168
On the Discovery Method page, enter the Start and End of the IP address range that
you want to scan.
Type the SNMP community of the objects that you want to manage.
Select the Management Server that should receive the cs121 traps.
Click Discover to display the Discovery Progress page.



Figure 164: Discovery Method

Discovery for even a single device will run for a couple of minutes by default. If you specify an
IP range, it will take a little longer.

e On the Select Objects to Manage page, select the devices desired for management.
e  Onthe Summary page, click Finish. The objects will display in the Network
Devices node of the Operations Console Administration space.

At this point, SNMP-enabled device availability monitoring will start automatically. Any traps (of
kind upsAlarmOnBattery) received from the cs121 target devices will be raised as alerts in the
Operations console.

K. DHCP Configuration via Telnet

Establish a connection to the CS121 via telnet. Select the menu 1 (IP Address, Gateway
Address) and enter the menu 5. (Set DHCP Server).
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